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Composition of Differential Privacy &
Privacy Amplification by Subsampling

By Thomas Steinke

3.1 Introduction

Our data is subject to many different uses. Many entities will have access to our
data, including government agencies, healthcare providers, employers, technology
companies, and financial institutions. Those entities will perform many different
analyses that involve our data and those analyses will be updated repeatedly over
our lifetimes. The greatest risk to privacy is that an attacker will combine multiple
pieces of information from the same or different sources and that the combination
of these will reveal sensitive details about us. Thus we cannot study privacy leakage
in a vacuum; it is important that we can reason about the accumulated privacy
leakage over multiple independent analyses.

As a concrete example to keep in mind, consider the following simple differenc-
ing attack: Suppose your employer provides healthcare benefits. The employer pays
for these benefits and thus may have access to summary statistics like how many
employees are currently receiving pre-natal care or currently are being treated for
cancer. Your pregnancy or cancer status is highly sensitive information, but intu-
itively the aggregated count is not sensitive as it is not specific to you. However, this
count may be updated on a regular basis and your employer may notice that the
count increased on the day you were hired or on the day you took off for a medical
appointment. This example shows how multiple pieces of information — the date
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78 Composition of Differential Privacy & Privacy Amplification

of your hire or medical appointment, the count before that date, and the count
afterwards — can be combined to reveal sensitive information about you, despite
each piece of information seeming innocuous on its own. Attacks could combine
many different statistics from multiple sources and hence we need to be careful to
guard against such attacks, which leads us to differential privacy.

Differential privacy has strong composition properties — if multiple independent
analyses are run on our data and each analysis is differentially private on its own,
then the combination of these analyses is also differentially private. This property
is key to the success of differential privacy. Composition enables building com-
plex differentially private systems out of simple differentially private subroutines.
Composition allows the re-use data over time without fear of a catastrophic pri-
vacy failure. And, when multiple entities use the data of the same individuals, they
do not need to coordinate to prevent an attacker from learning private details of
individuals by combining the information released by those entities. To prevent the
above differencing attack, we could independently perturb each count to make it
differentially private; then taking the difference of two counts would be sufficiently
noisy to obscure your pregnancy or cancer status.

Composition is quantitative. The differential privacy guarantee of the overall
system will depend on the number of analyses and the privacy parameters that they
each satisfy. The exact relationship between these quantities can be complex. There
are various composition theorems that give bounds on the overall parameters in
terms of the parameters of the parts of the system. In this chapter, we will study
several composition theorems (including the relevant proofs) and we will also look
at some examples that demonstrate how to apply the composition theorems and
why we need them.

Composition theorems provide privacy bounds for a given system. A system
designer must use composition theorems to design systems that simultaneously give
good privacy and good utility (i.e., good statistical accuracy). This process often
called “privacy budgeting” or “privacy accounting.” Intuitively, the system designer
has some privacy constraint (i.e., the overall system must satisfy some final privacy
guarantee) which can be viewed as analogous to a monetary budget that must be
divided amongst the various parts of the system. Composition theorems provide
the accounting rules for this budget. Allocating more of the budget to some part of
the system makes that part more accurate, but then less budget is available for other
parts of the system. Thus the system designer must also make a value judgement
about which parts of the system to prioritize.

Overview of the Chapter

This chapter provides an in-depth discussion of composition theorems and privacy
amplification techniques in Differential Privacy. It begins by introducing the basic
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Basic Composition 79

composition theorem in Section 3.2, and examining whether basic composition
strategies achieve optimal privacy guarantees. Next, in Section 3.3, it reviews the
concept of privacy loss distributions and offers a statistical hypothesis testing per-
spective to understand approximate Differential Privacy. The chapter then discusses
advanced composition via the privacy loss distribution, in Section 3.4, revisiting
basic composition and exploring composition through Gaussian approximation.
It reviews the notion of Concentrated Differential Privacy, adaptive composition,
and post-processing, and examines the composition of approximate Differential
Privacy. Then, the chapter focuses on privacy amplification by subsampling, in Sec-
tion 3.6, covering subsampling techniques for pure and approximate Differential
Privacy, the differences between addition/removal and replacement for neighbor-
ing datasets, and how subsampling interacts with composition. Here, the concept
of Rényi Differential Privacy is introduced, along with analytic bounds for privacy
amplification and practical guidance on the use of privacy amplification by subsam-
pling in real-world applications. Finally, the chapter concludes, in Section 3.7, with
a reflection on the historical development of the discussed concepts and provides
further reading for a deeper understanding of these concepts.

3.2 Basic Composition

The simplest composition theorem is what is known as basic composition. This
applies to pure e-DP (although it can be extended to approximate (&, §)-DP). Basic
composition says that, if we run 4 independent &-DP algorithms, then the compo-
sition of these is k¢-DP. More generally, we have the following result.

Theorem 3.1 (Basic Composition). Let My, Mo, --- , My : X" — Y be random-
ized algorithms. Suppose M is &;-DP for each j € [k]. Define M : X" — VE by
M(x) = (Mi(x), Ma(x), - - -, My(x)), where each algorithm is run independently.
Then M is ¢-DP for e = Zf:l €j.

Proof. Fix an arbitrary pair of neighboring datasets x,x’ € X” and output y €
YV*. To establish that M is e-DP, we must show that ¢~¢ < P[M (=] < . By

P[M@)=y] =
independence, we have

P[M(x) =] _ [Tj= P [M(x) = ]
PM&)=y] [, P[M) = ]
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80 Composition of Differential Privacy & Privacy Amplification

where the inequality follows from the fact that each M; is ¢;-DP and, hence, ¢7% <

P[Mj(x)=y] & Qo ko P[Mi(x)=y] b o—g -
B[ =] < ¢%. Similarly, Hj:l P[M;)=y] > szl ¢~ %, which completes the

proof. O]

Basic composition is already a powerful result, despite its simple proof; it estab-
lishes the versatility of differential privacy and allows us to begin reasoning about
complex systems in terms of their building blocks. For example, suppose we have
k functions f1,- -+ ,f : X" — R each of sensitivity 1. For each j € [£], we know
that adding Laplace(1/¢) noise to the value of f;(x) satisies £-DP. Thus, if we add
independent Laplace(1/¢) noise to each value f;(x) for all j € [£], then basic com-
position tells us that releasing this vector of # noisy values satisfies 4&-DP. If we
want the overall system to be e-DP, then we should add independent Laplace(k/¢)
noise to each value f;(x).

3.2.1 Is Basic Composition Optimal?

If we want to release £ values each of sensitivity 1 (as above) and have the overall
release be e-DP, then, using basic composition, we can add Laplace(#/¢) noise to
each value. The variance of the noise for each value is 24* / &2, so the standard
deviation is ﬁk/ ¢. In other words, the scale of the noise must grow linearly with
the number of values £ if the overall privacy and each value’s sensitivity is fixed.
It is natural to wonder whether the scale of the Laplace noise can be reduced by
improving the basic composition result. We now show that this is not possible.

For each j € [£], let M; : X" — TR be the algorithm that releases f;(x) with
Laplace(k/¢) noise added. Let M : X” — R* be the composition of these 4
algorithms. Then A is & /k-DP for each j € [£] and basic composition tells us that
M is &-DP. The question is whether M satisfies a better DP guarantee than this —
i.e., does M satisty €,-DP for some &, < &? Suppose we have neighboring datasets
x,x" € X" such that fj(x) = f;(x') + 1 foreachj € [k]. Lety = (a,4,--- ,a) € R*
for some a > rnax]/?:1 f;(x). Then

P[Me) =y] [ PIf) + Laplace(k/e) = ]
P[M(x) =y] H]/?ZI P [f(x) + Laplace(k/¢) = y;]

_ ﬁ P [Laplace(k/¢) = 3 — fi(x)]
P [Laplace(/e/e) =y —ﬁ(x/)]

_ ﬁ 37 xp (=l — @)
P el G {TRNACH])
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H exp (=7 0y ﬁ(x)))

j ; nd y; o
exp ( /e(),] — £())) (o = fi(x) and y; > fi(x"))

J=1

Il
T~ T

exp( (x) f(x ))

= exp —Z(f(x) f(x) = ¢é.

j=1

This shows that basic composition is optimal. For this example, we cannot prove a
better guarantee than what is given by basic composition.

Is there some other way to improve upon basic composition that circumvents
this example? Note that we assumed that there are neighboring datasets x, x" € X"

— ? / . .

such that f(x) = f;(x") + 1 for each j € [£]. In some settings, no such worst case
datasets exist. In that case, instead of scaling the noise linearly with 4, we can scale
the Laplace noise according to the £; sensitivity A := sup ,vexn Z] 1 ) —

neighboring
VACl
Instead of adding assumptions to the problem, we will look more closely at
the example above. We showed that there exists some output y € R? such that
P[M(x)=y]
P[M(x)=y]
max({f;(x), f;(x")} for each j € [£] where y; = f;(x) 4 Laplace(k/¢). Thus, in order

to observe an output y such that the likelihood ratio is maximal, all of the # Laplace

= ¢°. However, such outputs y are very rare, as we require Vi =

noise samples must be positive, which happens with probability 27#. The fact that
outputs y with maximal likelihood ratio are exceedingly rare turns out to be a gen-
eral phenomenon and not specific to the example above.

Can we improve on basic composition if we only ask for a high probability

bound? That is, instead of demanding % < ¢ forall y € Y, we demand

v [IPWA/[((x% < eg*] > 1 — 6 forsome 0 < 0 K 1. Can we prove a better

bound ¢, < ¢ in this relaxed setting? The answer turns out to be yes.

The limitation of pure £-DP is that events with tiny probability — which are neg-
ligible in real-world applications — can dominate the privacy analysis. This moti-
vates us to move to relaxed notions of differential privacy, such as approximate
(&,0)-DP and concentrated DD, which are less sensitive to low probability events.
In particular, these relaxed notions of differential privacy allow us to prove quantita-
tively better composition theorems. The rest of this chapter develops this direction
further.
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82 Composition of Differential Privacy & Privacy Amplification

3.3 Privacy Loss Distributions

Qualitatively, an algorithm M : X” — ) is differentially private if, for all neigh-
boring datasets x,x" € X, the output distributions M (x) and M (x") are “indis-
tinguishable” or “close.” The key question is how do we quantify the closeness or
indistinguishability of a pair of distributions?
Pure DP (a.k.a. pointwise DP) [DMNSO06] uniformly bounds the likelihood
ratio — PM@=]
P[M()=]
composition (Section 3.2), this can be too strong as the outputs y that maximize

< ¢ forall y € Y. As discussed at the end of the section on basic

this likelihood ratio may be very rare.
We could also consider the total variation distance (a.k.a. statistical distance):

drv (M(x),M(x’)) = ;ug} (IP’ M(x) e S]—P [M(x’) € S]) .
c

Another option would be the KL divergence (a.k.a. relative entropy). Both TV
distance and KL divergence turn out to give poor privacy-utility tradeoffs; that is,
to rule out bad algorithms A/, we must set these parameters very small, but that
also rules out all the good algorithms. Intuitively, both TV and KL are not sensitive
enough to low-probability bad events (whereas pure DP is too sensitive). We need
to introduce a parameter () to determine what level of low probability events we
can ignore.

Approximate (g,0)-DP [Dwo+06] is a combination of pure e-DP and J TV
distance. Specifically, M is (¢,0)-DP if, for all neighboring datasets x,x’ € X”
and all measurable S € Y, P[M(x) € S] < & - P [M(x/) € S] + 0. Intuitively,
(&,0)-DP is like £-DP except we can ignore events with probability < d. That is,
0 represents a failure probability, so it should be small (e.g., J < 10_6), while ¢
can be larger (e.g., &€ & 1); having two parameters with very different values allows
us to circumvent the limitations of either pure DP or TV distance as a similarity
measure.

All of these options for quantifying indistinguishability can be viewed from the
perspective of the privacy loss distribution. The privacy loss distribution also turns
out to be essential to the analysis of composition. Approximate (&, 0)-DP bounds
are usually proved via the privacy loss distribution.

We now formally define the privacy loss distribution and relate it to the various
quantities we have considered. Then, in Section 3.3.1, we will calculate the privacy
loss distribution corresponding to the Gaussian mechanism, which is a particularly
nice example. In the next Section 3.3.2, we explain how the privacy loss distribution
arises naturally via statistical hypothesis testing. To conclude, in Section 3.3.3, we
precisely relate the privacy loss back to approximate (&, )-DP. In the next section
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Privacy Loss Distributions 83

(Section 3.4), we will use the privacy loss distribution as a tool to analyze compo-
sition.

Definition 3.2 (Privacy Loss Distribution). Let P and Q be two probability distri-
butions on Y. Define fpiq : Y — R by fpiq (y) = log(P(y)/QY))." The privacy
loss random variable is given by Z = fp| (Y) for Y <« P. The distribution of Z is
denoted PrivLoss (P|| Q).

In the context of differential privacy, the distributions P = M(x) and Q =
M (x") correspond to the outputs of the algorithm M on neighboring inputs x, x’.
Successfully distinguishing these distributions corresponds to learning some fact
about an individual person’s data. The randomness of the privacy loss random vari-
able Z comes from the randomness of the algorithm A (e.g., added noise). Intu-
itively, the privacy loss tells us which input (x or x) is more likely given the observed
output (Y < M(-)). If Z > 0, then the hypothesis ¥ < P = M(x) explains
the observed output better than the hypothesis ¥ <~ Q = M (x’) and vice versa.
The magnitude of the privacy loss Z indicates how strong the evidence for this
conclusion is. If Z = 0, both hypotheses explain the output equally well, but, if
Z — 00, then we can be nearly certain that the output came from P, rather than
Q. A very negative privacy loss Z < 0 means that the observed output ¥V < P
strongly supports the wrong hypothesis (i.e., ¥ < Q).

As long as the privacy loss distribution is well-defined,” we can easily express
almost all the quantities of interest in terms of it:

® DPure &-DP of M is equivalent to demanding that P
Z «PrivLoss(M (x) | M (x'))

/ iii

[Z < &] =1 for all neighboring x, .

i.  The function fp)q is called the log likelihood ratio of P with respect to Q. Formally, fp ¢ is the natural
logarithm of the Radon-Nikodym derivative of P with respect to Q. This function is defined by the property

that P(S) = E [[[YeS]]= E [ef[’”Q M .1y e S]] for all measurable § C . For this to exist, we
Yer Ye<Q
must assume that P and Q have the same sigma-algebra and that P is absolutely continuous with respect to

Q andviceversa—i.e, VS C Y Q(S) =0 < P(S)=0.

ii.  The privacy loss distribution is not well-defined if absolute continuity fails to hold. Intuitively, this corre-
sponds to the privacy loss being infinite. We can extend most of these definitions to allow for an infinite
privacy loss. For simplicity, we do not delve into these issues.

iii. Note that, by the symmetry of the neighboring relation (i.e., if x,x’ are neighboring datasets then
%/, x are also neighbors), we also have P [Z>—-¢] = 1 as a consequence of

Z «PrivLoss(M (x) | M (x))
[Z’ < a] =1.

P
Z' «PrivLoss(M (x') || M (x))
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84 Composition of Differential Privacy & Privacy Amplification

e The KL divergence is the expectation of the privacy loss: D (P[|Q) :=
E 'iv
Z «PrivLoss(P|| Q)
e The TV distance is given by

P, Q)= E ,1— —Z
dry ( Q Z «PrivLoss(P]|Q) [max{o CXP( )}]

1

- 5Z%PrivLoss(PHQ) [|1 - eXp(_Z)H

® Approximate (&, 0)-DP of M is implied byZ L 5/[( M) [Z <e] >
<IrivLoss X

1 — 0 for all neighboring x,x". So we should think of approximate DP as a
tail bound on the privacy loss. To be precise, (¢, 9)-DP of M is equivalent to

B 0,1— -2} <o,
Z e PrivLoss(M () | M () [max{ exp(e — 2)}] <

for all neighboring x, x’. (See Proposition 3.7.)

3.3.1 Privacy Loss of Gaussian Noise Addition

As an example, we will work out the privacy loss distribution corresponding to the
addition of Gaussian noise to a bounded-sensitivity query. This example is partic-
ularly clean, as the privacy loss distribution is also a Gaussian, and it will turn out
to be central to the story of composition.

Proposition 3.3 (Privacy Loss Distribution of Gaussian). Ler P = N'(u, 0%) and
N2
Q = N(u',5?). Then PrivLoss (P||Q) = N (p,2p) forp = (”Z_T”z)

Proof. We have P(y) = \/2;7 exp (_ (3’2—0/12)2) and Q() = \/271[7 exp
(_ @;:2/)2)- Thus the log likelihood ratio is
P(y)
fP1g () = log (Q—(y))

2
e (-5

—2
er (-05)
_ _(J’_ﬂ)z n (y— u)?

- 202 202

= log

iv.  The expectation of the privacy loss is always non-negative. Intuitively, this is because we take the expectation
of the log likelihood ratio fp| g (Y) with respect to ¥ < P —i.e., the true answer is P, so on average the log
likelihood ratio should point towards the correct answer.
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P22y + ) = 0P = 2uy 4 1)

202
e G
202
_ ===y
202 '

The log likelihood ratio fp| g is an affine linear function. Thus the privacy loss ran-
dom variable Z = fp| (¥) for ¥ « P = N(u,0?) will also follow a Gaussian
distribution. Specifically, E [Y] = u, so

_w=p)QEY]—u—p) _ (w=p)?

EZ] 202 202

and, similarly, VY] = o2, so

_ (@ —u)?
ATy

O]

To relate Proposition 3.3 to the standard Gaussian mechanism A : X" — R,
recall that M (x) = N(g(x), 52), where g is a sensitivity-A query — i.e., |q(x) —
g(x")| < A for all neighboring datasets x,x' € X”. Thus, for neighboring datasets

x,x', we have PrivLoss (M (x) ”M(x’)) = N(p,2p) for some p < 2%;—22

The privacy loss of the Gaussian mechanism is unbounded; thus it does not
satisfy pure e-DP. However, the Gaussian distribution is highly concentrated, so
we can say that with high probability the privacy loss is not too large. This is the

basis of the privacy guarantee of the Gaussian mechanism.

3.3.2 Statistical Hypothesis Testing Perspective

To formally quantify differential privacy, we must measure the closeness or indis-
tinguishability of the distributions P = M(x) and Q = M (x’) corresponding to
the outputs of the algorithm A on neighboring inputs x, x". Distinguishing a pair
of distributions is precisely the problem of (simple) hypothesis testing in the field of
statistical inference. Thus it is natural to look at hypothesis testing tools to quantify
the (in)distinguishability of a pair of distributions.

In the language of hypothesis testing, the two distributions 2 and Q would be
the null hypothesis and the alternate hypothesis, which correspond to a positive or
negative example. We are given a sample Y drawn from one of the two distribu-
tions and our task is to determine which. Needless to say, there is, in general, no
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86 Composition of Differential Privacy & Privacy Amplification

hypothesis test that perfectly distinguishes the two distributions and, when choos-
ing a hypothesis test, we face a non-trivial tradeoff between false positives and false
negatives. There are many different ways to measure how good a given hypothesis
test is.

For example, we could measure the accuracy of the hypothesis test evenly aver-

aged over the two distributions. In this case, given the sample Y, an optimal test
chooses P if P(Y) > Q(Y) and otherwise chooses Q; the accuracy of this test is

1 1 1 1
5, P, 2 QNI+ 5 PP < Q)= 5 + 5div (P Q).

This measure of accuracy thus corresponds to TV distance. The greater the TV
distance between the distributions, the more accurate this test is. However, as we
mentioned earlier, TV distance does not yield good privacy-utility tradeoffs. Intu-
itively, the problem is that this hypothesis test doesn’t care about how confident
we are. That is, the test only asks whether P(Y) > Q(Y'), but not how big the
difference or ratio is. Hence we want a more refined measure of accuracy that does
not count false positives and false negatives equally.

Regardless of how we measure how good the hypothesis test is, there is an optimal
test statistic, namely the log likelihood ratio. This test statistic gives a real number
and thresholding that value yields a binary hypothesis test; a7y binary hypothe-
sis test is dominated by some value of the threshold. In other words, the trade-
off between false positives and false negatives reduces to picking a threshold. This
remarkable — yet simple — fact is established by the Neyman-Pearson lemma:

Lemma 3.4 (Neyman-Pearson Lemma [NP33]). Fix distributions P and Q on
Y and define the log-likelihood ratio test statistic fpjo : Y — R by fpio(y) =

log (g—%))) Let T : Y — {P, Q} be any (possibly randomized) test. Then there exists

some t € R such that

YIL[T(Y) =D < YIL [fr10(Y) = ¢]  and

JE T =A< B o) <1]

How is this related to the privacy loss distribution? The test statistic Z =
SPiq (Y) under the hypothesis Y «— P is precisely the privacy loss random variable
Z < PrivLoss (P||Q). Thus the Neyman-Pearson lemma tells us that the privacy
loss distribution PrivLoss (P||Q) captures everything we need to know about dis-
tinguishing P from Q.

Note that the Neyman-Pearson lemma also references the test statistic fp| o (Y)
under the hypothesis ¥ «— Q. This is fundamentally not that different from the
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privacy loss. There are two ways we can relate this quantity back to the usual privacy
loss: First, we can relate it to PrivLoss (Q|[| P) and this distribution is something we
should be able to handle due to the symmetry of differential privacy guarantees.

Remark 3.5. Fix distributions P and Q on Y such that the log likelihood ratio

frio () = log (Q(();//))) is well-defined for all y € Y. Since fp1o () = —fqur )
forally € Y, if Z < PrivLoss (Q||P), then —Z follows the distribution of fpq (Y)
under the hypothesis ¥ < Q.

Second, if we need to compute an expectation of some function g of fp o (¥)
under the hypothesis ¥ < Q, then we can still express this in terms of the privacy
loss PrivLoss (P|| Q):

Lemma 3.6 (Change of Distribution for Privacy Loss). Fix distributions P and Q
on Y such that the log likelihood ratio fpq (y) = log (g—(é))) is well-defined for all
ye€ Y. Letg : R — R be measurable. Then

IEQ [g(fan(Y))] - ZePriv]IEss(PHQ) [g(Z) e }

Proof. By the definition of the log likelihood ratio (see Definition 3.2), we
have E [A(Y)] = E [b(Y) . eff’“Q(Y)] for all measurable functions 4.
YeP Y<Q

Setting h(y) = ¢(friQ () - e Irie® yields ZePrivEss(PHQ) [g(Z) . e_Z] =
- PN — i
YIEP [h(Y)] YEQ [b(Y) L ] YEQ [g(fp”Q (Y))], as required. We

can also write these expressions out as an integral to obtain a more intuitive proof:

B lettma] = [ etfna - Qo

/ 2P ) - P((;l)

= /y g(friQ () - e VRO p(yydy

P(y)dy
= /yg(fPHQ(y)) e P - P(y)dy

£, [g (friq (1)) - e~r1e (Y)]

= E [ Z)-e ]
Z «PrivLoss(P|| Q) g( ) ‘
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88 Composition of Differential Privacy & Privacy Amplification

3.3.3 Approximate DP & the Privacy Loss Distribution

So far, in this section, we have defined the privacy loss distribution, given an exam-
ple, and illustrated that it is a natural quantity to consider that captures essentially
everything we need to know about the (in)distinguishability of two distributions.
To wrap up this section, we will relate the privacy loss distribution back to the
definition of approximate (&, )-DP:

Proposition 3.7 (Conversion from Privacy Loss Distribution to Approximate Dif-
ferential Privacy). Let P and Q be two probability distributions on Y such that the
privacy loss distribution PrivLoss (P|| Q) is well-defined. Fix & > 0 and define

0 := sup P(S) — ¢ - Q(S).

scy
Then
0= P [Z > ¢e]—é - P [-Z' > €]
Z «PrivLoss(P| Q) Z' «PrivLoss(Q||P)
= E [max{O, 1 —exp(e — Z)}]

 Z< PrivLoss(Pl|Q)

00
_ / £ P [Z > z]dz
& Z «PrivLoss(P|| Q)

< P [Z > g].
Z «PrivLoss(P|| Q)

Proof. For any measurable § C ), we have

P(S) = & - Q(S) = /y Iy e 5] (PG) — ¢ - Q0)) dy,

where Il denotes the indicator function — it takes the value 1 if the condition is true
and 0 otherwise. To maximize this expression, we want y € § whenever P(y) — ¢° -

Q(y) > 0 and we want y ¢ S when this is negative. Thus 6 = P(Sy) — ¢° - Q(S«)

for

Sei={yeY:Po)—¢ Q0 >0} ={yeV:foq0) > ¢}.
Now

PSy =P, Vo) > ¢] = ZePrivI]iss(PllQ) 2> ¢l

and, by Remark 3.5,

. . 7
QS = YEQ [rie (1) > ¢] = Z/<—PrivILP>oss(QHP)[ Z' > el
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Privacy Loss Distributions 89

This gives the first expression in the result:

0= P(S)—¢-Q(S,) = P Z —ef. P -7 .
( ) ¢ Q( ) Z(—PriVLoss(PllQ)[ ~ 8] ¢ Z/(—PrivLoss(QHP)[ ~ 8]
Alternatively, P(Sx) = E [I[Z > ¢]] and, by Lemma 3.6,

Z «PrivLoss(P|| Q)

Q(Sy) = YEQ[H[fPHQ(Y) > ¢]] = []I[Z > ¢l - e_Z],

Z «PrivLoss(P|| Q)

which yields

5= P(S) — & - Q(S,) = E (=) 1z > e,
( ) ¢ Q( ) Z «PrivLoss(P|| Q) ( ce ) [ ¢]
Note that (1 —¢®-¢7?)-I[z > €] = max{0,1 —¢*~?} forall z € R. This produces
the second expression in our result.

To obtain the third expression in the result, we apply integration by parts to

the second expression: Let F(z) := P [Z > z] be the complement
Z «PrivLoss(P|| Q)

of the cumulative distribution function of the privacy loss distribution. Then the
probability density function of Z evaluated at z is given by the negative derivative,
—F'(2)." Then

0= E [max{(), 1— 68_2}]
Z «PrivLoss(P|| Q)
= / max{0, 1 — &%} - (=F'(2))dz
R
o0
= [ a-em e
& ~ d
= [ (50 F@) = 0= 1) (R
&
(product rule)
o0
= Jim (1= ¢79) - (~F@) = (1= &) (<F@) = [ &7 (~Flands
Z 0 P
(fundamental theorem of calculus)
o0
= — lim P Z > z] —i—/ E£E P [Z > z]dz.
2—>00 Z «PrivLoss(P|| Q) e Z «PrivLoss(P||Q)
If the privacy loss is well-defined, then lim,_; s P [Z > z] =0.
Z «PrivLoss(P|| Q)
v.  In general, the privacy loss may not be continuous — i.e., ¥ may not be differentiable. Nevertheless, the final

result still holds in this case.
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20 Composition of Differential Privacy & Privacy Amplification

The final expression (an upper bound, rather than a tight characterization) is
easily obtained from any of the other three expressions. In particular, dropping the

second term —¢° - P [-Z" > €] < 0 from the first expression yields
Z" «PrivLoss(Q||P)

the upper bound. O

The expression 6 = supgy, P(S) — ¢ - Q(S) in Proposition 3.7 is known as
the “hockey stick divergence” and it determines the smallest J for a given & such
that P(§) < #Q(S)+dforall S € Y. If P = M(x) and Q = M (x') for arbitrary
neighboring datasets x, ', then this expression gives the best approximate (g, 0)-DP
guarantee.

Proposition 3.7 gives us three equivalent ways to calculate J, each of which will
be useful in different circumstances. To illustrate how to use Proposition 3.7, we
combine it with Proposition 3.3 to prove a tight approximate differential privacy
guarantee for Gaussian noise addition:

Corollary 3.8 (Tight Approximate Differential Privacy for Univariate Gaussian).

Let g : X" — R be a deterministic function and let A := sup vexn |g(x) —
neighboring

q(x")| be its sensitivity. Define a randomized algorithm M : X" — R by M(x) =
N (q(x), 0?%) for some a2 > 0. Then, for any e > 0, M satisfies (¢, 5)-DP with

— (& — P* N + p*
)

2Dy 2D
where p, = A?*/20% and ®(z) := Ge/I\P}(O,l) (G > z] = \/%—n fzoo exp(—#2/2)dzs.
Furthermore, this guarantee is optimal — for every € > 0, there is no &' < 9 such

that M is (¢,0")-DP for general q.

Proof- Fix arbitrary neighboring datasets x, x € X” and § C ). Let 4 = g(x) and
W =q'). Let P = M(x) = N(u,0?) and Q = M(x') = N'(¢', 5?). We must
show P(S) < ¢ - Q(S) + 0 for arbitrary & > 0 and the value J given in the result.
By Proposition 3.3, PrivLoss (P||Q) = PrivLoss (Q||P) = N(p,2p), where
p= Ukl <y = A
By Proposition 3.7, we have P(§) < ¢° - Q(S) + J, where

0= P [Z>¢e]—¢é - P [-Z' > €]
Z «PrivLoss(P| Q) Z' «PrivLoss(Q|| P)

= P [Z>e-¢ P [-Z>¢
Z<N(p.2p) Z'<N(p,2p)

|:p+\/2>p-G>8i|—€8' P I:—p+\/2.>p-G>8]

= P
G«N(0,1) G<N(0,1)

eE—p eE+p
= P G>—|—¢€- P G> —
GN(0,1) |: 2p ] ‘ G<N(0,1) [ V2p :|
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Composition via the Privacy Loss Distribution 91

(=) (&)

Since p < p. and the above expression is increasing in p, we can substitute in p,

as an upper bound.

Optimality follows from the fact that both Propositions 3.3 and 3.7 give exact
characterizations. Note that we must assume that there exist neighboring x, x” such
that p = p.. O

The guarantee of Corollary 3.8 is exact, but it is somewhat hard to interpret. We
can easily obtain a more interpretable upper bound:

— [ &€ — P« — [ € + Px
2P+ 2P+
— (€ — p« & — Px
(O] = P G >
( 2P+ ) G<N(0,1) [ 2P+ ]
(e—p*)z)
exp (— 5222

< 4

Cmacf2, 2@ - p)

3.4 Composition via the Privacy Loss Distribution

IA

(assuming € > py)

The privacy loss distribution captures essentially everything about the (in)dis-
tinguishability of a pair of distributions. It is also the key to understanding com-
position. Suppose we run multiple differentially private algorithms on the same
dataset and each has a well-defined privacy loss distribution. The composition of
these algorithms corresponds to the convolution of the privacy loss distributions.
That is, the privacy loss random variable corresponding to running all of the algo-
rithms independently is equal to the sum of the independent privacy loss random
variables of each of the algorithms:

Theorem 3.9 (Composition is Convolution of Privacy Loss Distributions). For
each j € [k], ler P; and Q; be distributions on Y; and assume PrivLoss (P]H Q])
is well defined. Let P = Py X Py X --- X Py denote the product distribution on
Y = V1 x Vo X -+ X YV, obtained by sampling independently from each P;. Similarly,
let Q = Q1 X Q2 X - - - X Qy denote the product distribution on Y obtained by sampling
independently from each Q;. Then PrivLoss (P||Q) is the convolution of the distribu-
tions PrivLoss (P] || Q]) for all j € [k]. That is, sampling Z < PrivLoss (P||Q) is
equivalent to Z = Z]/-ezl Z; when Z; < PrivLoss (P; [ Qj) independently for each
j € (4]
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92 Composition of Differential Privacy & Privacy Amplification

Proof. For all y € Y, the log likelihood ratio (Definition 3.2) satisfies

fP1Q () = log (Q((yy)))

o ( Pi(1) - Pa(y2) - -+ Pr(yp) )
E\ Q0D Q0D - QOw)

~ log Py(yn) o P2 (y2)  + log Pr(e)
( (J’l))+l (Qz()/z))+ * (Q/e(J’))
=fri O + 10 02) + -+ i Or)-

Since P is a product distribution, sampling ¥ < P is equivalent to sampling
Y1 <P, Y2 < Py, -+, Y, < P, independently.

A sample from the privacy loss distribution Z < PrivLoss (P]| Q) is given by
Z = fpio(Y) for Y <« P. By the above two facts, this is equivalent to Z =
e YD +frn0 (V) +- - +fpliq (Vo) for Y1 <= P1, Yo < Py, Y < P
independently. For each j € [£], sampling Z; « PrivLoss (7] Q) is given by
Z = f e (Y}) for Y; < P;. Thussampling Z < PrivLoss (P|| Q) is equivalent to
Z=2+2y+- -+ Zp where Z1 < PrivLoss (P1]|Q1), Z» < PrivLoss (2] Q2),

-, Z}, < PrivLoss (]| Q) are independent. O

Theorem 3.9 is the key to understanding composition of differential privacy.
More concretely, we should think of a pair of neighboring inputs x, x" and 4 algo-
rithms M7, - - -, My. Suppose M is the composition of My, - - - , Mj,. Then the the
differential privacy of M can be expressed in terms of the privacy loss distribu-
tion PrivLoss (M (x)|| M (x')). Theorem 3.9 allows us to decompose this privacy
loss as the sum/convolution of the privacy losses of the constituent algorithms
PrivLoss (]Vlj(x) ”1\/1](3/ )) for j € [k]. Thus if we have differential privacy guar-
antees for each A, this allows us to prove differential privacy guarantees for M.

Basic Composition, Revisited

We can revisit basic composition (Theorem 3.1 in Section 3.2) with the per-
spective of privacy loss distributions. Suppose M, M, , M}, : X" —
Y are each &-DP. Fix neighboring datasets x,x’ € AX”. This means that

P [nge] = 1 for each j € [£]. Now let M : X" —
Zj < PrivLoss (]W] (x) ||]V[j(x’))

yk be the composition of these algorithms. We can express the privacy loss
Z « PrivLoss (M(x)HM(x/)) as Z = 21+ 2 + - + Zp where Z;
PrivLoss (M (x) ”]WJ(x/)) for each j € [k]. Basic composition simply adds up the
upper bounds:

Z=Z1+2+ -+Z,<ec+e+---+¢&=ke.
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Composition via the Privacy Loss Distribution 93

This bound is tight if each Z] is a point mass (i.e., P [Z] = 8] = 1). However,
this is not the case. (It is possible to prove, in general, that P [Z] = 8] < H-%)
The way we will prove better composition bounds is by applying concentration
of measure bounds to this sum of independent random variables. That way we
can prove that the privacy loss is small with high probability, which yields a better
differential privacy guarantee.

Intuitively, we will apply the central limit theorem. The privacy loss random
variable of the composed algorithm A/ can be expressed as the sum of inde-
pendent bounded random variables. That means the privacy loss distribution
PrivLoss (M (x) | M (x')) is well-approximated by a Gaussian, which is the informa-
tion we need to prove a composition theorem. What is left to do is to obtain bounds
on the mean and variance of the summands and make this Gaussian approximation
precise.

Gaussian Composition

It is instructive to look at composition when each constituent algorithm AJ; is the

Gaussian noise addition mechanism. In this case the privacy loss distribution is

exactly Gaussian and convolutions of Gaussians are also Gaussian. This is the ideal

case and our general composition theorem will be an approximation to this ideal.
Specifically, we can prove a multivariate analog of Corollary 3.8:

Corollary 3.10 (Tight Approximate Differential Privacy for Multivariate Gaus-

sian). Letg : X" — R? be a deterministic function and let A := sup ,vcxn |g(x)—
neighboring

q ()2 be its sensitivity in the 2-norm. Define a randomized algorithm M : X" —
R4 by M(x) = N (q(x), 621) for some 6% > 0, where I is the identity matrix. Then,
for any € > 0, M satisfies (¢, 5)-DP with

— [ & — P« — [ &+ P«
o) o)
2Dy 20+
where p, = A?*/20% and ®(z) := Ge/]\P}(O,l) (G > z] = ﬁ fzoo exp(—#2/2)dr.
Furthermore, this guarantee is optimal — for every & > 0, there is no &' < 0 such

that M is (¢,0")-DP for general q.

Proof- Fix arbitrary neighboring datasets x,x € X” and S C Y. Let u =
gx), 1 = qx) € R Let P = M(x) = N(u,0%) and Q = M(¥) =
N (u',0I). We must show P(S) < ¢ - Q(S) +6 for arbitrary ¢ > 0 and the value
0 given in the result.

Now both P and Q are product distributions: For j € [4], let P = N(,u]‘, 02)
andez./\/'(u]/.,az).Thenl)zPl XPyx--Prand Q = Q; x Qy x -+ x Qy.
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94 Composition of Differential Privacy & Privacy Amplification

By Theorem 39, PrivLoss(P|Q) = X, PrivLoss (%] Q) and
PrivLoss (QIIP) = 3i_, PrivLoss (Q 7).
By Proposition 3.3, PrivLoss (P]H Qj) = PrivLoss (Q7 HP]) =N (pj, 2p)), where

p = Y forallj < [d),

Thus PrivLoss (P|Q) = PrivLoss (QIIP) = X0, N(pj2p) = N(p,2p),
2
where p = 3Ly = Ul < pu = 25

g=1Fj 2 -
By Proposition 3.7, we }fave P(S) < ¢ - Q(S) + 9, where

o= P [Z > ¢e]—¢ - P [—Z’>a]
Z «DPrivLoss(P] Q) Z' «PrivLoss(Q||P)

= P [Z>¢e]—¢é - P [-7' > €]
Z<N(p.2p) Z'<N(p,2p)

p+f G>e]—e p+\/> G>s]

G<—/\/(O 1) [ G<—/\/(O 1)[

E—p ) E+p
= P G>— |- P G >
G«N(0,1) |: 2p ] ‘ G<N(0,1) [ 2p }
—f(e—p . =f(e+p
2p 2p

Since p < p. and the above expression is increasing in p, we can substitute in p,

as an upper bound.

Optimality follows from the fact that Propositions 3.3 and 3.7 and Theorem 3.9
give exact characterizations. Note that we must assume that there exist neighboring
x,x' such that p = p,. O

The key to the analysis of Gaussian composition in the proof of Corollary 3.10 is
that sums of Gaussians are Gaussian. In general, the privacy loss of each component
is not Gaussian, but the sum still behaves much like a Gaussian and this observation
is the basis for improving the composition analysis.

Composition Via Gaussian Approximation

After analyzing Gaussian composition, our next step is to analyze the composi-
tion of 4 independent ¢-DP algorithms. We will use the same tools as we did for
Gaussian composition and we will develop a new tool, which is called concentrated
differential privacy.

Let My, , My, : X" — Y each be ¢-DP and let M : X" — yk be the
composition of these algorithms. Let x,x’ € X" be neighboring datasets. For
notational convenience, let P; = M;(x) and Q; = M;(x) for all j € [£] and
leteP=M(x) =Py xPyx---xPrand Q =M(x') =Q; x Q2 X -+ X Q.
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Composition via the Privacy Loss Distribution 95

For each j € [£], the algorithm M; satisfies £-DP, which ensures that the privacy
loss random variable Z; «— PrivLoss (P]H @) = PrivLoss (1\4](96) HZ\/Ij(x’)) is sup-
ported on the interval [—¢, €]. The privacy loss being bounded immediately implies

a bound on the variance: V [Z]] <E [ij] < &2. We also can prove a bound on

the expectation: E [Z] < %82. We will prove this bound formally later (in Propo-

sition 3.16). For now, we give some intuition: Clearly E [Z]] < & and the only way
this can be tight is if Z; = & with probability 1. But Z; = log(2;(Y})/Q;(Y))) for
Y; < P;. Thus E [Z]] = ¢ implies P;(Y;) = ¢° - Q;(Y;) with probability 1. This
yields a contradiction: 1 = Zy]’](y) = Z}, ¢® - Qj(y) = ¢° - 1. Thus we conclude
E [Z]] < ¢ and, with a bit more work, we can obtain the bound E [Z]] < %82
from the fact that |Z}| < ¢and 3 Pi(y) = 2., Qi(») = 1.

Our goal is to understand the privacy loss Z <« PrivLoss (P|Q) =
PrivLoss (M (x)”M (x’)) of the composed algorithm. Theorem 3.9 tells us that
this is the convolution of the constituent privacy losses. That is, we can write
Z = 31, Z; where Z; « PrivLoss (P;]|Q) = PrivLoss (M;(x) | M;(x')) inde-
pendently for each j € [4].

By independence, we have

k k
E(Z]=> E[z] < %az-k and V[Z]=D V[z]<e k

j=1 j=1

Since Z can be written as the sum of independent bounded random variables, the
central limit theorem tells us that it is well approximated by a Gaussian — i.e.,

PrivLoss (P]|Q) = PrivLoss (M (x) | M (x')) ~ N (E [Z],V [Z]).

Are we done? Can we substitute this approximation into Proposition 3.7 to com-
plete the proof of a better composition theorem? We must make this approxima-
tion precise. Unfortunately, the approximation guarantee of the quantitative central
limit theorem (a.k.a., the Berry-Esseen Theorem) is not quite strong enough. To be
precise, converting the guarantee to approximate (g, 5)-DP would incur an error
of & > Q(1/+/k), which is larger than we want.

Our approach is to look at the moment generating function — i.e., the expecta-
tion of an exponential function — of the privacy loss distribution. To be precise, we
will show that, for all # > 0,

k

[exp(:2)] =[] E [exp(2)]

E
Z «PrivLoss(P|| Q) =1 Z; «PrivLoss (P] [| Q/)

Downl oaded from http://ftp. nowpublishers. com books/ oa-edit ed-vol une/ chapt er - pdf/11110234/ 978- 1- 63828- 477- 220251005en. pdf b



96 Composition of Differential Privacy & Privacy Amplification

1
< exp (Egzt(t +1)- /e)

- E [exp(tZ)].
ZeN(Selkelk)

In other words, rather than attempting to prove a Gaussian approximation,
we prove a one-sided bound. Informally, this says that PrivLoss (P||Q) <
N (%Szk, e?k). The expectation of an exponential function turns out to be a
nice way to formalize this inequality, because, if X and Y are independent, then
E [exp(X + V)] = E [exp(X)] - E [exp(Y)].

To formalize this approach, we next introduce concentrated differential privacy.

3.41 Concentrated Differential Privacy

Concentrated differential privacy [DR16; BS16] is a variant of differential privacy
(like pure DP and approximate DP). The main advantage of concentrated DP is
that it composes well. Thus we will use it as a tool to prove better composition
results.

Definition 3.11 (Concentrated Differential Privacy). Let M : X" — Y be
a randomized algorithm. We say that M satisfies p-concentrated differential privacy
(p-zCDP) if, for all neighboring inputs x,x' € X", the privacy loss distribution
PrivLoss (M (x) ||M (o )) is well-defined (see Definition 3.2) and

V>0 E ] < K1) o).
B Z «PrivLoss(M (x)||M(x)) [CXp( )] - CXP( ( ) p)

To contextualize this definition, we begin by showing that the Gaussian mecha-
nism satisfies it.

Lemma 3.12 (Gaussian Mechanism is Concentrated DP). Lezg : X” — R? have
sensitivity A — that is, ||q(x) — q()|l2 < A for all neighboring x,x" € X”. Let

o > 0. Define a randomized a[gorzthm M: X" — R4 by M(x) = N(q(x), 021y).
Then M is p-zCDP for p = 2—

Proof. Fix neighboring inputs x,x” € X” and # > 0. By Proposition 3.3, for each

J €[],

PrivLoss (M(x)j”M(x/)]) N(p], 2p;) for pj = (q(%# By Theorem 3.9,

PrivLoss (M(x) “M(x/)) = Z]-ZIN(p],Zp]) = N(p,2p) for p = ZJ‘."’ZI pj =

lg=geDlz - T E i2)] = exp(e(s + 1)j) <
20° = P T ChivLos (M) M) lexpG2)] = explets + 1) =

exp(£(z + 1)p), as required. O
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Composition via the Privacy Loss Distribution 97

To analyze the composition of 4 independent e-DP algorithms, we will prove
three results (i) Pure &-DP implies 1 28 -zCDP. (ii) The composition of # indepen-
dent £2-2CDP algorithms satisfies 3 7€ £2k-2CDP. (iii) 1ezk—ZCDP 1mp11es approx-
imate (8 0)-DP with 0 € (0, 1) arbitrary and ¢’ = ¢ - \/2klog(1/0) + 2/e We

begin with composition, as this is the raison d’étre for concentrated DP:

Theorem 3.13 (Composition for Concentrated Differential Privacy). Ler
M, My, - My : X" — Y be randomized algorithms. Suppose M; is p;-zCDP
for each j € [k). Define M : X" — V¥ by M(x) = (M (x), Ma(x), - - , My(x)),
where each algorithm is run independently. Then M is p-zCDP for p = Zf:l pj.

Proof. Fix neighboring inputs x,x” € X”. By our assumption that each algorithm
M; is p;-2CDP,

Ve>0 E exp(eZ)) | < exp(#(z + 1) - p)).
ZjePrivLoss(]\/lj(x)“%(x/)) [ 7 ] /

By Theorem 3.9, Z « PrivLoss (M(x) ”M(x/)) can be written as Z = Zﬁ:l Zj,
where Z; « PrivLoss (M;(x)||M;(x’)) independently for each ;j € [£].
Thus, for any # > 0, we have

k
E [exp(:2)] = E exp (2D 7
Z «PrivLoss(M (x) || M (x)) Vjelk] Zj«PrivLoss (Mj @ || M) €
independent J=1

[exp (tZ])]

eanLoss(M () || M;(+))

exp(¢(t+ 1) - pj)

I,
1l

=exp |tz +1)- ij
j=1
=exp(t(t+ 1) - p).

Since x and x” were arbitrary, this proves that M satisfies p-zCDP, as required. []

Next we show how to convert from concentrated DP to approximate DP, which
applies the tools we developed earlier.
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o8 Composition of Differential Privacy & Privacy Amplification

Proposition 3.14 (Conversion from Concentrated DP to Approximate DP). For
any M : X" — Y and any e,t > 0, M satisfies (¢, 0)-DP with

—&t 1 t
0= sup E [exp(tZ)] . exp(—e) 1=
xx/exn Z<«Privioss(M (x)[|M(x')) PR e
neighboring
< su E exo(t(Z — N,
= x)xlel:;\)gn Z%PrivLoss(M(x)”M(x/))[ P( ( ))]
neighboring

In particular, if M satisfies p-zCDE then M satisfies (¢, 0)-DP for any € > p with

. 1 1\
5:;1;1({'; eXp(t(t-i_l)p_gt)H-_](l_t-i-l)

< exp(—(& — p)*/4p).
Proof. Fix arbitrary neighboring inputs x, x’. Fix &, > 0. We must show that for
all S we have P[M(x) € S] < ¢ - P [M(x’) € S] + 0 for the value of J given in

the statement above.
Let Z < PrivLoss (M (x)| M (x)). By Proposition 3.7, it suffices to show

E [max{O, 1 —exp(e — Z)}] <4,

for the value of d given in the statement above.
Let ¢ > 0 be a constant such that, with probability 1,

max{0, 1 — exp(e — Z)} < ¢ exp(Z2).

Taking expectations of both sides we have E [max{O,l — exp(e — Z)}] < c¢-
E [exp(22)], which is the kind of bound we need. It only remains to identify the
appropriate value of ¢ to obtain the desired bound.

We trivially have 0 < ¢ - exp(22) as long as ¢ > 0. Thus we only need to ensure
1 —exp(e — Z) < ¢ exp(¢Z). That is, for any value of # > 0, we can set

1 —exp(e — 2)
zeﬂg exp(z)

= sup exp(—#z) — exp(e — (£ + 1)z)
zeR

_exp(—¢?) ) 1\
41 r+1)°

where the final equality follows from using calculus to determine that z = ¢ +
log(1 + 1/¢) is the optimal value of z. Thus E [max{O, 1 —exp(e —Z)}] <

t
E [exp(:2)] - eXPt:_—_lgr) . (1 — r—%l) , which proves the first part of the statement.
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Composition via the Privacy Loss Distribution 99

Now assume M is p-zCDP. Thus
Ve>0 E [exp(tZ)] < exp(e(z+1) - p),

which immediately yields the equality in the second part of the statement.
To obtain the inequality in the second part of the statement, we observe that

max{0,1 —exp(e — Z)} < I[Z > €] < exp(#(Z — ¢)),

whence ¢ < exp(—¢z). Substituting in this upper bound on ¢ and setting r =
(¢ — p)/2p completes the proof O

Remark 3.15. Proposition 3.14 shows that p-zCDP implies (¢,6 = exp(—(e —
p)/4p))-DP for all ¢ > p. Equivalently p-zCDP implies (¢ = p +
2,/p -log(1/6),0)-DP for all 6 > 0. Also, to obtain a given a target (¢, 0)-DP guar-
antee, it suffices to have p-zCDP with

2 2

< p = (Vog1/3) + £ — Viog(1/0)) < 4log(1/0)’

€
4log(1/0) + 4¢

This gives a sufficient condition; tighter bounds can be obtained from Proposition 3.14.
The final piece of the puzzle is the conversion from pure DP to concentrated DP.
Proposition 3.16. Suppose M satisfies e-DP then M satisfies %gz—zCDP

Proof. Fix neighboring inputs x, x’. Let Z < PrivLoss (M (x) ”M (o )) By our &-
DP assumption, Z is supported on the interval [—¢, +¢]. Our task is to prove that
E [exp(tZ)] < exp(%ezt(t + 1)) forall £ > 0.

The key additional fact is the following consequence of Lemma 3.6

E [g—Z] = E [e_fPHQ(Y)]
Z «PrivLoss(P]|Q) Y<P

- F [éfqu(Y) . e—fPHQ(Y)] = E [1]=1.
Ye<Q reQ

Wi can write this out as an integral to make it clear:

[exp(=2)] = E [exp(=friq (V)]
= B [exp(=log(P(1)/ Q)]
-2 7]

Q0
y POy DY

V4 <—Pr1vLoss PlQ)

Downl oaded from http://ftp. nowpublishers. com books/ oa-edit ed-vol une/ chapt er - pdf/11110234/ 978- 1- 63828- 477- 220251005en. pdf b
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= /y Q(ydy

= 1.

The combination of these two facts—Z € [—¢, ¢] and E [exp(—Z)] = 1—isall we
need to know about Z to prove the result. The technical ingredient is Hoeffding’s
lemma [Hoe63]:

Lemma 3.17 (Hoeffding’s lemma). Let Z be a random variable supported on the
interval [—¢, +¢€]. Then forallt € R, E [exp(tZ)] < exp(tE [Z] + £2&2)2).

Proof. To simplify things, we can assume without loss of generality that Z is sup-
ported on the discrete set {—¢, +¢}. To prove this claim, let Z € {—¢,+¢} be a
randomized rounding of Z. That is, E [2 7 = z] = z forall z € [—¢,+¢]. By

VA
Jensen’s inequality, since exp(#z) is a convex function of z € R for any fixed # € R,

we have
E [exp(:2)] = E [exp (ﬂg [Z(Z])] <E [IZE [exp(tZ)‘Z]] =E [exp(tZ)].

Note that E [2] = E [Z]. Thus it suffices to prove E [exp(tZ)] < exp(E [Z] +
%eztz) forall z € R.

The final step in the proof is some calculus: Let p := P [2 = 8] =1-
IP[Z: —g] Then E[Z] = E[Z] — &p— (1 — p) = £(2p — 1). Define
f:R—> Rby

f () :=logE [exp(tZ)] = log(p-¢* + (1 —p)-e~ ) =log(1 —p+p-*) —te.

Forall t € R,
pon o 2ep- e
f(t)_ 1—p—|—p-g2t8 &,
and
f//(t) _ (28)2]7 . €2t8 . (1 _P+P . 6218) _ (2817 . €2t8)2

(1 _P +P €2t8)2

=(2e)2-—p'€2m (- )
1_p+p_€2rs l_p_i_p,ez:e

=Qe)? x-(1-x) < (28)2-%=82.
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€2 te

The final line sets x = F‘;i'w and uses the fact that the function x - (1 — x) is
maximized at x = %

Note that £(0) = 0and f'(0) = 2ep—e = E [2} = E [Z]. By the fundamen-

tal theorem of calculus, for all # € R,
t k)
fO=fO +f -1+ [ [ o0 <04BZ)-s
0 JO
t s 1
+/ / Edrds =E[Z] - t + —&2£.
o Jo 2

This proves the lemma, as E [exp(tZ )] <E [exp(tZ)] = exp(f(#)) < exp(E [Z]-
t+ 5e%r%). O

If we substitute # = —1 into Lemma 3.17, we have
1
1 =E[exp(—2)] < exp(-E [Z] + 582),

which rearranges to E [Z] < %82.
Substituting this bound on the expectation back into Lemma 3.17 yields the

result: For all # > 0, we have

E [exp(tZ)] < exp (t ‘E[Z] + %82t2) < exp (%ezt(t + 1)) .
O

Combining these three results lets us prove what is known as the advanced com-
position theorem where we start with each individual algorithm satisfying pure DP

[DRV10]:

Theorem 3.18 (Advanced Composition Starting with Pure DP).
Let My, My, - - My, : X" — Y be randomized algorithms. Suppose M; is £;-DP
for each j € k). Define M : X" — Yk by M(x) = (M (x), Ma(x),- - , Mp(x)),
where each algorithm is run independently. Then M is (&, 0)-DP for any 6 > 0 with

k k
1
g=2 Z;ejz + |2log(1/9) Zgjz
]:

j=1

Proof of Theorem 3.18. By Proposition 3.16, for each j € [£], M; satisfies pj-zCDP
with p; = 3¢ ]2. By composition of concentrated DP (Theorem 3.13), M satisfies
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102 Composition of Differential Privacy & Privacy Amplification

Composition Comparison, k repetitions of 0.1-DP
57 basic

c —— advanced
[e) .
= optimal
3 --- CDP
Q' .
g | Gaussian
S —_
u— 3 ".-4‘
(o)
o
e
24 et T
o | AT it e
U g R e
€ | T T e
511
w 4 _,-:

oRg

e

0_
0 10 20 30 40 50
Number of compositions k

Figure 3.1. Comparison of different composition bounds. We compose £ independent
0.1-DP algorithms to obtain a (g,107°)-DP guarantee. Theorem 3.1 - basic composition -
gives ¢ = k- 0.1. For comparison, we have advanced composition (Theorem 3.18), an opti-
mal bound [KOV15], and Concentrated DP (CDP) with the improved conversion from
Proposition 3.14. For comparison, we also consider composing the Gaussian mechanism
using Corollary 3.10, where the Gaussian noise is scaled to have the same variance as
Laplace noise would have to attain 0.1-DP.

p-zCDP with p = Z]/f;l pj- Finally, Proposition 3.14 can convert this concen-

trated DP guarantee to approximate DP: M satisfies (¢,)-DP for all ¢ > p and
0 = exp(—(¢ — p)?/4p). We can rearrange this so that § > 0 is arbitrary and

e =p+/4plog(1/6). O

Recall that the basic composition theorem (Theorem 3.1) gives 6 = 0 and

b : . .. :
e = ijl ¢;. That is, basic composition scales with the 1-norm of the vector
(e1,€2, -+ ,&p), whereas advanced composition scales with the 2-norm of this vec-

tor (and the squared 2-norm). Neither bound strictly dominates the other. How-
ever, asymptotically (in a sense we will make precise in the next paragraph) advanced
composition dominates basic composition.

Suppose we have a fixed (¢, 0)-DP guarantee for the entire system and we must
answer k queries of sensitivity 1. Using basic composition, we can answer each query
by adding Laplace(#/¢) noise to each answer. However, using advanced composi-
tion, we can answer each query by adding Laplace(\/4/2p) noise to each answer,
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Composition via the Privacy Loss Distribution 103

where

82

P ——
4log(1/0) + 4¢

(per Remark 3.15). If the privacy parameters ¢, > 0 are fixed (which implies p
is fixed) and # — 00, we can see that asymptotically advanced composition gives
noise per query scaling as @ (v/4), while basic composition results in noise scaling

as O (k).

3.4.2 Adaptive Composition & Post-processing

Thus far we have only considered non-adaptive composition. That is, we assume
that the algorithms My, M, - - - , M}, being composed are independent. More gen-
erally, adaptive composition considers the possibility that A/; can depend on the
outputs of My, - - - M. This kind of dependence arises very often, either in an
iterative algorithm, or an interactive system where a human chooses analyses to
perform sequentially. Fortunately, adaptive composition is easy to deal with.

Proposition 3.19 (Adaptive Composition of Concentrated DP). Ler My : X" —
Vi be p1-zCDP Let My : X" x Y1 — Vo be such that, for all y1 € Y1, the
algorithm x +— M(x,y1) is p2-2CDR That is, My is p-zCDP in terms of its first
argument for any fixed value of the second argument. Define M : X" — YV, by
M(x) = My (x, Mi(x)). Then M is (p1 + p2)-zCDP

Proposition 3.19 only considers the composition of two algorithms, but it can
be extended to # algorithms by induction.

Proof. Fix neighboring inputs x,x’ € AX”. Fix + > 0. Let Z <«
PrivLoss (M(x) HM(x’)) We must prove £ [exp(tZ)] < exp(¢(t + 1)(p1 + p2)).

For non-adaptive composition, we could write Z = Z; + Z, where Z; «
PrivLoss (M1 (x) ||M1 (« )) and Z; < PrivLoss (Mz(x) ||M2(x’ )) are independent.
However, we cannot do this in the adaptive case — the two privacy losses are not
independent. Instead, we use the fact that, conditioned on the value of the first pri-
vacy loss Z1, the privacy loss Z; still satisfies the bound on the moment generating
function. That is, for all z1, we have E [exp(tZz) | Z1 = zl] < exp(#(z + 1)p2).
To make this argument precise, we must expand out the relevant definitions.

For now, we make a simplifying technical assumption (which we will justify
later): We assume that, given y» = M(x, y1), we can determine y;. This means we

can decompose {1 () 1a() (72) = [ 911 (¢) O1) F Iy () || M2 (1) 72)- Thuus

tZ
Z «PrivLoss(M (x)||M(x")) [exp( )]
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104 Composition of Differential Privacy & Privacy Amplification

- E [exp (2 furime) (V)]

Y M (x,M1 (x))

E E - N (Y
n [YzeMz(x’Yl)[eXp(t (Fnty o)1y () (Y1)

s (e, Y1) 1Mo (7, Y7) (Yz)))]]

= E . N7
Vi M () [CXP (2 far o o) (1)

yzeMz(x i) [exp (2 - Fury (e, i) 10, 11) (Yz))]]

y oo Lo (- fianconan e ()]

wwp, B olor (e n)]
le’llp Y2 <My (x,p1) P sz(x,yl)HMg(x’,yl)( 2)

= E [exp (- Z1)]

71 «PrivLoss(M (x) || M (x'))

IA

. Sup ]E CXP (f . Zz)
n ZzePrivLoss(Mz(x,)q)||M2(X'>}’2))[ ]

< exp(#(z + 1) p1) - exp(£(z + 1) p2)
= exp(¢(z + 1)(p1 + p2)),

as required. All that remains is to justify our simplifying technical assumption. We
can perforce ensure this assumption holds by defining M : X" = Y x Yy by
M (x) (y1,72) where y1 = M (x) and y» = M>(x,y1) and proving the theorem
for M in lieu of M. Since the output of M includes both outputs, rather than
just the last output, the above decomposition works. The result holds in general
because M is a post-processing of M. That is, we can obtain M (x) by running M (x)
and discarding the first part of the output. Intuitively, discarding part of the output
cannot hurt privacy. Formally, this is the post-processing property of concentrated
DP, which we prove in Lemma 3.20 and Corollary 3.21. O

Lemma 3.20 (Post-processing for Concentrated DP). Let P and Q be distributions
on y and let g : y — Y be an arbitrary function. Define P = g(P) ﬂndQ g(Q) to
be the distributions on Y obtained by applying g to a function from P and Q respectively.
Then, for all r > 0,

[ xp (% Z)] E [exp(tz)].

E
Z «PrivLoss(P|| Q) 7 «PrivLoss (1’ H Q)
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Composition via the Privacy Loss Distribution 105

Proof- To generate a sample from ¥ <= Q, we sample Y« Q and set Y = g(f’)
We consider the reverse process: Given y € ), define Q}, to be the conditional
distribution of ¥ « Q conditioned on g(f’ ) = y. That is, Qy is a distribution
such that we can generate a sample Y « Q by first sampling ¥ <— Q and then
sampling Vo« Qy Note that if ¢ is an injective function, then Q), is a point mass.

We have the following key identity. Formally, this relates the Radon-Nikodym
derivative of the postprocessed distributions (P with respect to Q) to the Radon-
Nikodym derivative of the original distributions (]3 with respect to Q) via the con-
ditional distribution Qy

wey PO m}

= E —
Q0) f/e@|:Q(Y)

To see where this identity comes from, write

P(¥) PG) A
E — -Q,(nd
w@[@(ﬂ} /{a:g@:y QG) YO
/ PG QG
b= QG) f{yg(y)—}, QG)dy
_ f{?:g@)=y} PG)dy
Jgtr—n QO
_ P
Q)

Finally, we have

[exp(£2)] = o [exp(z - friq (V)]

= YEQ [exp((¢+1) - fr1o(Y))]  (Lemma 3.6)

_ (@)t+l:|
reQ | \QY)

E
Z «PrivLoss(P|| Q)

(Jensen)

A

=

=
N
Q> E)
SIs
\_/w
x

T Y<Q ?(—Qy

Downl oaded from http://ftp. nowpublishers. com books/ oa-edit ed-vol une/ chapt er - pdf/11110234/ 978- 1- 63828- 477- 220251005en. pdf b



106 Composition of Differential Privacy & Privacy Amplification

]A)f/ t+1
_ & (A<A>)
req |\ Q)

= E_ [exp((t+ 1) -fj)
Y<Q

Q(Y))}

[CXP(f 15

- ZePrivEss (i) )Q) [exp(tZ)]’

a (Y)):| (Lemma 3.6)

where the inequality follows from Jensen’s inequality and the convexity of the func-
tion v > o'+, O

Corollary 3.21. Let M : X" — Y satisfy p-zCDP Letg : Y — Y be an arbitrary
function. Define M : X" — Y by M (x) = g(M(x)). Then M is also p-zCDP

Proof. Fix neighboring inputs x, x’ € X”. Let P = M(x), Q = M(x'), P= M(x),
and Q = M(x'). By Lemma 3.20 and the assumption that M is p-zCDP, for all

t>0,
E exp(eZ2)| = E exp(¢Z
Z «PrivLoss(M (x) | M (x")) [ P( )] Z «PrivLoss(P|| Q) [ P( )]
< [exp(tz)]
Z «PrivLoss (i’H Q)
= E [exp(tZ)]
Z «PrivLoss (M(x) HM(x’))
< exp(#(z + 1)p),
which implies that M is also p-zCDP. O

3.4.3 Composition of Approximate (g, d)-DP

Thus far we have only considered the composition of pure DP mechanisms (The-
orems 3.1 & 3.18) and the Gaussian mechanism (Corollary 3.10). What about
approximate (&, 0)-DP?

We have the following result which extends Theorems 3.1 & 3.18 to approxi-
mate DP and to adaptive composition.

Theorem 3.22 (Advanced Composition Starting with Approximate DP). Forj €
[4], Zet]Wj : X" x y]-_l - y] be randomized algorithms. Suppose M; is (8]', 5]-)—DP
for each j € (k). Forj € [k], inductively define M,...; : X" — Y; by M,...j(x) =
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M;(x, My...(j—1)(x)), where each algorithm is run independently and M;...o(x) = yo
for some fixed yo € Vo. Then Mi...,, is (&, 0)-DP for any 6 > Zle 0; with

k k k
. 1 2
& = min E &js 3 E & + 2log(1/6") E ejz ,
j=1 j=1 j=1

where ' = 0 — zjl?zl 0.

Intuitively, if you consider the privacy loss PrivLoss (M (x) HM (x/)) (where
x,x' € X7 are arbitrary neighboring inputs), then M being (¢, )-DP is equivalent
to the privacy loss being in [—¢, 4+-¢] with probability at least 1 — J; otherwise the
privacy loss can be arbitrary (including possibly infinite). Informally, the proof of
Theorem 3.22 uses a union bound to show that with probability at least 1 — Zﬁ:l 0;
all of the privacy losses of the £ algorithms are bounded by their respective ;5. Once
we condition on this event, the proof proceeds as before.

Formally, rather than reasoning about possibly infinite privacy losses, we use the
following decomposition result.

Lemma 3.23. Let P and Q be probability distributions over Y. Fix e,0 > 0. Suppose
that, for all measurable S C Y, we have P(S) < ¢°-Q(S)+06 and Q(S) < *P(S)+0.

Then there exist distributions P', Q', P", Q" over Y with the following properties.
We can express P and Q as convex combinations of these distributions, namely P =
(1 —=0)P +0P" and Q = (1 —90)Q' + 6Q". And, for every measurable S C ), we
have e=¢ - Q'(S) < P'(S) < & - Q'(S).

Proof. Fix €1, &2 € [0, €] to be determined later. Define distributions 7, P, Q’,
and Q" as follows." For all points y € ),

min{P(y), ¢' - Q(y)}

P = T
iy = PO = =00P0) _ maxl0.PG) = ¢ QV)
B 51 N 51 ’
i ,é2 . P
Q= QL)
v Q) = (1=3)Q() _ max(0,QQ) = ¢ - P())
Q') = - - - ,

vi.  Formally, P(y), P'(y), P"(y), Q(»), Q'(y), and Q" (y) denote the Radon-Nikodym derivative of these dis-
tributions with respect to some base measure — usually either the counting measure (in which case these
quantities are probability mass functions) or Lebesgue measure (in which case these quantities are probabil-
ity density functions) — in any case, we can take P + Q to be the base measure.
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108 Composition of Differential Privacy & Privacy Amplification

where J1 and J; are appropriate normalizing constants.

By construction, (1 — 1) + ;P = Pand (1 — 6,)Q' + 5,Q" = Q.

If 61 = J, = 6, then we have the appropriate decomposition and, for all y € ),
we have

< o o () _ min{P(y), &1 - Q(y)} << &
- - Q0 min{Q(),e2- P} T T

as required. If 01 = d» < J, we can change the decomposition to

0—0 0
P=0=0)P+@-6)P+0—-6)P = (1—5)P’+6-( 5 L+ EIP”),

and likewise for Q, which also yields the result.
It only remains to show that we can ensure that d; = d, < J by appropriately
setting €1, €2 € [0, g]. We have

o) = /ymax{o, P(y) — - Q(y)}dy = /SP()/) =1 Q()dy = P(S) —1Q(S),

where S ={y € YV : P(y) > ¢°1- Q(y)}. If 1 = ¢, then §; < by the assumptions
of the Lemma. If &1 = 0, then d; = dtv (2, Q). By decreasing €1, we continuously
increase d1. Thus we can pick €1 € [0, ¢&] such that 61 = min{d, dv (P, Q)}.
Similarly, we can pick €, € [0, €], such that 6, = min{J, d1v (P, Q)}. ]

The proof of Theorem 3.22 is, unfortunately, quite technical. Most of the steps
are the same as we have seen in the pure DP case. The only novelty is applying the
decomposition of Lemma 3.23 inductively; this requires cumbersome notation, but
is otherwise straightforward.

Proof of Theorem 3.22. Fix neighboring datasets x,x' € X”. We inductively define
distributions P; and Q; on Yy x Vi x --- x ) as follows. For j € [£],
P = (Yo, 1, Yj—1, Mj(x, Yj—1)), where (Y1,---,Y—1) ¢ Pj—1, and
Q=o, 1, Yj_l,]\/[j(x/, Yi—1)), where (Y1, - -, ¥j—1) ¢ Q;—1. We define
Py = Qp to be the point mass on yy.

We will prove by induction that, for each j € [£], there exist distributions P]/ ,
P]/-/, Q]{, and Q]{/ onYo x Y1 X -+ XY such that

J J

p=[la-onr+{1-T]a-a) | r

=1 =1
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Composition via the Privacy Loss Distribution 109

and
J J
G=[Ja-omQ+[1-[]a-6]Q
(=1 t=1
and, forall > 0,
t(r + 1) J
E [exp(tZ’)] exp Z
ZJ-/ «PrivLoss (P]/ H Qj/) (=1

and, for all measurable S C Vo x Y1 x -+ x )V, Pj/(S) < exp (Zé:l 8{) . Q]’(S)

Before proving the inductive claim, we show that it suffices to prove the result.
Fix an arbitrary measurable S C YV, and lec S = Yo X Vy X -+ x V1 X S. We
have

P[M(x) e S] = P/?(S’) (Postprocessing)
k
= H(1 — 30)P(S) +( -TTa - 55))1%;(3)
(=1

(1 AR 25
= J=1
(P{(S) < 1and 1 = [[j_,(1 = &) < 37, )

k
S (R CRACETIED I *)
=1

(=1

|:|>v||

=~

eg-H(l—ag)-Q,;(S)Jra 6= 5’+z .5

=1
¢ Qu(S) +6
(Qe = ITfo (1 =00 @ + (1= 1, (1 = 30) @)
= P[M() e S| +6.

The inequality P/L(S) < %(S) + & (*) follows the proof we have

seen before. Our inductive conclusion includes a pure DP result — P]/(:g) <

exp (Z]‘;ZI 85) . Qj’(g) —and a concentrated DP result — for all # > 0, we have
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110 Composition of Differential Privacy & Privacy Amplification

[exp(th’)] < exp (t(t%l) Zﬁ,:l e?), which implies

Z]-/ePrivLoss (f“]/‘ Qj/)
P;(S) <é- Qé(g) + P [Z, > ] (Proposition 3.7)
Z/L <«PrivLoss (P; ” Q;)
<& Q) + E [exp(x(Z; — 2))]
Z, «PrivLoss(P,] Q})
[I[Z}, > &] < exp(r(Z}, — ¢)))
k
~ tt+1)
< ¢ Qu(S) + exp 5 28]2 - exp(—t¢)
=1
(Induction conclusion)
<& QS+ 7,
where the final inequality holds for the case ¢ = % le 8]-2 +

2log(1/6) 3% &2 and requires setting = —*— — 1 = Zlog(1/)
\/ g( / ) Z]_l J q g Z]/;l 6]2 2 Zf:l £j2

It only remains for us to perform the induction. The base case (j = 0) is trivial.

Fixj € [k] and assume the induction hypothesis holds for j— 1. The distribution
P; is defined as a mixture (i.e., convex combination) of Pj|y for ¥ « P;_1, where
Pily := (Y, Mj(x, Y;—1)). For every y, we apply Lemma 3.23 to the conditional
distribution 7;|, and then we take the convex combination of these decompositions
to obtain a decomposition of ;. Of course, we must also decompose Q; at the same
time.

For each y € Yoy x V1 x ---)j—1, the conditional distributions satisfy
VS Pil,(S) < ¢7Q;1,(S)+0; and vice versa. Thus Lemma 3.23 allows us to decom-
pose the conditional distributions 7;[, and Q;l, as P;|, = (1 — @-)P;ly + 5]-]’]’/ |, and
ley =(1- 5])Q],|)/ + 5]'Q]{/|y where ¢7% - Qj/ly(s) < Pj,ly(S) < € Qj/ly(S) for

all §. This gives us the desired decomposition:

5=, E [niv]

- E [1—5‘P4 5P ]

=1 j—1
=[la-0) E [a=)2+551r]+[1-[Ta-d)
(=1 Vel (=1

x E [1—5' Ply+6;P ]
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[P}IY] + 5]:11(1 - 5(’))/(_1%_ [P}/IY]

1

J
=[[a-o E
=1 Vel

1

j—1

+1-Tla-snla-6) E [P
[Ta=an ) pwf_l[ﬂy]
j—l

+1=-TTa=6»)s E [Pf/ ]
g( t’) ]YFP;,,l ]|Y

Thus we define the new decomposition as P]’ = P]’-ly for Y « P]’-_1 and Q: =
ijly for Y « Q]{_l. The “weight” ofP; is the product of the weight of]’]f_1 (i.e.,

H]g_:ll(l — 0¢)) and the weight of P]fl y (i.e., 1 = 0;), as required. The remaining
parts of the decomposition are combined to define P]f/ = and Q]{’ ; note that P]/-’
includes both P;I yforY « Pj/" ; and P;’l y for Y « P;_;. Itis easy to verify that

this decomposition satisfies the requirements of the induction:

, AE o [exp(th/)]

Zj «PrivLoss (1’] ) Q])

= [E Je tofona (Y7
]H’]‘[XP( f]_ Qj(]))]

=, E £ [€Xp (t-(fp/
e r [ riy ol
=, E eXP(t-, ,(YL))
o B [0 (7 O
e [CXP (t- 4 o (Y-/))}
YRl P |Qy-
E eXp(t- o ))
IG‘/—lep]/‘—1|: fp/'—l‘Qj—l s

oo (%))

Q- (W)))H

. (YD) +f,
Qj—l( j 1) fjlyj—l‘

Z]R—PrivLoss(P}l)y_l ’ Qﬂ)’jq)
1
< E  |exp(: CY)) exp e+ —g?)}
Yj'_lH’}—l[ P( fP;’—l’Qj—l(] 1)) P(( )2/

(Proposition 3.16 & |Zj’| < &)
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12 Composition of Differential Privacy & Privacy Amplification

j—1
t(r+1 1
< exp ( ‘2|‘ ) z et | - exp (t(t + 1)58]2) (Induction hypothesis)
t(t + 1) J
= exp E
(=1

And, for pure DB we have Pi(S) = E [P’.ly._](S)] < E [esf
/ le—l(_])j{—l I Igf—lepj/'—l

ijlyj_l(S)] = P (Zé’;ll 85) v [engfllVf'—l(S)] - P (Z]‘;l 8") '

!(S) for all measurable S. .
Q;(S)

3.5 Asymptotic Optimality of Composition

Is the advanced composition theorem optimal? That is, could we prove a result
that is stronger? This is an important question, but we first need to think about
what optimality even means. Recall that, in Section 3.2.1, we proved that basic
composition is optimal, but then we showed that we could do better by relaxing
the requirement from pure DP to approximate DP or concentrated DP. To prove
asymptotic optimality of advanced composition, we will show that no algorithm
can provide better accuracy than advanced composition gives (except for constant
factors) subject to approximate DP. Furthermore, we will see that the analysis is not
specific to approximate DP.

Combining advanced composition (Theorem 3.18 or 3.22) with Laplace noise
addition shows that we can answer 4 bounded sensitivity queries (e.g., counting
queries) with noise scale ® (,/%/p) for each query, where p only depends on the
privacy parameters, e.g., p = @ (¢2/log(1/9)) for (g, 5)-DP. (Gaussian noise addi-
tion also gives the same asymptotics, per Corollary 3.10.)

We can prove that this asymptotics — average error per query Q (v/£) — is optimal.
Formally, we have the following result.

Theorem 3.24 (Negative Result for Error of Private Mean Estimation). Ler X =
(0,1 and Yy = [0,1)%. Let M : X" — Y satisfy (¢,0)-DP If 6 < 1/100n and
k > 200(¢° — 1)%n, then there exists some x € X" such that

1 2 : Vk 1
\/E |:Z||M(x) _x||2i| > mln[m,l—o] ,

where x = % > xi €0, 1% is the mean of input dataset.
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Asymptotic Optimality of Composition 13

Theorem 3.24 shows that any DP algorithm answering # queries must have
error per query scaling with Q (v/%), which matches the guarantees of the advanced
composition theorem. We briefly remark on some of the properties of this theorem:

First, M could just output % for each coordinate; this is trivially private and has
root mean square error at most 3. The theorem must apply to such an algorithm
too, which is the fundamental reason why the lower bound in the conclusion of
Theorem 3.24 cannot be larger than a constant %.

Second, the assumption & < 1/1007 is also necessary, up to constant factors.
If 6 > 1/n, then M could sample 76 of the inputs and return the sample mean.

This would be (0, 6)-DP and would give accuracy \/E [% | M (x) — 9_c||%] < ﬁ <
1. Note that the advanced composition theorem includes a /log(1/J) term. It is

possible to extend the negative results to include such a term too [SU15] (see also

Lemma 2.3.6 of Bun [Bun16]), but we do not do this here for simplicity.

Third, the assumption # > 200(¢° — 1)?# is not really necessary; it is an artifact
of our analysis. If £ < &%n, then the privacy error is lower than the sampling error
(if we think of x as consisting of 7 samples from some distribution). A different
analysis is possible in this case.

Fourth, Theorem 3.24 has ¢ — 1 in the denominator, where our positive results
have &. For small ¢, we have ¢/ — 1 & ¢. But, for large ¢, there is an exponential
difference. Surprisingly, this is inherent; by using discrete noise [CKS20] in place
of continuous Laplace noise it is possible to improve the positive results to yield
this asymptotic behavior. However, we are generally not interested in the large &
setting.

Finally, fifth, this theorem is not merely an esoteric impossibility result. It cor-
responds to realistic attacks, which are known as “tracing attacks” [DSSU17] or
“membership inference attacks” [SSSS17], which are the subject of Chapter 5 of
this book.

Proof of Theorem 3.24. The theorem guarantees that there exists a specific input x
on which M has high error. In general, x must depend on M. To prove this we
show that, for a random input from a carefully chosen distribution, any M must
have high error. It follows that for each specific M there must exist some fixed input
with high error.

Forp € [0, l]k, let D, be the product distribution over {0, 1}16 with mean p. Our
random input X € &” will consist of 7 independent draws from D,,. Furthermore,
we select the mean parameter randomly too. That is, P € [0, 1] is uniformly
random and X consists of 7 conditionally independent draws from Dp.

We analyze the quantity

Z:=> (MX)-P,X;—P).

=1
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14 Composition of Differential Privacy & Privacy Amplification

Applying Lemma 3.25 with f(x) = E[M(X);|X; = x| and summing over the
coordinates j € [k] shows that

[z a0 =X
P<—Umform( [0, 1

XeD}ﬁ

k n
ke
- MEO; - ) S0 — By | > .
ZIPeUmform([O l]k) {( ( )] ]) Z_l( N ])} - 12
X<—D -

Denoting o’k = E [||M(X) —)_(||%], we have E [Z] > % — ok. Intuitively,
Z measures the total correlation between the output of M and its inputs. What
Lemma 3.25 shows is that, if M is accurate — i.e., E [||M(X) — )?H%] < o(k) -
then this correlation must be large.

The punchline of the proof is that we show that differential privacy means the
correlation must be small, which conflicts with the fact that we have proven it must
be large. Ergo, we will obtain the desired impossibility result.

For 7 € [#], define
Zi=(MX)—P,X;—P),

so that Z = D7 | Z;. Let X be a fresh sample from Dp that is (conditionally)
independent from X, - - -, X,,. Let M (Xo, X_;) denote running M on the dataset
X where X; has been replaced by Xy and define

Z; = (M(Xo, X_;) — P, X; — P).

By differential privacy, M(Xp, X—;) is indistinguishable from M (X), even if we
condition on Xy, X7, - - - , X,,. Thus the distributions of Z' and Z; are also indistin-
guishable.

Since M (Xp, X—;) and X; are independent (conditioned on P) and E [X; — P] =

0, E [Z] =0 and

M@

B 7] = 1 [P(l—P) 5 [(M (X, X-); - Pj-)z]]

IA
A= S
= I

E [Im(0) - Pl3].
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Asymptotic Optimality of Composition 15

Now E [[[M(X) — P|3] < 2E[IM(X) = X3]+2E[IX — 23] < 2oczle+3—’;.vii

Lemma 3.26, |Z;| < k, |Z;| < k, and E[lZl} < /E[Ziz] (i.e., Jensen’s

inequality) gives

_ i e 1 k
E (Z)] gE[Zi]+(e8— I)E[lZil]—i-Zé/eg d . ,/za2k+3—n+zak.

Putting things together, we have

k ) _ " & —1 ) k
5 /egIE[Z]_ZE[ZZ]Sn-( 5 20 k+§+25/e).

=1

Ignoring terms that are (hopefully) low order, this is Q (k) < O(n-ev a?k), which
rearranges to o = \/IE [% IMX)—X|3] = Q (;l/—f), which is the desired asymp-

totic result. To be precise, this rearranges to

1 2 k 1
> (= -202—dns) — 5~
“—\/(6 * ”) 22 (¢ —12  6n

Ifo < 1/10and § < 1/100, then § — 20 — 4nd > . If kb > 200(e° — 1)?n,

then (1—10)2 . ﬁ > % If all three of these conditions hold, then

1 —_— k 1 vk
\/E [E”M(X) _XHZ} == \/200 2 (¢f = 1)2 (1 - 8) = Ton@ — 1)

Hence, if 6 < 1/100% and £ > 200(¢f — 1)2;1, then either o > 1/10 or o >
VE/16n(ef — 1), as required. O

Now we prove the two lemma that were used to prove Theorem 3.24. We begin
with the lemma showing that the correlation Z must be large if M is accurate.

The lemma only contemplates one coordinate and then we sum over the 4 coor-
dinates in the proof of Theorem 3.24. That is, the function f in the theorem is
simply one coordinate of M and we average out the randomness of M and the
other coordinates.

Lemma 3.25. Let f : {0, 1}4 = [0,1] be an arbitrary function. Let P € [0, 1]
be uniformly random and, conditioned on P, let X1, - - - , X, € {0, 1} be independent

vi, E[IX - PI3] =3¢

¢ E E ly —py2| =k [} 02 g, = £
=1 p, Uniform([0,17) |:)§-<—Binomial(n,1>]) (G = 2) ]} b ==
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116 Composition of Differential Privacy & Privacy Amplification

with E [X;] = P for each i € [n]. Then

1

E, [(f(X) X P)} +g[E[r00-XF] 2

5 - . <12 2
By Jensen’s 1nequahty1% [% [f(X) —X] :| < PI%( [(f(X) —m ] Thus

1

[(f(X) P): Z<X P)+(f(X) = )} =

To gain some intuition for the lemma statement, suppose f(x) = ¥ =

1 n
~ 2 i1 %i- Then

E[(fX)—P.X;—P)|=E {()_( —-P)- (;X - P)i|

:%ZE[()@—P)Z]z—

=1
The constant % = fol p(1—=p)dp in this example is slightly better than the constant

1—12 in the general result. However, if f(x) = % is a constant function, then the
1

constant is tight, asI}E} |:I)[:? [Foo - )_(]2] = I]@ [(% - P)z] = 13-

Proof of Lemma 3.25. Define g : [0,1] — [0, 1] by g(p) = Y ED [f(X)], where
e 7
»

D7 denotes the product distribution over {0, 1}” with each coordinate having mean

p- Then
L0 = 4,0 B, /]
- > f(x)—H (e p+ 1 —x) (1=p)
xe(0,1)” ? 121
= Z f(x)H(xg-p-l—(l—xf)
xe{01) =1

d
L g+ (=) (= p)
(1=p) D, xip+ (1 —=x)-(1—p)

i=1

(Product rule)
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Asymptotic Optimality of Composition 17

= > fO[]Gep+0-x)

xe{0,1}" t=1

n

" —P))Z 2x;— 1

xip+0=x)-(1-p)

= > f(x)H xe-p+ (1 —xp) - (I—P))Z T

vel0) =1 = p(1—p)
(Case analy51s for x; € {0,1})

{f( ) Zp(l }

Now we apply integration by parts to this derivative:

Peﬂ%o,l] |:X<—D” |:f(X) Z(X P{H
- /O <) 21— pdp
Lr7d
-/ (d—g@- 21— p)) —¢(p) - (1 = 2p)dp
0 p

1
=g(1>-1(1—1>—g<0)-o<1—0)+/0 <) - Ddp

1
- 2[)2%0,1] [g(P) ' (P B 5)]

Using the fact that E [P — —] =0 and E [X, —p] = 0, we can center

P«[0,1]
these expressions:

[(f(X) Py Z<X P)}
X<—D

waaln=3) (3] |
I
= B {o - (P - %)2 — (g(P) - P)z}
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18 Composition of Differential Privacy & Privacy Amplification

12 re [01[((P) )]

B B0 -7
O

Lemma 3.26. Let X and Y be random variables supported on [— A, A] satisfying
PX e8] < PlY €S|+0andP[Y € S] < P (X € S|+ for all measurable
S. Then

E[X] < E[Y]+ (¢ — DE[|Y]] + 20A.

Proof.
A
E[X]:/ PX > ¢ —P[X < —¢]ds
0
A
</ PY >t]+0—e ¢ (P[Y < —t] —d)dz

/ PY >t —=PY <—=tD+(*=1)-PY >+0—-¢%

PlY < -]+ (14 ¢ %)odr
=E[Y] + (¢ — DE [max{0, Y'}] + (1 — ¢ °)E [max{0, — V}]
+ (14 e %)oA
<E[Y]+ (¢ — DE[|Y]] + 20A,

asl—e ¢ < —land1l+¢7¢ <2 ]

Remark 3.27. The only part of the proof of Theorem 3.24 that uses differential privacy

is Lemma 3.26. Thus, if we were to consider a different definition of differential privacy,

as long as an analog of Lemma 3.26 holds for this alternative definition, an analog of
Theorem 3.24 would still apply. That is to say, this negative result is robust to our choice

of privacy definition (unlike the the negative result in Section 3.2.1).

3.6 Privacy Amplification by Subsampling

Thus far we have considered the composition of Gaussian mechanisms, and generic
mechanisms satisfying pure or approximate DP. We now turn our attention to sub-
sampled privacy mechanisms. These mechanisms introduce some additional quirks
into the picture, which will force us to develop new tools.
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Privacy Amplification by Subsampling 19

The premise of privacy amplification by subsampling is that we run a DP algo-
rithm on some random subset of the data. The subset introduces additional uncer-
tainty, which benefits privacy. In particular, there is some probability that your
data is not included in the analysis, which can only enhance your privacy. Further-
more, a potential attacker does not know whether or not your data was dropped;
this uncertainty can benefit your privacy even when your data is included. Privacy
amplification by subsampling theorems make this intuition precise.

Subsampling arises naturally. We often would like to collect the data of the entire
population, but this is impractical. Thus we collect the data of a subset of the pop-
ulation and use statistical methods to generalize from this sample to the entire pop-
ulation. In particular, in deep learning applications, we will use stochastic gradient
descent. That is, we choose a random subset of our training data (called a mini-
batch) and compute the gradient of the loss function with respect to this subset,
rather than the entire dataset. This method reduces the computational cost for
training. If we want to make deep learning differentially private, then we will add
noise to the gradients and we should exploit privacy amplification by subsampling
to analyze the privacy properties of this algorithm.

In this section we will analyze subsampling precisely and we will show how it
interacts with composition.

3.6.1 Subsampling for Pure or Approximate DP

We begin by analyzing privacy amplification by subsampling under pure or approx-
imate differential privacy. This is a relatively simple result, but it will be instructive
as we later attempt to derive more precise bounds.

Theorem 3.28 (Privacy Amplification by Subsampling for Approximate DP). Ler
U C [#n] be a random subset. For a dataset x € X", let xty € X" denote the entries
of x indexed by U. That is, (xy); = x; ifi € U and (xy); = L ifi ¢ U, where
1 e X is some null value.

Assume that, for all i € [n], we can define U_; C [n] \ {z} such that the following
two conditions hold.

o Forallx € X" and i € [d], xy and xy_, are always neighboring datasets.
o Foralli € [n], the marginal distribution of U_; conditioned on i € U is equal
to the marginal distribution of U conditioned on i ¢ U.

Let M : X" — Y satisfy (¢,0)-DP DeﬁneMU X" - Y byMU(x) =

M(xp).
Let p = max;e[y) E li € U). Then MY is (¢',8")-DP for ' = log(1 + p(e® — 1))
and &' = p - 0.
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120 Composition of Differential Privacy & Privacy Amplification

For small values of &, we have ¢’ = log(1 + p(¢* — 1)) = p - ¢. More precisely,
e =log(1+p(¢f —1)) < p-(¢* —1) and, fore < 1,wehavee’ —1 < e+e? < 2e.

The technical assumption about U in the theorem statement is satisfied by many
natural subsampling distributions: If U is a uniformly random subset of 7] of a
fixed size m, then U_; can be obtained by replacing 7 with a a uniformly random
element that is notin U. If U is Poisson subsampled — i.e., each i € [#] is indepen-
dently included in U with probability p — then, by independence, we can simply
remove 7, namely U_; = U \ {7}.

The technical assumption should be thought of as an independence assump-
tion. For example, it rules out distributions of the form IE[U = [n]] = p and

P[U = @] = 1 — p, which do not yield meaningful privacy amplification.

Proof of Theorem 3.28. Fix neighboring inputs x,x’ € X” and some measurable
§ C V. Leti € [n] be the index on which they differ (i.e., x; = x]’ forallj e [#]\{#})
and let p; = ]5[1 € U]. We have

P [MU (x) € 5] ~E D\I; (M) € 5]}
=(1—Pi)'@[E[M(xU) €S]|i¢ U]
+pi~%|:E[M(xU)eS] lie U]
:(1—pi)-%|:E[M(x’U)eS] | i ¢ U}

+Pi'%|:E[M(xU)ES] | 7€ U]
=0 =p)-a+pi-b,

4 [MU(x’) e 5] =(1-p)-E [E [M(x) e S]|i¢ U}

+pi-% E[M(xb)eS]lie U]

= =p)-atpi-¥,

where 2 = %[E[M(xU)ES]li¢U = %[5[M(xb)e$]|i¢ U],b =

@[E[M(x[,) eSl|ie Uj|,and 4 =@[E[M(x;]) eS]lie U]
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Privacy Amplification by Subsampling 121

Note that xy and x; are always neighboring datasets. And, if i ¢ U, then
xy = x7;. Since M is (&, 9)-DP, we haveE M(xy) € S] < eg-]IPV; [M(x/U) € S]+5

for all values of U; thus

bz%[E[M(xU)eS]lz’e U] 5%[68-E[M(x’[])65]+5|ie U]

= b +0.

However, this inequality alone is not sufficient to prove the claim. We also need to
show that & < ¢° - 2+ 6. Using our technical assumption, we have

b=FE|P[M SlieU
U_M[ (xv) €Sl i€ ]
<E|f-P [M(xU_i) € S] +d|ie U] (xy_,; is a neighbour of x/)
vlo M
:%_eg-E[M(xU) eSl+d|i¢ U:|
(U-ilieu has the same distribution as Ul;¢y)
= -a+4.

Now we can complete the proof: For any 4 € [0, 1],

EU[MU(x)eS] =(1—p)-a+pi-b

<SU=p)-atp (L=0) (& a+d)+7- (&1 +0)
= =pite (A=A p)-atpi-é At +pi-o.

Set A = p;+ (1 — p;) - ¢~ ¢ to obtain
P [MU(x)eS] <(Umpité (U=2)-p)atpi-é i +pi0
MU

=(1+4p (& =1) - (Q=p)-atpi-¥)+pi-0
= (1+p- (¢ =1) 'AEF’U [Mu () € S]+pi-o

< P [My(x) e S]+7.
O

Theorem 3.28 is tight: Consider an algorithm A/ : {0,1, L}* — {0, 1} that

sums its input (excluding L values) and performs randomized response on whether
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122 Composition of Differential Privacy & Privacy Amplification

or not the sum is 0. That is, if y € {0,1, L}" satisfies 3, | i = 0, then
P[M(y) =0] = 25 and P[M(y) = 1] = =L and, if y € {0, 1, L}” saisfies
zi%#J_)/i > 0, then ]P’[M(y) = 1] = ef—;l and ]P’[M(y) = O] = f+1 This
algorithm satisfies &-DP.

Let U C [#] be random and let MY : {0,1}” — {0, 1} be as in Theorem 3.28.
Consider neighboring datasets x = (0,0,---,0) and ¥ = (1,0,0,---,0). We

have
- eS
IP’[MU(x)zo - ,
- ef 41
T 1
IP’[MU(x):l - ,
J ef +1
. PlleU]-&£+P[1¢U
]P)I:MU(x/):l — [ € ] (4 + [ ¢ ],
J e+ 1
. PlleU]+P[1¢U]-é
J et +1

. PMY ) =1]
>
- ]P’[MU(x) = 1]

e{;‘

=14+P[1eU] (£ —1),

where &’ is the pure DP parameter satisfied by MY. We can assume without loss
of generality that p = max;P[i € U] = P[1 € U]. Thus this bound matches
the guarantee of Theorem 3.28. (This example can be extended to approximate
DP too.)

3.6.2 Addition or Removal versus Replacement for
Neighboring Datasets

For this discussion of subsampling, we need to be careful about what it means for
datasets to be neighboring. There are three common definitions of what qualifies as
neighboring datasets: (i) addition or removal of one person’s data, (ii) replacement
of one person’s data, or (iii) both. Each of these three options is a reasonable choice.
Work on differential privacy often glosses over this choice — often the choice is
irrelevant. But it becomes relevant if we want sharp analyses of privacy amplification
by subsampling.

For the discussion of composition so far in this chapter, it does not matter at
all how we define neighboring datasets, as long as we are consistent. In general,
it only matters slightly which we choose: A replacement can be accomplished by a

viii. Alternatively (and equivalently), consider an algorithm that adds discrete Laplace noise to the sum of its
non-null inputs.
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Privacy Amplification by Subsampling 123

combination of a removal and an addition. Thus, by group privacy, if the algorithm
is (¢,0)-DP with respect to addition or removal, then it is (2¢, (1 + ¢°)0)-DP
with respect to replacement. Conversely, we can simulate a removal or addition
by replacing the record with a “null” value (L in the formalism of Theorem 3.28).
Thus DP with respect to replacement entails DP with respect to addition or removal
with the same parameters, unless the semantics of the algorithm forbids null values.

This subtlety already arises in Theorem 3.28. Let’s take a close look at the tech-
nical assumption: Theorem 3.28 assumes that, for all 7 € [#], we can define
U_; C [n] \ {7} such that the following two conditions hold.

e Forallx € X” and i € [4], xpy and x7_, are always neighboring datasets.
e Forall i € [n], the marginal distribution of U_; conditioned on 7 € U is
equal to the marginal distribution of U conditioned on 7 ¢ U.

Suppose U C [#] is a uniformly random subset of a fixed size |U| = m. Then
we would define U_; to be U with 7 replaced by a uniformly random element
that is not already in U. Thus, for x;7 and x7_; to be neighboring datasets, our
neighboring relation must allow replacement, not just addition or removal.

However, if U corresponds to Poisson subsampling (i.e., each 7 € [#] is included
in U independently with probability p), then U_; would just correspond to remov-
ing 7. In that case, for x;7 and xy/_; to be neighboring datasets, our neighboring
relation must allow addition and removal.

It turns out to be easier to work with Poisson subsampling and assuming the
neighboring relation is addition or removal. In this case, the proof of Theorem
3.28 simplifies to the following.

Proof of Theorem 3.28 for the special case of Poisson sampling and addition or removal.
Let U C [#n] independently include each element with probability p. Let x, x" € X”

be neighboring datasets in terms of addition or removal. Without loss of gener-

ality, assume x’ is x with x; removed (or, rather, replaced by x; = L1).* For any

measurable § C Y,

P [MU (x) € 5] ~E [}E [M(xy) e S]]
=(1 —]J)@[E[M(xu) €Sl|i¢ U}

+p-15|:E[M(xU)eS]|z'e U:|

ix. To be formal, we assume L € X is a null value that is equivalent to removing the item. In particular, for
x € X" and U C [n] we can define xy € X" such that (xp); = x; if i € U and (xy); = L ifi € [#] \ U.
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124 Composition of Differential Privacy & Privacy Amplification

~-p B[P [Mu e 5] 17 U]

+p-15[P[M(xU)eS1|z'eU]

M
:(1—p)-%_E[M(x’U)ES]_
+p-@[E[M(xU) €S]lie U]
=(U-pE E[M(x’y)eS]

+P.@[€S.E[M(x’lj)65]+§lie U}
=(1—p)-@[E[M(xb)€5]}
+p.%|:eS.E[M(x/U)ES]+5:|
=(=p+p-&)- B [MUG)es]+p-0
MU

and, by the same calculation,

U _ _ . ,
]EIPU[M (x)ES]—(l »-E|B[MG) e ]

+p-@{g[M(xU)eSJ|ieU]

> (1-p) B B[M) €3]]

+P-%|:g—8.(E[M(x’U)eS]—é)lz’e U]
:(I_P"‘P'f_g)'AEIPU[MU(x/)eS]—p-e_g-é

1 U/
EW‘(AEDU[M (x)eS] 2 9).
(Lemma 3.35)

The key step in the proof is the equality %[E [M(x’U) € S] |7 ¢ U:| =

/ / — 4 1 —
%[E [M(xU) € S] | i e Ui| = %[E [M(xU) € S]] This holds because
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Privacy Amplification by Subsampling 125

1, so whether or not 7 € U is irrelevant for x/U, and because the event 7 € U is

independent from U \ {i}. O

For the rest of this section, we will restrict our attention to Poisson subsampling
and assume that the neighboring relation corresponds to addition or removal of
one individual’s data.

3.6.3 Subsampling & Composition

How does composition work with subsampling? Of course, we can combine the
advanced composition theorem (Theorem 3.22) with our privacy amplification by
subsampling result (Theorem 3.28). However, it turns out this is not the best way
to analyze many realistic systems.

Consider the following algorithm (which arises in differentially private deep
learning applications). Let x € X” be the private input. Iteratively, for z =
1,---, T, we pick some function ¢, : X” — R4 and randomly sample a sub-
set U, C [n]; then we reveal N (g;(xy;,), o?l)).

This algorithm interleaves composition with privacy amplification by subsam-
pling. That is, we combine multivariate Gaussian noise addition (which is a form
of composition over the & coordinates) with subsampling and then we compose
over the 7 iterations.

We can use Corollary 3.10 to show that releasing N (g,(x),5%1y) satisfies

(€0,00)-DP for g = O (\/ ﬁ—élog(l/éo)), where Ay = sup ,vear llq:(x) —

neighboring
g:(x")|l2 is the sensitivity of g,. Then we can use Theorem 3.28 to show that,

if U, is a Poisson sample which contains each element with probability p, then
N(q:(xu,), 0%1) is (1, 61)-DP where &1 = log(1+p- (¢°0 — 1)) = O(p- &) and
01 = p - 0p. Finally, Theorem 3.22 tells us that the composition over 7" iterations
satisfies (&, 0)-DP with e = O (81 -/ Tlog(l/éz))) and 0 = d, + 7T - 61. Overall,

we have
As
&= O(—-p-vT'log(T/ﬁ)).
o

This result is asymptotically suboptimal because we have picked up two /log(1/J)
terms. We obtained one from the Gaussian noise addition (Corollary 3.10) and
another from the composition (Theorem 3.22). Both arise from bounding the tails
of the privacy loss distribution. This is redundant; we should only need to bound
the tails of the privacy loss distribution once.

Intuitively, we started with a Gaussian privacy loss; then we applied a tail bound
to obtain a (&9, dp)-DP guarantee to which we applied the subsampling theo-
rem; and then we converted this back into a concentrated DP guarantee to apply
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126 Composition of Differential Privacy & Privacy Amplification

advanced composition and finally we applied a tail bound to convert this back to
(¢,0)-DP.

We are going to avoid this redundancy by analyzing privacy amplification by
subsampling directly in terms of the privacy loss distribution, rather than needing
to go via approximate DP. To do so, we need to introduce a new tool.

3.6.4 Reényi Differential Privacy

Rényi differential privacy was introduced by Mironov [Mirl7] and was motivated
by analyzing privacy amplification by subsampling interleaved with composition,
which arises in differentially private deep learning [Aba+16].

Definition 3.29 (Rényi Differential Privacy). Ler M : X" — Y be a ran-
domized algorithm. We say that M satisfies (., €)-Rényi differential privacy (o, €)-
RDP) if for all neighboring inputs x,x' € X", the privacy loss distribution
PrivLoss (M (x) | M (x')) is well-defined (see Definition 3.2) and
—D2)| < —1)-¢).

Z «PrivLoss(M (x) | M (x")) [CXP(((X ) )] < expl(a ) €)

Rényi DP is closely related to concentrated DP (Definition 3.11). Specifically,
p-zCDP is equivalent to satisfying (a,a - p)-RDP for all @ € (1, 00). Rényi DP
inherits the nice composition properties of concentrated DP:

Lemma 3.30. Let M) : X" — Y be (a,€1)-RDP Let My : X" x Y1 = Vs
be such that, for all y1 € Y1, the algorithm x — M (x,y1) is (a, €2)-RDP Define
M : X" = V) by M(x) = My(x, Mi(x)). Then M is (a, &1 + €2)-RDR

The proof of Lemma 3.30 is identical to that of Proposition 3.19. Note that,
while the & parameter adds up, the @ parameter does not change. More gener-
ally, composing an (a1, €1)-RDP algorithm with an (a2, £2)-RDP algorithm yields
(minf{aq, a2}, &1 + €2)-RDP.

It is helpful to think of ¢ in (a, €)-RDP as a function of a, rather than a single
number. This function can encode a rich variety of privacy guarantees. (Concen-
trated DP corresponds to a linear function.) In particular, it allows us to more
precisely represent the kinds of guarantees obtained by subsampling.

Concentrated DP corresponds to the privacy loss being subgaussian (i.e.,

-zCDP implies P [Z>8] < exp(—(E — p)?/4p) for
g P Z «PrivLoss(M (x) || M (x')) p p)=/4p)

all &€ > p and all neighboring inputs x and x’), whereas Rényi DP cor-
responds to the privacy loss being subexponential (i.e., (a,&)-RDP implies

P Z >¢&] < —(a — 1(e — . That is, Rényi DP i
Z(—PrivLoss(M(x)HM(x’))[ el < exp( (a )(8 8))) at 15, Remyt °

more appropriate for analyzing privacy loss distributions with slightly heavier tails
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Privacy Amplification by Subsampling 127

than Gaussian. In contrast, pure DP corresponds to the privacy loss being bounded

(i.e., e-DP implies P [Z > &] = 0). So we can view concen-
Z «PrivLoss(M (x)||M(x"))

trated DP as a relaxation of pure DP and, in turn, Rényi DP is a relaxation of
concentrated DP.

Rényi DP is typically formulated in terms of Rényi divergences [Rén61], which
were studied in the information theory literature long before differential privacy
was discovered.

Definition 3.31 (Rényi Divergences). Let P and Q be distributions over Y.* For
a € (1,00), define

D, (PIQ) = ——logE [exp((a—1)2)]

a—1 gZ%PrivLoss(PHQ)

R P(Y)\*!
S a—1 IOgYIEP[(Q(Y)) :|

e P(Y)\*
= a—llOgYEQ[(Q(Y)) }

D1 (PIQ) = lim Dy (PIQ)

Also, define

E
Z «PrivLoss(P[| Q)

~ P(Y)
=y [l"g (Q(Y))]’

Do (PIQ) = lim Dy (PIQ)

P(S
= sup {log (%) :S5C Y, Q5 > O}.

Thus an equivalent definition of M satisfying (a,¢)-RDP is that
D, (M (%) HM (« )) < ¢ for all neighboring x, x’.

We now state several key properties of Rényi divergences; most of these are prop-
erties we have proved earlier, but we now restate them in a new language.

x.  We make the usual measure theoretic disclaimers: We assume the P and Q have the same sigma-algebra. We
assume P is absolutely continuous with respect to Q —i.e., VS Q(S) = 0 = P(S) = 0 - so that the
Radon-Nikodym derivative is well-defined; we denote the Radon-Nikodym derivative of P with respect to
Q evaluated at y by P(y)/Q(y). More generally, if the absolute continuity assumption does not hold, then
we define D, (P||Q) = oo forall a € [1,00].
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128 Composition of Differential Privacy & Privacy Amplification

Lemma 3.32. Let P, Q be probability distributions over Y with a common sigma-
algebra such that P is absolutely continuous with respect to Q.

1. Post-processing (a.k.a. data processing inequality) & non-negativity: Let
[ Y = Z be a measurable function. Let f (P) denote the distribution on Z
obtained by applying [ to a sample from P; define f(Q) similarly. Then 0 <
Dy (F(P)|F(Q)) < Dy (PIQ) for all o € [1, 00].

2. Composition: If P = P' x P" and Q = Q' x Q" are product distributions,
then Dy (Pl|Q) = Dy (P'|| Q') + Dy (P Q") for all o € [1,00).

More generally, suppose P and Q are distributions on ) = Y' x Y". Let P’
and Q' be the marginal distributions on Y’ induced by P and Q respectively. For
y €Y, let PJ’; and QJ/, ? be the conditional distributions on Y induced by P and
Q respectively. That is, we can generate a sample Y = (Y',Y") « P by first
sampling Y' < P’ and then sampling Y"' < Py, and similarly for Q. Then

D, (PIQ) = D, (P'| Q) +sup,ey» D (P)//’ Q)’//) foralla e [1,00].

3. Monotonicity: For all1 < o < a’ < 00, Dy (P||Q) < Dy (P||Q).
4. Gaussian divergence: For all u, i',0 € Rwitho > 0 and all a € [1,00),
(= u')?
Do (N, 0 [N (', 0%)) = a - ==

5. Pure DP to Concentrated DP: For all o. € [1,00),

Dy (PIQ) < — - (Doo (PIQ) + Doo (QIIP))*.

| K

6. Quasi-convexity: Let P’ and Q' be probability distributions over Y such that
P’ is absolutely continuous with respect to Q'. Fors € [0,1], let (1 —5)-P+s-P
denote the convex combination of the distributions P and P' with weighting s.
Foralla € (1,00) and all s € 0, 1],

Dy (1=5)-P+s-P|(1=9-Q+s5-Q)

< - i ! log ((1 —s)-exp ((a — 1)Dy, (Pl1Q))

+s5-exp (( = DDy (P Q)))
< max {D, (PIIQ), Dy (]| Q) }

andD; (1=5)-P+s-P|[(1-5-Q+s-Q) <(1—5-D(PIlQ +
b (PlQ).

7. Triangle-like inequality (a.k.a. group privacy): Let R be a distribution on Y
and assume that Q is absolutely continuous with respect to R. For all 1 < o <
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Privacy Amplification by Subsampling 129

/

o
-D
1 *

Da (PIR) < ——

1 (PIQ) + Dy (QUIR).
In particular, if Dy (P|Q) < p1-a and Dy (QIR) < p2 - a forall o €
(1,00), then Dy (PIIR) < (/p1 + /P2)* - 0 forall o € (1,00).

8. Conversion to approximate DP: For all measurable S C Y, all o € (1, 00),
and all ¢ > D, (P||Q),

P(S)

IN

a—1
7 Q(S) 4+ @ DGE-DurQ) L (1 _ l)
a a

£ QS) + @ DEDa(PIQ).

IA

Proof: 1. Post-processing (a.k.a. data processing inequality) & non-negativity: See
Lemma 3.20. Non-negativity follows from setting /" to be a constant function
and noting that the divergence between two point masses is zero.

2. Composition: See Proposition 3.19.
3. Monotonicity: Let 1 < a < a’ < 00. (The cases where a = 1 and o’ = o0

follow from continuity.) Let f(x) = £ Then [ is convex and, by Jensen’s
inequality,

(@ =DDu(PIQ) _ @)a_l
_f(YIEP[(Q(Y)
PO\ _ w-ip, 10
= YIEP|:f((Q(Y)) )i| —° ’

which implies D, (P||Q) < Dy (2] Q).

Gaussian divergence: See Lemma 3.12.

Pure DP to Concentrated DP: See Proposition 3.16.

Quasi-convexity: See Lemma B.6 of Bun and Steinke [BS16].

Triangle-like inequality (a.k.a. group privacy): Let a € (1,00). Let p,q €
(1, 00) satisfy % + é = 1. By Holder’s inequality,

Le=DD.(PIR) — | {(@)a—l}: . [(@)a]
Yer | \R(Y) YR [ \R(Y)

_ P(Y).(P(Y).Q(Y))“_I
ree| Q) \Q)  R()

NN e
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130 Composition of Differential Privacy & Privacy Amplification

_ g (P(Y))"{(cz(i/))“‘1
ree\Q()/)  \R()

< E [(mm)”‘f’]”ﬁ. E (Q(y))@‘-“q .
Y<Q [\ Q(Y) reQ| \ R(Y)

_ S DaPIQ) | Doy (QUR)

q

This rearranges to

-1
D (PIR) = (oF5Day (PIQ) + Dyt (IR
1
= (1 + m) “Dgp (PIIQ) + Da—1)4+1 (QIIR)

/

- * b w-1 (P|Q) + Dy (QIR),

o —1 a7

where the final equality sets p = Z,,:; and g = i/__ll
Now assume D, (P||Q) < p1 -0 and D, (Q||R) < py-a foralla €

(1, 00). Then

/

@ 1 ‘D o1 (P]IQ) + Dy (QIR)

o — a-%

Dy (PIR) < inf
o’'>o

_ a’ a —1 ,
§a1/r;faa/_l 'a.a/—a e
1
= inf a pr+o-(x+1)p
x>0

(Reparameterize ' = (x + 1) - @)
1
=a-inf p1+pr+—p1+x-p
x>0 X

=a-(p1+p2+2Jp1-p2) (x = /p1/p2)
=a- (Vp1+Vp2).

8. Conversion to approximate DP: See Proposition 3.14.
O

3.6.5 Sharp Privacy Amplification by Poisson Subsampling for
Rényi DP

Now we analyze privacy amplification by subsampling under Rényi DP. We start
with a Rényi DP guarantee and we obtain an amplified Rényi DP guarantee. The
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Privacy Amplification by Subsampling 131

goal is to obtain a sharp analysis that avoids converting to approximate DP and
back.

For mathematical simplicity, we restrict our attention to Poisson subsampling
and assume that neighboring datasets correspond to addition or removal of one
person’s data.

Theorem 3.33 (Tight Privacy Amplification by Subsampling for Rényi DP). Ler
U C [n] be a random set that contains each element independently with probability p.
Forx € X" let xyy € X7 be given by (xy); = x; if i € U and (xy); = L ifi ¢ U,
where L € X is some fixed value.

Lete : N>y = R U {00} be a function. Let M : X" — Y satisfy (a, €(a))-RDP
for all . € Ny with respect to addition or removal —i.e., x,x' € X" are neighboring
if; for some i € [n], we have x; = L orx; = L, andNj # i x; = x]’

Define MY : X" — Y by MY (x) = M(xy). Then MY satisfies (a, 8}/,(01))—RDP
Jor all o € N>y where

) = —— log(a — " (1 + (@ — 1)p)

“ (a o “De
#3(§)a- ).
k=2

Note that (1 — p)*~1(1 + (¢ — 1)p) < 1. It s easy to see from the proof that
this analysis is tight. That is, if the assumption that M satisfies (, £(a))-RDP for
all a is tight for some fixed pair of neighboring inputs, then the conclusion that
MY satisfies (a, el/)(a))-RDP is also tight.

Theorem 3.33 only considers Rényi DP with orders & € N>y = {2,3,4,---}.
This restriction arises because the proof uses a binomial expansion, which only
works for integer exponents. In certain cases, it is possible to obtain an expression
all @ € (1,00) using an infinite binomial series [MTZ19]. In general, we can
use Monotonicity (part 3 of Lemma 3.32) to bound non-integer o, namely for all
a € (1,00), MY satisfies (a, 8}((0{1))-RDP.

Proof of Theorem 3.33. Fix neighboring datasets x, x’ € X”. Without loss of gener-
ality, assume that x’ is x with one element removed —i.e., 37 € [n] (x} = L)A(Vj €
(P \ {7} = x]/) Fix this 7.

Let Q = M(xy) = MY (x'). Let P = M(xy)|ieu be the conditional distribu-
tion of M(xy) with 7 € U. Note that M(xy)|;,gv = Q because xyy = x}; when
i ¢ U and the event i € U is independent from U \ {7}. (This is where we use the
Poisson subsampling assumption.)
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132 Composition of Differential Privacy & Privacy Amplification

Thus we can express the distribution of MY (x) as a convex combination:
Mixy)=p-P+ (1 —=p)-Q,sincep=Pli e Ul].

For all & € Nxj, M is assumed to be (a, £(a))-RDD, so we have D, (?]|Q) <
£(a)) and Dy (QIIP) < e(a).

To complete the proof we must show that
Dy (p-P+(1-p)-Q|Q) < &)
and
Do (Qfp-P+(1=p)- Q) < g5(@)

forall & € N>;.
Fix a € N>,. We have

La=DD(pP+1-pQIQ) _ [ _(P'P(Y) +(0-p- Q(Y))a]

Y<Q Q(Y)
T PO
_YEQ:(I P+ o) |
_ (N ak b P(Y))/e
=g _kzo(/e)(l ' (o) }

(Binomial expansion)
o k
= “N1 = pr*kt E (@)
;(/e)(l ? pmz[ Q)
=1 =p"+a(l=p)"p

a o 3 B
'y (k)(l _ )ik DDA
k=2

GE,[ah] =

<(1=p)" (14 (a = 1)p)

n Z (Z)(l — p)ahgh L Do)
k=2
(D (PIIQ) < &(#))

_ Ja=Dej@)

Note that (1 — p)* "1 (1 4 (& — 1)p) < (e )* @ DP =1,
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Privacy Amplification by Subsampling 133

An identical calculation shows that

D, (p-Q+(1—p)-P|P) < &, ().

Finally, Theorem 3.34 gives

Dy (pP+ (1 = p)Q|Q), ] < g}(a).

D (Q[pP + (1 =pQ) < ma"{ D, (pQ + (1= p)P|P)

O]

The following result shows that, in terms of subsampling for Rényi DP, it suffices
to analyze one side of the add/remove neighboring relation.

Theorem 3.34. Let P and Q be probability distributions that are absolutely continu-

oTuhswzt/J respect to each other. Letp € [0, 1] and o € (1,00). Set A = %.
en

£@=DDa(QlpPH1-pQ) < (1 — 7). @~ DDu(pP+1-p)QIQ)
1) - J@=DDa(pR+(1-p)P|IP).

Since 4 € [0, 1], this implies

{D (P + (1 -pQ[Q), }

D (QlpP+ (1 =pQ) = max ) o Zop|p)

Proof. Define f : (0,00) = R by
FE =0 =0 =ptp-2)*+1-x- (1—p+§)a—(1—p+p-x)l_
We have

(1= 1) - @ DDa(pP+(1=p)QIIQ) | ;. [@=DDu(pQ+(1=p)P|P)
_ J[a=DDa(Q[lpP+(1-p)Q)

—(1-1) E [(PP(YH(I—p)Q(Y))“}
reQ Q)

rin e (200N
YerP P(Y)

ok ( Q) )“‘1
veQ | \pP(Y)+ (1 - pQ(Y)

P(Y) “
=0=h 2 [( Pom T _"’)) ]
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134 Composition of Differential Privacy & Privacy Amplification

P(Y) ’
A {( (QUU) I_P)}
(Y) yﬂ
— E —
[(@n+(p) }
D (i
P(Y) P(Y)\ ! ‘
+*vEJQWMG(mn) +“”)}
_ PO )
JE [( Q(Y)+( ?) }
(For any g, EQ[S(();)g(Y)] Ep[g(y)])
- o (1Y)
= vq Pl l)( EAe QOU)

P(V) 2R Y P\
4w (1_P+'£@l) _(1_p+P'Quﬁ) }

Q(Y)
=E[fx],

where X = g(();)) for Y <= Q. Thus our objective is to show that I}f? [FoO] = 0

We claim that £ is convex. Convexity implies f(x) > f(1) + /(1) - (x — 1)
for all x € (0,00). Since £(1) = 0 and E [X] = EQ[%] — 1, this implies
[f(X)] > f(1) +F(D)E[X — 1] = 0, as required.

It only remains to prove that f is convex. We have, for all x > 0,

—a

f(x):(l—l)(l—p%—p-x)a—i-/l-x-(1—p+§)a—(l—p+p-x)l ,
£ == Dapt=p+p-0" " +2- (1-p+2)
P pa—l —a
—la;(l—p—l—;) +@—1Dp(l—p+p-x)
@) =0 =Dala—1)p*(1—p+p- 07

xi.  Note that we assume P and Q are absolutely continuous with respect to each other — i.e., VS P(S) =
0 < Q(S) = 0. This ensures that the Radon-Nikodym derivative g((yy is well-defined and, further that

YEQ [Z(()Q) < O] = 0. Thus the function f" need only be defined on (0, 00).
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el (1=, 2\ 21—, 2\
raty (1 p—l—x) +iady (1 p—l—x)
2 a—2 —a—
+la(a—1)‘p—3(1—p+£) —ale—1p* (1=p+p-x) !
X X

a—2
=a(a — l)p2 ((1 -1 =p +px)a_2 + /1% (1 —p+§)

_(1 —p _|_px)—a—1)

_a(a—1)p?
(= p+ o)t

(1 =p+p)*t = 1)

_ala=0p (e (12 tY)
_(1—p+px)“+1((1 2)(1=p+px) +/1( . )

.(1 —p+§)a_2 (1 =p+pr)* 2= 1)

a(a — 1)p?
~ (L=p+poet!

3
x((l—z)(l—pwx)z“-lu(ﬂ) -1—1)

((1 — (A —p+px)* ! 4 /1)% (1 —p+ _)a—2

X

(Lemma 3.35)

31—pA—p erx)z‘H3

A 1)p? +Qa — 1)p (% +p)

(1 —p+ px)*t! —3(1 —p) — Qa — 1)p

31 =p) + Qa —1)p
2a-1)

(= =)
> 0. (Lemma 3.36)
]

We now give the auxiliary lemmata used in the proof of Theorem 3.34.

Lemma 3.35. Forall p € [0, 1] and x € (0, 00),

— < 1l—p+9p-x
L—ptpx - P70
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136 Composition of Differential Privacy & Privacy Amplification
Proof Let f(£) = t+ 1/t. Then f/(£) = 1 — 1/¢2 and f”(r) = 2/# > 0 for all
t>0.Thusf'(#) =0 & r=1and f(x) > f(1) = 2. Now

(I=p+p-x)-U=p+p/x)=p"+1=p)>+p(1 = p)(x+ 1/x)
>+ (1—p) +p(1—p)-2
=@+ -p)=1

Rearranging yields the result. O

Lemma 3.36. Forallv > 1, p € [0, 1], and x € (0, 00),

1_ 3
3(1=p) (A =p+px)" +ovp (TP +p) > 3(1 —p) + op.

Proof. Define f : (0,00) = R by

v 1—]) >
fx) =30 =p)(1 —p+px) +vp(7 +P) :

Our goal is to prove that f(x) > f(1) = 3(1 —p) + vp forall x € (0,00). It
suffices to prove that f is convex and that /(1) = 0. We have

_ 2
fx) = 30p(1 —p)((l —p+p0) Tt = 3% (IT‘D +p) )

/1 2 2 1_]) 2
f(x) =31 = p)| (v = Dp(1 = p+ px) +—3-( +p)

x x
2 1—p (1—=p
et ()
From these expressions, it is easy to see that f'(1) = 0 and f”(x) > 0 for all
x € (0, 00). O

3.6.6 Analytic Rényi DP Bound for Privacy Amplification by
Poisson Subsampling

Theorem 3.33 gives a tight RDP bound for privacy amplification by Poisson sub-
sampling. However, the bound is in the form of a series. This is adequate for numer-
ical purposes, but it is helpful for our understanding to have a simpler closed-form
expression.

In this subsection we will provide a simpler expression and attempt to build some
understanding of how privacy amplification by subsampling applies to Rényi DP.
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RDP Bounds for 0.05-Poisson subsampling with 0.5-zCDP
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Figure 3.2. Comparison of Rényi divergence guarantees for Poisson subsampling - i.e.,
including each person with probability p = 0.05. The unamplified algorithm satisfies 0.5-
zCDP. The exact bound is given by Theorem 3.33. For comparison, we have the analytic
upper bound from Proposition 3.40 as well as the behavior in the /imit given by Proposi-
tion 3.41.

Theorem 3.37 (Asymptotic Privacy Amplification by Subsampling for Rényi DP).
Letp € [0,1/2] and p € (0,1]. Define = min {logg#, 1 +p_1/4}. Assume

©>3+20500. }_

Let M : X" — Y satisfy p-zCDP with respect to addition or removal.™

Define MY x5y by MY (x) = M(xp), where U C [n) be a random set
that contains each element independently with probability p and, forx € X", xy € X7
is given by (xy); = x; ifi € U and (xy); = L ifi ¢ U.

Then MY satisfies (o, 10p? pat)-RDP for all o € (1, w).

There are many caveats in the statement of Theorem 3.37, but the high level
message is that Poisson subsampling a p fraction of the dataset amplifies p-zCDP
to something like O(])2 - p)-zCDP. We will discuss these caveats in a moment, but,
ignoring these caveats and the constant factor in the guarantee, this is exactly the
kind of guarantee we would hope for.

xii. Le., x,x" € X” are neighboring if, for some i € [], we have x; = L orx, = L, and Vj # i X = x]’», where
1 € X is some fixed value.
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138 Composition of Differential Privacy & Privacy Amplification

Consider the following example, which illustrates what kind guarantee we would
hope for. Suppose we have a query ¢ : X — [0,1] and a sensitive dataset
x € X" and our goal is to estimate ¢(x) := % > 7 q(x;). We could release a sam-
ple from N (9(x), 0 2), which satisfies ﬁ—ZCDP and has mean squared error
2. However, perhaps due to computational constraints, we might instead select
a random p fraction U C [#] and instead release a sample from A U(x) =

N (pin >evq9xi), o 2) We can calculate that the mean squared error of this algo-

rithm is at most o2 —|— 2 Without amplification this satisfies (p = 2p2n202)

zCDP. With amphﬁcatlon, Theorem 3.37 tells us that this satisfies (&, O(p? - p))-
RDP for a not too large. Now p? - p = # is exactly the guarantee that we
obtained by simply evaluating ¢ on the entire dataset and avoiding subsampling.
We cannot hope to do better than this.

The constant factor of 10 in the theorem can be improved, but a constant factor
loss is the price we pay for having a simpler expression; if we want tight constants
we should apply Theorem 3.33.

The main caveat in Theorem 3.37 is the requirement that a < @ < logé#.
This is necessary, as the (a, €(a))-RDP guarantee qualitatively changes when o >
O(log(1/p)/p). It changes from &(a) = O(p*pa) o e(a) = pa — O(log(1/p)).
To see why this is inherent, consider the following lower bound. For all p € [0, 1],
all & € (1,00), and all absolutely continuous probability distributions P and Q,
we have

L@=DDu(pP+(1-p)Q|Q) _ _ (Y)) }
YEQ[( PR Q)

P(Y) L@=DDu(?1Q).
= 2ol am) |7

Thus D, (pP + (1 —p)QH Q) > Dy (P||Q) — %5 log(1/p). This tells us that, for
large o, we cannot have more than an additive i 1mprovement in the RDP guarantee,
whereas for small o we have a multiplicative improvement. Proposition 3.41 shows
that this lower bound is tight.

We now proceed to prove Theorem 3.37.

Lemma 3.38. Leta € (1,00), p € [0,1 — ¢7'], and x € [0,00). If eithera < 2
ora > 2 and px < max {p, — } then

(I=p+p-0)*<l4oaplx—1)+ %a(a — )p*(x — 1%

Proof. We assume p > 0. Otherwise the result is trivial.
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Define f: [0,00) — R by

Fx) =0 =p+po)™.

For all x € [0, 00), we have

fx) =ap(l —p+p)*~ ",
flx) = a(a — 1)p*(1 —p+ px)* 2,
F"(x) = ala — )(a —2)p>(1 — p+ px)*“73.

By Taylor’s theorem, for all x € [0, 00), there exists & € [min{l,x}, max{1, x}]
such that

6 =)+ £ W=D+ 5f G = 1)
= L aple= D+ 5/ G0 1)

To complete the proof is suffices to show that (&) < e - a(a — 1)p?
two cases: First, for all £ € [0,00) assuming a < 2. Second, for all & €

[O, max{ 1%00[_12}] assuming a > 2. (Note that, &, € [O,max {1, l%)ﬁ}]

is implied by the assumptions px < max { , %} and p > 0.)
First, suppose o < 2. Then /" (x) < 0 forall x € [0, 00). Thus /" is decreasing
(or constant) and, for all £ € [0, 00), we have

(&) < f(0)
=a(a — D)p*(1 = p)*~?

1
<a(a — l)ng (@ > 1)

Sa(a—l)pz-e. (p < 1—¢1

Second, assume @ > 2 and px < max {p, ;%‘g}, which implies &, <

max{ Ip_1_
> p oa=2|"

We have f"(x) for all x € [0,00). Thus f” is increasing and, for all
e [0, max{ , T‘Dﬁ}] we have

7@ < (mas |1 521 )

1 — 1 o—2
:0¢(oc—1)p2 (1 —p—i—p-max[l,Tpa_z])
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a—2
=a(a — 1)p2maxI1, (1—p)* 2. (1 + i) ]

< a(a —1)p* max{l,(l - (eﬂtl—Z)a_z}

=a(a—1)p* - e
O

Lemma 3.39. Leta,w € (1,00) witho < w, p € [0,1 — ¢7'], and x € [0, 00).
Then

(I=p+p-0" <1+ap—1)+ ga(a — Dp* = 1" + ((@ — 1)px)”.

Proof: We can assume p > 0, as otherwise the result is trivial.

Ifa <2orifa > 2and x < max {1, %ﬁ}, then the result follows from
Lemma 3.38, as ((a — l)px)w > 0.

Thus we assume a > 2 and x > max {1, %a—iz}

Since x > 1, we have ap(x — 1) + Sa(a — 1)p?(x — 1) > 0. Therefore it
suffices to prove that (1 — p + px)* < ((a — 1)px)®.

The assumption x > 1 implies 1 —p 4 px > 1 and, hence, that (1 —p+ px)* <

(I — p + px)®, as we have & < w. The assumption x > ﬁﬁ rearranges
to 1 —p < px(a — 2), which implies 1 — p + px < (a — 1)px and, hence,
(I =p+px)? < ((@ = 1)px)®, as required. O

Proposition 3.40 (Analytic Privacy Amplification by Subsampling for Rényi
Divergence). Let P and Q be probability distributions with P absolutely continuous
with respect to Q. Let p € [0,1 — e and a, » € (1, 00) with a. < w. Then

D, (pP + (1 - p)Q| Q)

1 e 2 (DaPIQ) _
< 1log(1+2a(a 1)p (e 1)

o —

<a- g P (eD2<P”Q) -~ 1) +p- ((a “1)p eDw(an))“"l _

Proof- We have

Aa=DDa (pP+(1-p)Q|Q)
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E '(p-P(Y)+(1—]J)-Q(Y))“}
YeQ | Q(Y)

- E _(1— + Ly))a]
Cveql AEANoTS%)

() PY) Y’
= &'t P(am =)+ S (g =)
()
+(( _1)],Q(Y)) } (Lemma 3.39)

=1l4ap(l—-1)+ Ea(a — 1)p? (eDZ(P”Q) - 1)
+ ((a — 1)10)0) . e(w_l)Dm(P”Q)_

The second inequality in the result follows from the fact that log(1 + %) < u for
all uw > —1. O

We also have the following simpler result that provides better bounds when the
Rényi order a is large.

Proposition 3.41. Ler P and Q be probability distributions with P absolutely con-
tinuous with respect to Q. Let p € [0,1] and a € (1,00). Then

Dy (pP + (1 - p)Q[ Q)
a (= 10De(PIQ)
< log (1 ptp-e )

<
% log (1 L1zz e—“;‘Da(PnQ))

a a l—p _a-ip p
logo(1 . ., Da(PIQ)
—los(l/p) + —— s c

= Dy (PIQ) — —— log(1/p) +

< Do (P11Q) -

Proof- We assume 0 < p < 1, as the result is immediate otherwise. By Jensen’s
inequality and the convexity of v — v*, for all x € [0, 00) and all 4 € (0, 1),

(1—p+px>“=((1—i) 2 f;) <(H).(i:i’) ()"

Now, for all 4 € (0, 1), we have

Aa=DDa(pP+(1-p)QlIQ) — T [(1 (Y)) }
Ye<Q Q(Y)
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1-7p\" ? P(V)\*
&%[“‘“'(1—1) “'(I'QW))]

=A=' (1 =p*+ 217 p* . 7 DDPIQ)

IA

We can choose 4 to minimize this expression. It turns out to be optimal to set
1

= 1+%.3_(1_1/a)Da(PHQ) . Now we have

A¢=1Da (pP+(1-2)Q|| Q)
<A=D* . QA =p) 417" p* . = DDa(P1Q)

a—1
_ V4 (1-1/a)Dy (P Q) o
={14+ —— (1 —

1 —» a—1
n (1 L-"P, e—(l—l/a)Da(PnQ)) % - La=DDaPIQ)
V4

_ (1 —ptp e(l—l/a)Da(PllQ))a_I (=7
n (p +(1-p). e—(l—l/a)Da(PHQ))a_l @ DDIQ)
_ (1 oty 5(1—1/a)Da(PIIQ))a_I (=)
4 (p- 71D 1 g _p))“_l . A=1ADPIQ)
_ (1 4y e(l—l/a)Daan))“ _
Rearranging yields the resul. O

Proof of Theorem 3.37. Fix neighboring inputs x,x’ € X”. Fix some a € (1,w)

T [leg(1/p) —1/4 log(1/p)
with @ = min {T’ l+p / } >3+ 210g(1/1>)'

Without loss of generality x” is x with some element removed. That is, we can
fix some 7 € [#] such thatx} = 1 and x]/ = x; forall j # 7.

Let P = M(xy)liev and let Q = M(xy)li¢v. Then MY(x) = M(xy) =
PP+ (1 —p)Q.Also M(x) = Q

Thus we must prove that D, (pP + (1 —p)Q” Q) < 10p*pa and
Dy (QHpP +(1=p) Q) < 10p?pa. Since M is assumed to be p-zCDP, we have
Dy (PQ) < pa’ and Dy (Q|IP) < pa’ forall a’ € (1,00).

By Proposition 3.40,

D, (pP+(1-pQ|Q) < a- g ey (gDz(PIIQ) _ 1)

+p- ((a —1)-p 6,Dw(PnQ))“"

1
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e _ _ w—1
SaEPZ(EZP_1)+P(p 1/4PP 1/4)
(@ < o = min{l + p~ 4 log(1/p)/4p})
Za-g-p2~(e2p—1)+pl+7w
S-S p (@ =) 4P p

(@ =3+ 2log(1/p)/log(1/p))

I eez/’—1+l
=oa-p-p 5 P p

§a~p2~p~10. (p €(0,1)and a € (1,w))

Symmetrically, we have Dy, (pQ + (1 —p)P”P) < a - p* - p - 10. By Theorem
3.34,

D, (pP+ (1 - Q| Q).

. 2- .
Dy (pQ + (1 — p)P|| P) }5“ pop-10.

Dy (Q[pP + (1= p)Q) < max{

O]

3.6.7 How to Use Privacy Amplification by Subsampling

The most common use case for privacy amplification by subsampling is analyzing
noisy stochastic gradient descent. That is, we repeatedly sample a small subset of
the data, compute a function on this subset, and add Gaussian noise. To be precise,
let x € X7 be the private input. Iteratively, for r = 1,---, 7, we pick some
function ¢, : X" — R? and randomly sample a subset U; C [7]; then we reveal
N (gi(xv,), 07 1y).

The addition of Gaussian noise satisfies concentrated DP. Specifically, Lemma
3.12 shows that releasing N (g;(x), 021)) satisfies 2i—%z—zCDP, where Ay =
sup weexn [19:(x) — q:(x))||2 is the sensitivity of ¢,. We can thus apply Theo-

neighboring

rem 3.33 to obtain a tight Rényi DP guarantee for N'(¢:(xy;,), 021;), where U,
is a Poisson sample. Finally, we can apply the composition property of Rényi DP
(Lemma 3.30) over the 7" rounds and we can convert this final Rényi DP guarantee
to approximate DP using Proposition 3.14. This is how differentially private deep
learning is analyzed in practice by libraries such as TensorFlow Privacy [Gool8;
McM+18].
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144 Composition of Differential Privacy & Privacy Amplification

We can also obtain an asymptotic analysis: Theorem 3.37 shows that
N(q:(xv,), o21y) with U, C [n] including each element independently with prob-
ability p satisfies (a, SapzA%/az)—RDP for all & € (1, w). Composition over 7’
rounds yields (a, 5a sz A%/O‘z)—RDP forall & € (1, w), which implies (¢, 6)-DP
forall 6 > 0 and

820(%-p-\/T~log(l/5)).

This bound is directly comparable to the bound from Section 3.6.3, which was
derived by converting back and forth between concentrated DP and approximate
DP. The difference is that here we have a /log(1/J) whereas there we had a
log(7'/0) term. This is the asymptotic improvement obtained by keeping the anal-
ysis within RDP. This asymptotic improvement also translates into a significant
improvement in practice.

We have only analyzed Poisson subsampling, where the size of the sample is
random. (Specifically, it follows a binomial distribution.) Naturally, other subsam-
pling schemes may arise in practice. In particular, a fixed size sample is common.
As discussed in Section 3.6.2, this corresponds to neighboring datasets allowing
the replacement of one individual’s data, rather than addition or removal. In terms
of Rényi divergences, we must analyze D, (pP + (1 - p)QH P+ (1 —p) Q),
whereas addition and removal correspond to D, (pP + (1 - p)QH Q) and
D, (QH P’ + (1 — p)Q). However, we can apply group privacy (part 7 of Lemma
3.32) to reduce the analysis to the case we have already analyzed: For all &’ > a,
we have

Dy (pP+(1—p)Q[pP' +(1-p)Q)
"D, wa (pP+(1-p)Q| Q) + D (Q[2P'+(1-p)Q).

o

<
a’'—1

3.7 Concluding Remarks

Composition

Differential privacy (specifically, pure DP) was introduced by Dwork, McSherry,
Nissim, and Smith [DMNS06]. The original paper gives a form of basic compo-
sition (Theorem 3.1), but does not state it in full generality; rather it states a result
specific to Laplace noise addition. Approximate DP was introduced by Dwork,

xiii. The name “differential privacy” does not appear in the original paper. It is attributed to Michael Schroeder

[DMNS17] and first appeared in a talk by Dwork [Dwo06].
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Kenthapadi, McSherry, Mironov, and Naor [Dwo+06] and this work gave a more
general statement of the basic composition result, as well as an analysis of the Gaus-
sian mechanism (although not as tight as Corollary 3.8). The tight analysis of the
Gaussian mechanism (Corollaries 3.8 & 3.10) is due to Balle and Wang [BW18].

The advanced composition theorem (Theorem 3.22) was proved by Dwork,
Rothblum, and Vadhan [DRV10].*" The key concepts of privacy loss distributions
and concentrated DP were implicit in this proof, but they were only made explicit
in a separate paper by Dwork and Rothblum [DR16]. Bun and Steinke [BS16]
refined the notion of concentrated DP and presented the definition that we use
here (Definition 3.11).

Kairouz, Oh, and Viswanathan [KOV15] proved an optimal composition the-
orem for approximate differential privacy. Specifically, the k-fold composition of
(¢, 0)-differential privacy satisfies (¢’, 0")-differential privacy if and only if

k
;Z (k) e max{O, 1 — ee/—(%—/«)s} <1- 1-d
(14 &) = \¢ (1 =)

This expression is rather complex, but the proof is relatively intuitive. The key
insight is that we can reduce the analysis to the 4-fold composition of a specific
worst-case (¢, 0)-DP mechanism. With probability J, this mechanism has infinite
privacy loss. With probability (1 —9) - %, it has privacy loss €. And, with proba-
bility (1—0)- ﬁ, it has privacy loss —¢. The privacy loss of the 4-fold composition
is the convolution of % of these privacy losses. Thus, with probability 1 — (1 — 5)*
the privacy loss of the composition is infinite. Otherwise — i.e., with probability
(1 — 0)* — the privacy loss has a shifted binomial distribution. Namely, for all
¢ e [k1 U {0},

— _ 2 k ¢ f 1 .

where Z is the privacy loss of the 4-fold composition of the worst-case (&, 5)-DP

mechanism. Applying Proposition 3.7 to this distribution yields the expression for
the optimal composition theorem.

Kairouz, Oh, and Viswanathan [KOV15] also considered heterogeneous optimal
composition. That is, the composition of # mechanisms where each mechanism
j € [#] has a different (Sj,éj)—DP guarantee. However, the expression becomes
more complicated. Intuitively, this is because the privacy loss distribution can be

xiv. The original proof showed that the 4-fold composition of (¢, §)-DP algorithms satisfies (&', 46 + &')-DP
with ¢ > 0 arbitrary and ¢’ = ke(e® — 1) + ¢ - \/2klog(1/8"). The first term ke (e — 1) is slightly worse
than Theorem 3.22, which gives %kez instead.
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146 Composition of Differential Privacy & Privacy Amplification

supported on 2k points in the heterogeneous case, whereas, in the homogeneous
case, it is supported on only £+ 1 points. Thus it takes exponential time to compute
the privacy loss distribution. To be precise, Murtagh and Vadhan [MV16] showed
that exactly computing the optimal composition is #P-complete, even if 5] =0
for each j € [k]. However, Murtagh and Vadhan also showed that the optimal
composition theorem could be approximated to arbitrary precision in polynomial
time.

Although these composition results [KOV15; MV16] are optimal, they are lim-
ited in that they begin by assuming some (¢}, J;)-DP guarantees about the algo-
rithms being composed. However, we usually know more about the algorithms
being composed than simply these two parameters. For example, we may know
that the algorithms being composed are Gaussian noise addition. Incorporating
this additional information allows us to prove even better bounds than optimal
composition. This was the main impetus for the development of concentrated DP
and Rényi DD, which we have discussed.

A recent line of work [MM18; KJH20; KJPH21; KH21; GLW21; DRS19;
ZDW22; CKS20; GKKM22] has explored optimal composition guarantees whilst
incorporating additional information about the mechanisms being composed. To
make these computations efficient they consider the (discrete) Fourier transform
of the privacy loss.™ That is, where concentrated DP and Rényi DP consider the

moment generating function of the privacy loss Z(—PrivLossI(E}:W(x)HM(x/)) [exp(22)],

these works look at the characteristic function

E t7)|, where i = —1. Th thod id -
Z «PrivLoss(M (x) [ M (x)) [CXP(Z )] where? €€ MEROcs provide compo

sition guarantees which are arbitrarily close to optimal, which are thus better than
what is attainable via concentrated DP or Rényi DT

The optimality of advanced composition (Theorem 3.24) is due to Bun, Ull-
man, and Vadhan [BUV14]. We present the analysis following Kamath and Ullman
[KU20].

The composition results we have presented all assume that the privacy parame-
ters of the algorithms being composed (i.e., (¢, d;) for j € [£] in the language of
Theorem 3.22) are fixed. It is natural to consider the setting where these param-
eters are chosen adaptively [RRUV16] — i.e., (¢}, J;) could depend on the output
of M;_1. For the most part, the composition results carry over seamlessly to the
setting of adaptively-chosen privacy parameters. In particular, for Concentrated or
Rényi DP, as long as the sum of the adaptively-chosen privacy parameters remains

xv.  Toapply a discrete Fourier transform, we must first discretize the privacy loss distribution, e.g., by rounding it
to a grid. The choice of discretization determines the tightness of the final guarantee, and the computational
complexity of computing it.
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bounded, we attain privacy with that bound [FZ21]. Another extension is “con-
current composition” [VW21], which applies when an adversary may simultane-
ously access multiple interactive DP systems. Fortunately, the standard composition
results readily extend to this setting [VZ22; Lyu22].

Privacy Amplification by Subsampling

The first explicit statement of differential privacy amplification by subsampling was
in a blog post by Smith [Smi09], although it appeared implicitly earlier [Kas+11]
and the privacy effects of sampling on its own had also been studied [CMO06].

For approximate DD, Balle, Barthe, and Gaborardi [BBG18] provide a thor-
ough analysis of privacy amplification by subsampling (cf. Theorem 3.28). They
present tight results for Poisson sampling (i.e., including each element indepen-
dently), sampling a subset of a fixed size (without replacement), and also sampling
with replacement, which means a person’s data may appear multiple times in the
subsampled dataset.

As discussed in Sections 3.6.3 and 3.6.7, subsampling arises in differentially pri-
vate versions of stochastic gradient descent [CMS11; BST14]. Abadi, Chu, Good-
fellow, McMahan, Mironov, Talwar, and Zhang [Aba+16] applied this in the con-
text of deep learning. To obtain better analyses, they developed the “Moments
Accountant” — i.e., Rényi DP (although the connection to Rényi divergences was
only made later [Mir17; BS16]).

Abadi et al. [Aba+16] obtained asymptotic Rényi DP bounds for the Poisson
subsampled Gaussian mechanism, but they used numerical integration for their
implementation. Mironov, Talwar, and Zhang [MTZ19] improved these asymp-
totic results and gave a better numerical method for exact computation (cf. The-
orem 3.33); our presentation in Section 3.6.5 largely follows theirs. Bun, Dwork,
Rothblum, and Steinke [BDRS18] prove asymptotic Rényi DP bounds for Poisson
subsampling applied to a concentrated DP mechanism (cf. Theorem 3.37). Zhu
and Wang [ZW19] gave generic Rényi DP bounds for Poisson subsampling.™

Moving away from Poisson subsampling, Wang, Balle, and Kasiviswanathan
[WBK19] provide Rényi DP results for sampling a fixed-size set without replace-
ment.

Koskela, Jilks, and Honkela [KJH20] provide expressions for the privacy loss
distribution of the subsampled Gaussian (under both Poisson subsampling and
sampling a fixed size set with or without replacement) which can be numerically
integrated to obtain optimal composition results.

xvi. Mironov, Talwar, and Zhang [MTZ19] and Zhu and Wang [ZW19] both provide analogs of Theorem 3.34.

However, to the best of our knowledge, Theorem 3.34 is novel.
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148 Composition of Differential Privacy & Privacy Amplification

Closely related to privacy amplification by subsampling is privacy amplifica-
tion by shuffling [Bit+17; Erl+19; Che+19; BBGN19; FMT21; FMT22]. Privacy
amplification by shuffling is usually presented in terms of local differential privacy
[Kas+11]. That is, there are 7 individuals who independently generate random
messages that satisfy local e-DP. Those messages are then “shuffled” so that the
potential adversary/attacker cannot identify which message originated from which
individual. The additional randomness of the shuffling amplifies the privacy to

(o(g.,/w),a)-m

Intuitively, shuffling is similar to subsampling with composition. Suppose we
repeatedly sample one individual uniformly at random and perform an &-DP com-
putation on their data and the number of repetitions is equal to the number of
individuals 7. We can analyze this as subsampling a 1/7 fraction (fixed size set)
composed 7 times. Privacy amplification by subsampling (Theorem 3.28) says
each repetition is &¢’-DP for ¢’ = log(1 + %(eg — 1)) = O(¢/n). Advanced
composition (Theorem 3.18) over the 7 repetitions yields (¢”,)-DP for ¢’ =

O(y/nlog(1/9) - &) = 0(8 . \/log(%).

In contrast, for shuffling, we sample without replacement, so no individual is
sampled more than once. This means the samples are not independent, so we can-
not appeal to the subsampling plus composition analysis. Nevertheless, this intu-
ition leads to the correct result.
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