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Chapter 8

Private Federated Learning

By Kallista Bonawitz, Peter Kairouz, Brendan McMahan
and Daniel Ramage

8.1 Introduction

Machine learning and data science are key tools in science, public policy, and the
design of products and services thanks to the increasing affordability of collect-
ing, storing, and processing large quantities of data. But centralized collection can
expose individuals to privacy risks and organizations to legal risks if data is not prop-
erly managed. Starting with early work in 2016 [McM+17; MR17], an expanding
community of researchers has explored how data ownership and provenance can be
made first-class concepts in systems for learning and analytics in areas now known as
FL (federated learning) and FA (federated analytics). With this expanding commu-
nity, interest has broadened from the initial work on federations of mobile devices to
include FL across organizational silos, IoT (Internet of Things) devices, and more.
In light of this, Kairouz et al. [Kai+19] proposed a broader definition that empha-
sized data locality. Since this definition was proposed, the field has continued to
mature, revealing new challenges related to scalability, verifiability, and operational
complexity. These challenges, particularly in the age of very large foundation mod-
els, have motivated a renewed focus on the core privacy properties of a system rather
than the specific location of computation. To better capture these evolving princi-
ples and aspirations, a new definition has been proposed in [Dal+24]:

287

Downloaded from http://ftp.nowpublishers.com/books/oa-edited-volume/chapter-pdf/11110342/978-1-63828-477-220251011en.pdf by guest on 08 July 2026



288 Private Federated Learning

Federated learning (FL) is a machine learning setting where multiple entities
(clients) collaborate in solving a machine learning problem, under the coordination of
a service provider. A complete FL system should enable clients to maintain full control
over their data, the set of workloads allowed to access their data, and the anonymiza-
tion properties of those workloads. FL systems should provide appropriate transparency
and control to the users whose data is managed by FL clients.

This updated perspective emphasizes that claims about a system’s privacy require
a nuanced description of how it addresses a multifaceted set of principles, a topic
we will explore throughout this chapter.

An approach very similar in both philosophy and implementation, recently
termed federated analytics [RM20], can be taken to allow data scientists to gen-
erate analytical insight from the combined information in decentralized datasets.
While the focus here is on FL, much of the discussion on technology and privacy
applies equally well to FA use cases.

Overview of the Chapter

This chapter provides a brief introduction to key concepts in federated learning and
analytics with an emphasis on how privacy technologies may be combined in real-
world systems and how their use charts a path toward societal benefit from aggregate
statistics in new domains and with minimized risk to the individuals and the orga-
nizations who are custodians of the data. After defining FL and contrasting it with
traditional centralized learning, we will discuss privacy in federated technologies,
examining data minimization techniques (Section 8.2) and data anonymization
methods using differential privacy (Section 8.3). We will also track the practical
evolution of these technologies, highlighting key production deployments. Finally,
the chapter discusses Federated Analytics, which broadens FL for performing data
science tasks on decentralized data (Section 8.4), and concludes by examining the
open challenges and future directions for the field.

8.1.1 Privacy Principals for Federated Learning and Analytics

To ground a more detailed discussion of FL, let us begin by clarifying the rele-
vant notions of privacy. Privacy is an inherently multifaceted concept, even when
restricted to the realm of the products and services offered by a technology com-
pany, which is the focus here. Four key components of privacy are highlighted in
this context: (1) transparency and consent, (2) data minimization, (3) anonymiza-
tion of released aggregates, and (4) verifiability.

Transparency and consent are foundational to privacy: they are how users of the
product/service both understand and approve of the ways in which their data will
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be used. Privacy technology cannot replace transparency and consent, but data-
stewardship approaches based on strong privacy technologies make it easier for all
parties involved to reason about which types of data usage might be possible (and
which are ruled out by design), thereby enabling clearer privacy statements that are
simpler to understand, verify, and enforce.

The role of privacy technology becomes more clear when considering specific
goals that can be advanced by computation on privacy-sensitive user data; for exam-
ple, improving a mobile keyboard suggestions based on user input to the virtual
keyboard. How can the keyboard be improved in as minimally invasive a manner
as possible? The computation goals are primarily the training of ML (machine-
learning) models (federated learning) and the calculation of metrics or other aggre-
gate statistics on user data (federated analytics). As we will see, both analytics and
(perhaps less obviously) machine learning can be accomplished via appropriately
chosen aggregations over (possibly preprocessed) user data. In this context, special-
izations of three of the above-mentioned broad privacy principles apply:

• The principle of data minimization, as applied to aggregations, includes the
objective to collect only the data needed for the specific computation (focused
collection), to limit access to data at all stages, to process individuals’ data as
early as possible (early aggregation), and to discard both collected and pro-
cessed data as soon as possible (minimal retention). That is, data minimiza-
tion implies restricting access to all data to the smallest set of people possible,
often accomplished via security mechanisms, such as encryption at rest and
on the wire, access-control lists, and also more nascent technologies such as
secure multiparty computation and trusted execution environments, to be
discussed later.

• The principle of data anonymization captures the objective that the final
released output of the computation does not reveal anything unique to an
individual. When this principle is specialized to anonymous aggregation, the
goal is that data contributed by any individual user to the computation has
only a small (limited, measured, and/or mitigated) influence on the final
aggregate output. For example, aggregate statistics including model parame-
ters, when released to an engineer—or beyond—should not vary significantly
based on whether any particular user’s data was included in the aggregation.
The XKCD comic shown in Figure 8.1 illustrates a humorous example where
this principle is not respected, but this memorization phenomenon has been
shown to be a real issue for modern deep networks [Car+19; Car+20].

• The principle of verifiability asserts that privacy claims should be verifiable,
ideally by users, external auditors, and the service provider itself. Mecha-
nisms supporting verification can include open sourcing relevant code and
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290 Private Federated Learning

Figure 8.1. Randall Munroe humorously captured the risks of allowing one user’s data too

much influence on the final model in xkcd.com/2169/.

systems designs, public ledgers, trusted execution environment hardware,
secure multi-party computation protocols, and alike.

The practical application of these privacy principles in production systems has
evolved significantly since the inception of FL. Table 8.1 summarizes this progres-
sion, contrasting how core privacy guarantees were implemented in early FL sys-
tems (circa 2017–2020) with more recent practices (2021–2024), and it outlines an
emerging state for the field, which we will discuss more in Section 8.3.2. The table
illustrates a clear trajectory towards stronger, more comprehensive, and externally
verifiable privacy protections.

By design, FL structurally embodies data minimization. Figure 8.2 compares
the federated approach to more standard centralized techniques. Critically, the
federated approach is architecturally designed to prevent the service provider
from accessing raw, unaggregated client data. In its classic implementation, this is
achieved by making data collection and aggregation inseparable: purpose-specific
transformations of client data are computed on-device and sent only for the pur-
pose of immediate aggregation. In newer paradigms that use confidential comput-
ing, this same principle is upheld through cryptography, where encrypted client
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Table 8.1. A summary of how different privacy principles are addressed under the FL

2017-2020 practice, the FL 2021-2024 practice, and an updated 2025+ goal-state based

on the new FL definition we propose. Adapted from [Dal+24].

Privacy Principles FL 2017–2020 FL 2021–2024 FL 2025–?

Data minimization Data remain on
devices; focused
updates and immediate
aggregation for model
training.

Trusted and cryptographic
aggregation methods can
additionally guarantee
unaggregated updates
invisible to the service
provider.

Secured data on device or cloud
with access verifiably limited to
specific workloads and
immediately revocable (or within
a short TTL).

Data
anonymization

No formal
anonymization, but
messages are collected
for the purpose of
immediate
aggregation.

Distributed DP can
provide acceptable utility
for some tasks, and
protection from an
honest-but-curious service
provider; central DP can
provide better utility, and
strong DP protection for
the model released to end
users but assumes a trusted
aggregator.

Achieve the utility of current
Central DP approaches, while
also offering strong protection
against even a malicious service
provider; users can verify that
only anonymized results are
released, and can enforce their
privacy preferences.

Transparency and
control

Users can choose
whether to participate
in training, and
potentially inspect the
on-device binaries and
network usage.

Users can additionally
inspect the source code of
some FL instances such as
Private Compute
Core [Mar+22], while
others remain closed
source and proprietary.

Users can view a
human-readable summary of the
purpose and (privacy) properties
of any computation their data
participated in, and those
properties can be verified. Users
can make fine-grained choices
about which FL workloads to
run, or delegate that power to an
organization of their choice.

Verifiability and
auditability

Where code is
open-sourced, it can be
inspected; verifying the
identity of the code
running on devices is
possible but difficult.

Same as FL 2017–2020 Client and server-side code
verify each others’ integrity via
remote attestation. Clients can
verify the data minimization and
anonymization properties of
server-side computation. Clients
and servers verify each others’
authenticity via (ideally
independent) Public Key
Infrastructure (PKI).

contributions are processed only within a verifiable, trusted execution environment.
In either architecture, analysts have no access to per-client messages. Federated
learning and federated analytics are instances of a general federated computation
schema that embodies these data-minimization practices. This contrasts sharply
with the typical approach of centralized processing, which replaces on-device pre-
processing and aggregation with bulk data collection, with the primary minimiza-
tion happening on the server only after the raw data has been logged.

Downloaded from http://ftp.nowpublishers.com/books/oa-edited-volume/chapter-pdf/11110342/978-1-63828-477-220251011en.pdf by guest on 08 July 2026



292 Private Federated Learning

The ML and analytics goals considered here are compatible with the objective of
anonymous aggregation. With ML, the goal is to train a model that generalizes well
to all users, without overfitting or memorizing the specifics of any individual’s data.
Similarly, with statistical queries, the goal is to estimate population-level statistics
that are not significantly influenced by any single contribution. However, achieving
this is a non-trivial challenge, as modern deep learning models have been shown to
be prone to memorizing rare or unique training examples, necessitating the use of
explicit privacy-enhancing technologies.

The federated paradigm strengthens its guarantees by combining its architectural
design with other techniques—particularly differential privacy (DP) and empirical
privacy auditing, which are treated in more depth later—to ensure released aggre-
gates are formally anonymous. This creates a system with built-in, technologically
enforced protections. This situation contrasts sharply with the privacy relationship
you might have with a bank or health-care provider, where the data anonymization
principle may not apply. In those interactions, trust in the provider to use sensitive
data only for its intended purpose remains the fundamental tenet.

A third foundational principle, which has grown in importance as FL has
matured, is verifiability. While data minimization and anonymization provide
strong theoretical protections, they historically required users to trust that the
service provider was correctly implementing the protocols. Verifiability addresses
this trust gap by enabling users and external auditors to cryptographically confirm
that the system is performing computations as promised. This principle became
central as technologies like trusted execution environments made it practical to
remotely attest to the code running on a server, ensuring that only approved,
privacy-preserving operations are ever performed on client data. This shifts the
model from simply trusting the provider’s policies to relying on verifiable, mathe-
matical guarantees.

8.1.2 Federated Learning Settings and Applications

As indicated earlier, the defining characteristics of FL include keeping raw data
decentralized and learning via aggregation. This assumption of locally generated
data—often heterogeneous in distribution and quantity—distinguishes FL from
more typical data center-based distributed learning settings, where data can be
arbitrarily distributed and shuffled, and any worker node in the computation can
access any of the data.

The role of a central orchestrator is practically useful and often necessary, as in
the case of mobile devices that lack fixed IP addresses and require a central server to
mediate device-to-device communication. It further constrains the space of relevant
algorithms, and helps to distinguish FL from more general forms of decentralized
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Figure 8.2. Federated learning and federated analytics are instances of a general feder-

ated computation schema that embodies data minimization practices. The more typical

approach of centralized processing replaces on-device preprocessing and aggregation

with data collection, with the primary minimization happening on the server during the

processing of the logged data.

learning, including peer-to-peer approaches. From the basic definition, two FL set-
tings have received particular attention:

• Cross-device FL, where the clients are large numbers of mobile or IoT devices.
• Cross-silo FL, where the clients are a typically smaller number of organiza-

tions, institutions, or other data silos.

Table 8.2, adapted from Kairouz et al. [Kai+19], summarizes the key characteristics
of the FL settings, highlights some of the key differences between the cross-device
and cross-silo settings, as well as contrasting with data center distributed learning.

Cross-device FL is now used by both Google [Bon+19] and Apple [Pau+21] for
Android and iOS phones, respectively, for many applications such as mobile key-
board prediction; cross-device FA is being explored for problems such as health
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Table 8.2. Typical characteristics of federated learning settings in contrast to traditional

single-data center distributed learning. Adapted from [Kai+19].

Data-center
Distributed Learning

Cross-Silo
Federated Learning

Cross-Device
Federated Learning

Setting Training a model on a
large but “flat” dataset.
Clients are compute
nodes in a single cluster
or data center.

Training a model on
siloed data. Clients are
different organizations
(e.g., medical or financial)
or data centers in
different geographical
regions.

The clients are a very
large number of mobile
or IoT devices.

Data Distribution Data is centrally stored,
so it can be shuffled and
balanced across clients.
Any client can read any
part of the dataset.

Data is generated locally and remains decentralized.
Each client stores its own data and cannot read the
data of other clients. Data is not independently or
identically distributed.

Orchestration Centrally orchestrated. A central orchestration server/service organizes the
training, but never sees raw data.

Distribution Scale Typically 1 – 1000
clients.

Typically 2 – 100 clients. Up to 1010 clients.

Client Properties Clients are reliable and almost always available to
participate in computations. Clients may be directly
addressed, and can maintain state across computa-
tion rounds.

Clients are often
unavailable and can only
be accessed by random
sampling from available
devices. For large
populations a single client
will typically only
participate once in a
given computation.

research (e.g., Google Health Studies). Since these early systems were described,
the deployment of FL in production has accelerated significantly. At Google, FL
powers numerous features in the Gboard mobile keyboard, including next-word
prediction, smart compose, and emoji suggestions [Har+18; Xu+23]. Further appli-
cations include keyword spotting for virtual assistants [Har+22], smart text selec-
tion in Android [HK23], and smart reply in Android Messages [Goo20b]. Apple
uses federated learning for features like scene identification in Photos [App23] and
understanding aggregate trends for Apple Intelligence [App25], while Meta has
developed systems for applications such as Ad prediction [Hub+22; Sto+22].

Cross-silo FL has received considerable attention as well. Health and medical
applications are a primary motivation, with significant investments from Nvidia,
IBM, and Intel, as well as numerous startups. Another application that is on the
rise is finance, with investments from WeBank, Credit Suisse, Intel, and others.
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8.1.3 Algorithms for Cross-device Federated Learning

Modern ML approaches, particularly deep learning, are generally data hun-
gry and compute intensive, and so the feasibility of the federated training of
production-quality models was far from a foregone conclusion. Much of our
early work, particularly [McM+17] focused on establishing a proof of concept.
This work introduced the federated averaging algorithm, which continues to see
widespread use, though many variations and improvements have been subsequently
proposed.

The core idea builds on the classic SGD (stochastic gradient descent) algorithm,
which is widely used for the training of ML models in more traditional settings. The
model is given as a function from training examples to predictions, parameterized
by a vector of model weights, and a loss function that measures the error between
the prediction and the true output (label). SGD proceeds by sampling a batch of
training examples (typically from 10s to 1000s), computing the average gradient of
the loss function with respect to the model weights, and then adjusting the model
weights in the opposite direction of the gradient. By appropriately tuning the size of
the steps taken on each iteration, SGD can be shown to have desirable convergence
properties, even for nonconvex functions.

The simplest extension of SGD to the federated setting would be to broadcast
the current model weights to a random set of clients, have them each compute the
gradient of the loss on their local data, average these gradients across clients at the
server, and then update the global model weights. SGD, however, often requires
105 or more iterations to produce a high-accuracy model. Back-of-the-envelope
calculations suggest a single iteration might take minutes in the federated setting,
implying federated training might take between a month and a year—outside the
realm of practicality.

The key idea of federated averaging is intuitive: Decrease communication and
startup costs by taking multiple steps of SGD locally on each device, and then aver-
age the resulting models (or model updates) less frequently. If models are averaged
after each local step, this reduces to SGD (and is probably too slow); if models are
averaged too infrequently, they might diverge and averaging could produce a worse
model. Is there a sweet spot in between? Empirically, the 2017 paper [McM+17]
showed that the answer is yes, demonstrating that moderate-sized language models
(e.g., for next-word prediction) and image-classification models could be trained in
fewer than 1,000 communication rounds. This reduces the expected training time
to a few days—still much slower than would be possible with a high-performance
compute cluster on centralized data, but within the realm of feasibility for real-
world production use.
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This algorithm also demonstrates the key privacy point mentioned earlier—that
model training can be reduced to the (repeated) application of a federated aggrega-
tion (the averaging of model gradients or updates), as in Figure 8.2.

In practice, FedAvg and its variants fit into a generalized two-stage optimization
framework where clients perform local updates using a client optimizer, and the
server applies the aggregated update using a server optimizer. This flexible structure
allows FL systems to incorporate advances from centralized training. For example,
adaptive optimizers like Adam or Yogi can be used on the server to significantly
improve performance, particularly for language tasks. This framework is also com-
patible with the integration of privacy technologies like differential privacy, as we
will see in Section 8.3.

8.1.4 Workflows and Systems for Cross-device Federated
Learning

Having a feasible algorithm for FL is a necessary starting point, but making cross-
device FL a productive approach for ML-driven product teams requires much more.
Based on Google’s experience deploying cross-device FL across multiple Google
products, the typical workflow often includes the following steps:

1. Identifying a problem well suited for FL. Typically this means a moder-
ately sized (1-50 MB) on-device model is desired; training data potentially
available on-device is richer or more representative than data available in the
data center; there are privacy or other reasons to prefer not to centralize the
data; and the feedback signal (labels) necessary to train the model are read-
ily available on-device (for example, a model for next-word prediction can
naturally be trained based on what users type if they ignore predicted next
words; an image-classification model would be harder to train unless inter-
action with the app naturally led to labeled images).

2. Model development and evaluation. As with any ML task, choosing the
right model architecture and hyperparameters (learning rates, batch sizes,
regularization) is critical to success in FL. The challenge can be bigger in the
federated setting, which introduces a number of new hyperparameters (e.g.,
number of clients participating in each round, how many local steps to take
before averaging). Often the starting point is to do coarse model selection
and tuning using a simulation of FL based on proxy data available in the
data center. Final tuning and evaluation must be conducted using federated
training on real devices, however, as the differences in data distribution, real-
world device fleet characteristics, and many other factors are impossible to
capture fully in simulation. Evaluation must also be conducted in a federated
manner: independent from the training process, the candidate global model
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is sent to (held-out) devices so that accuracy metrics can be computed on
these devices’ local datasets and aggregated by the server (both simple averages
and histograms over per-client performance are important). Taken together,
these needs give rise to two key infrastructure requirements: (1) providing
high-performance FL simulation infrastructure that allows a smooth transi-
tion to running on real devices; (2) a cross-device infrastructure that makes
it easy to manage multiple simultaneous training and evaluation tasks.

3. Deployment. Once a high-quality candidate model is selected in step 2, the
deployment of that model (e.g., making user-visible next-word predictions
in a mobile keyboard) typically follows the same procedures that are used for
a data center-trained model: additional validation and testing (potentially
including manual quality assurance), live A/B testing to compare to the pre-
vious production model, and a staged rollout to the full device fleet (poten-
tially several-orders-of-magnitude more devices than actually participated in
the training of the model).

It is worth emphasizing that all the work in step 2 has no impact on the user
experience of the devices participating in training and evaluation; models being
trained with FL do not make predictions visible to the user unless they go through
the deployment step. Ensuring this processing does not otherwise negatively impact
the device is a key infrastructure challenge. For example, heavyweight computation
might execute only when the devices are idle, plugged in, and on an unmetered
Wi-Fi network.

Figure 8.3 illustrates the model development and deployment workflows. Build-
ing a scalable infrastructure and compelling developer APIs for these workflows is
a significant challenge. A paper by Bonawitz et al. [Bon+19] provides an overview
of Google’s production system as of 2019. Since then, other large-scale systems
have been described by companies like Apple [Pau+21] and Meta [Hub+22], and a
new system for “confidential federated computations” was recently introduced by
Google [Eic+24; Dal+24]. These systems face common challenges related to scale,
client heterogeneity, and availability, but they have adopted different strategies to
manage them. For instance, while Google’s early system was designed around syn-
chronous rounds (with over-selection of clients to mitigate dropouts), Meta’s system
uses an asynchronous approach to improve robustness and efficiency.

8.1.5 Privacy for Federated Technologies

FL provides a variety of privacy advantages out of the box. In the spirit of data min-
imization, the raw data stays on the device, updates sent to the server are focused for
a particular purpose, ephemeral, and aggregated as soon as possible. In particular,
no non-aggregated data is persisted on the server; end-to-end encryption protects
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Figure 8.3. Components and phases of a cross-device FL system.

data in transit, and both the decryption keys and decrypted values are held only
ephemerally in RAM. ML engineers and analysts interacting with the system can
access only aggregated data. The fundamental role of aggregates in the federated
approach makes it natural to limit the influence of any individual client on the
output, but algorithms need to be carefully designed if the goal is to provide more
formal guarantees such as differential privacy.

Researchers at Google and beyond are strengthening the privacy guarantees that
an FL system can make. While the basic FL approach has proven feasible and gained
substantial adoption, its combination with other techniques described in this sec-
tion is still far from “on by default for most uses of FL.” Even as the state of the
art advances, inherent tensions with other objectives (including fairness, accuracy,
development velocity, and computational cost) will likely prevent a one-size-fits-
all approach to data minimization and anonymization. Thus, practitioners bene-
fit from continued advancement of research ideas and software implementations
for composable privacy enhancing techniques. Ultimately, decisions about privacy
technology deployment are made by product or service teams in consultation with
domain-specific privacy, policy, and legal experts. As privacy technologists, our obli-
gation is two-fold: to enable products to offer more privacy through usable FL
systems and, perhaps more importantly, to help policy experts strengthen privacy
definitions and requirements over time.

In analyzing the privacy properties of a federated system, it is useful to consider
access points and threat models. Building on Figure 8.3, one can ask what private
information might an actor learn with access to various parts of the system. With
access to the physical device or network? With root or physical access to the servers
providing the FL service? To the models and metrics released to the ML engineer?
To the final deployed model?
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Figure 8.4. Threat models for an end-to-end federated learning system. The goal of

the system is to release some models and metrics to the model engineer, and eventu-

ally deploy a model to production. Thus, anonymous aggregation is essential for these

released outputs of the computation. Data minimization approaches can address poten-

tial threats to the device, network, and server, e.g. improving security and minimizing the

retention of data and intermediate results.

The number of potentially-malicious parties varies dramatically as information
flows through this system. A very small number of parties should have physical or
root access to the coordinating server, for example, but nearly anyone might be able
to access the final model shipped out to a large fleet of smartphones.

Privacy claims must therefore be assessed for a complete end-to-end system. A
guarantee that the final deployed model has not memorized user data may not
matter if suitable security precautions are not taken to protect the raw data on device
or an intermediate computation state in transit. Other techniques can provide even
stronger guarantees.

Figure 8.4 shows threat models for an end-to-end FL system and the role of data
minimization and anonymous aggregation. Data minimization addresses potential
threats to the device, network, and server by, e.g., improving security and minimiz-
ing the retention of data and intermediate results. When models and metrics are
released to the model engineer or deployed to production, anonymous aggregation
protects individuals’ data from parties with access to these released outputs.

8.2 Data Minimization for Federated Aggregation

At several points in a federated computation, the participants expect one another
to take the appropriate actions, and only those actions. For example, the server
expects the clients to execute their preprocessing step accurately; the clients expect
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the server to keep their individual updates a secret until they have been aggregated;
both the clients and the server expect that neither the data analyst nor the deployed
ML model user will be able to extract an individual’s data; and so on.

Privacy-preserving technologies support the structural enforcement of these
interparty expectations, preventing participants from deviating even if they hap-
pen to be malicious or compromised. In fact, FL systems can be viewed as a kind
of privacy-preserving technology in themselves, structurally preventing the server
from accessing anything about a client’s data that was not included in the update
submitted by that client.

Take, for example, the aggregation phase of FL. An idealized system might imag-
ine a completely trusted third party who aggregates the clients’ updates and reveals
only the final aggregate to the server. In reality, no such mutually trusted third
party typically exists to play this role, but various technologies allow an FL system
to simulate such a third party under a wide range of conditions.

For example, a server could run the aggregation procedure within a secure
enclave—a specially constructed piece of hardware that can not only prove to the
clients what code it is running, but also ensure that no one (not even the hardware’s
owner) can observe or tamper with the execution of that code. Currently, however,
the availability of secure enclaves is limited, both in the cloud and on consumer
devices, and available enclaves may implement only some of the desired enclave
properties (secure measurement, confidentiality, and integrity [Sub+17]). More-
over, even when available and full-featured, secure enclaves may come with addi-
tional limitations, including very limited memory or speed; vulnerability to data
exposure via side channels (e.g., cache-timing attacks); difficult-to-verify correct-
ness (because of proprietary implementation details); dependence on manufacturer-
provided attestation services (and key secrecy); etc.

Distributed cryptographic protocols for secure multiparty computation can be
used collaboratively to simulate a trusted third party without the need for special-
ized hardware, so long as a sufficiently large number of the participants behave hon-
estly. While secure multiparty computation for arbitrary functions remains com-
putationally prohibitive in most cases, specialized secure aggregation algorithms
for vector summation in the federated setting have been developed that provably
preserve privacy even against an adversary that observes the server and controls a
significant fraction of the clients, while maintaining robustness against clients drop-
ping out of the computation [Bon+17]. Such algorithms are both:

• Communication efficient - O(log n+ l) communication per client, where n
is the number of users and l is the vector length, with small constants yielding
less than twice the communication of aggregation in the clear for a wide range
of practical settings; and
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• Computation efficient - O(log(2n) + l log n) computation per client
[Bel+20].

Cryptographic secure aggregation protocols have been deployed in commer-
cial federated computing systems for years [Bon+19; RM20]. The development of
highly efficient algorithms [Bel+20] has been critical for this, enabling the aggrega-
tion of updates for models with millions of parameters from thousands of clients
per round. This technology is now used in production to train Gboard language
models and Android smart selection models [Xu+23; Zha+23; HK23].

Beyond private aggregation, privacy-preserving technologies can be used to
secure other parts of an FL system. For example, either secure enclaves or cryp-
tographic techniques (e.g., zero knowledge proofs) can ensure that the server may
trust that clients have preprocessed faithfully. Even the model broadcast stage can
benefit: For many learning tasks, an individual client may have data relevant to
only a small portion of the model; in this case, the client can privately retrieve just
that segment of the model for training, again using either secure enclaves or cryp-
tographic techniques (e.g., private information retrieval) to ensure that the server
learns nothing about the segment of the model for which the client has relevant
training data.

8.3 Data Anonymization for Federated Aggregation

While secure enclaves and private aggregation techniques can strengthen data mini-
mization, they are not designed specifically to produce anonymous aggregates—for
example, limiting the influence of a user on the model being trained. Indeed, a
growing body of research suggests that the learned model can (in some cases) leak
sensitive information [Car+19; Car+20].

The gold-standard approach to data anonymization is DP (differential privacy)
[DMNS06]. For a generic procedure that aggregates records in a database, DP
requires bounding any record’s contribution to the aggregate and then adding an
appropriately scaled random perturbation. For example, as discussed in Section 7.4
of Chapter 7, in DP-SGD (differentially private stochastic gradient descent) you
clip the ℓ2 norm of the gradients, aggregate the clipped gradients, and add Gaussian
noise in each training round [SCS13; BST14; Aba+16].

Differentially private algorithms are necessarily randomized, and hence you can
consider the distribution of models produced by an algorithm on a particular
dataset. Intuitively, differential privacy says this distribution over models is sim-
ilar when the algorithm is run on input datasets that differ by a single record.
Formally, DP is commonly quantified by privacy loss parameters (ε, δ), where a
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smaller (ε, δ) pair corresponds to increased privacy. A randomized algorithm A is
(ε, δ)-differentially private if for all possible outputs (e.g., models) m, and for all
datasets D and D′ that differ in at most one record:

Pr (A(D) = m) ≤ eεPr
(
A(D′) = m

)
+ δ. (8.1)

This goes beyond simply bounding the sensitivity of the model to each record by
adding noise proportional to any record’s influence, therefore ensuring sufficient
randomness to mask any one record’s contribution to the output. For a review of
Differential Privacy and its properties, please see Chapter 1.

8.3.1 Privacy Units

In the context of cross-device FL, a record is typically defined as all the training
examples of a single user/client [MRTZ18]. This notion of DP is referred to as
user-level DP and is stronger than example-level DP where a record corresponds
to a single training example, because in general one user may contribute many
training examples. Even in centralized settings, FL algorithms are well suited for
training with user-level DP guarantees, because they compute a single update to
the model from all of a user’s data, making it much easier to bound each user’s total
influence on the model update (and hence final model).

In the context of cross-silo FL, the unit of privacy can take on a different mean-
ing. For example, it is possible to define a record as all the examples on a data silo
if the participating institutions want to ensure that an adversary who has access
to the model iterates or final model cannot determine whether or not a particular
institution’s dataset was used in the training of that model. User-level DP can still
be meaningful in cross-silo settings where each silo holds data for multiple users.
Enforcing user-level privacy, however, may be more challenging if multiple institu-
tions have records from the same user.

8.3.2 The Differentially Private Federated Averaging
(DP-FedAvg) Algorithm

The easiest way to train federated models with user-level DP is to extend the Fed-
erated Averaging (FedAvg) algorithm in the following ways:

• When on-device training is completed, the model update is clipped to bound
the ℓ2 sensitivity of the update.

• Once the server has aggregated all the clipped model updates, it adds Gaussian
noise.
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Algorithm 7 A Single Round of Differentially Private Federated Averaging (DP-
FedAvg)

1: Parameters: Model update xi for each client i; ℓ2 clip norm c > 0; Target
noise variance σ 2 > 0

2: function ClientProcedure(xi, c)
3: return x̂i = min(1, c/∥xi∥2) · xi ▷ Clip model update locally
4: end function

5: function ServerProcedure(x̂1, · · · , x̂n, σ 2)
6: return x̄ = 1

n

∑
i x̂i +N (0, σ 2I) ▷ Add Gaussian noise on the server

7: end function

This is shown in Algorithm 7. We note that Algorithm 7 uses a fixed ℓ2 clip
norm of c. Observe that for a fixed target ε, σ (the noise’s standard deviation) has
to scale linearly with c. On the one hand, choosing a small c implies a smaller σ

but leads to (potentially) higher bias as it may lead to more frequently clipping of
model updates. On the other hand, choosing a large c implies a larger σ , increasing
the variance of per-round gradient estimate. Thus, there is no good a priori setting
of the clipping norm across tasks and learning settings: the model update norm
distribution depends on the model architecture and loss, the amount of data on
each device, the client learning rate, and possibly various other parameters.

To resolve this issue, [ATMR21] proposes a method wherein instead of a fixed
clipping norm, one clips to a value at a specified quantile of the model update norm
distribution, where the value at the quantile is itself estimated online, with differen-
tial privacy. The method tracks the quantile closely, uses a negligible amount of pri-
vacy budget, is compatible with other federated learning technologies such as com-
pression and secure aggregation, and has a straightforward joint DP analysis with
DP-FedAvg. Experiments demonstrate that adaptive clipping to the median update
norm works well across a range of realistic federated learning tasks, sometimes out-
performing even the best fixed clip chosen in hindsight, and without the need to
tune any clipping hyperparameter. The implementation details can be found in
Algorithm 1 of [ATMR21].

8.3.3 Formal Privacy Guarantees for Cross-Device FL

While it is easy to add DP to the FedAvg algorithm, providing a formal (ε, δ) is
more complex and requires mathematical care. Providing formal (ε, δ) guarantees
in the context of cross-device FL systems can be particularly challenging because the
set of all eligible users is dynamic and not known in advance, and the participating
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users may drop out at any point in the protocol [Bon+19; Bal+20]. To address
this challenge, Kairouz et al. [Kai+21] propose a concrete approach to overcome
these challenges based on the DP-FTRL (“DP-Follow-The-Regularized-Leader”)
algorithm, described in detail in Section 6.3.2. This method was recently used to
train and launch a federated language model with a rigorous DP guarantee [MT21].
In fact, this approach, assuming an honest server for noise addition, has been used
to train and launch over thirty Gboard language models with meaningful, formal
(ε, δ)-DP guarantees, with ε values in the range of [0.994, 13.69] for δ = 10−10

[Xu+23].
The primary difference between DP-FTRL and DP-SGD methods is that DP-

FTRL uses correlated noise instead of independent noise in each training round.
For an in-depth treatment of this topic, we direct the review to the comprehensive
monograph by Pillutla et al. [Pil+25].

8.3.4 Distributing Trust in Differentially Private Federated
Learning

Over the past decade, an extensive set of techniques has been developed for dif-
ferentially private data analysis, particularly for the central or trusted-aggregator
setting, where the raw (or minimized) data is collected by a trusted service provider
that implements the DP algorithm. Another area of significant interest is the local
model of DP [Kas+08], where the data is perturbed on the client side before it is
collected by a service provider (see also Chapter 2 of this book for an extensive dis-
cussion about Local DP). Local DP avoids the need for a fully trusted aggregator,
but it is now well established that local DP leads to a steep hit in accuracy.

To recover the utility of central DP without having to rely on a fully trusted
central server, a set of approaches, often referred to as distributed DP, can be used
[Bit+17; KLS21; AKL21]. The goal is to render the output differentially private
before it becomes visible (in plaintext) to the server. Under distributed DP, clients
first compute minimal application-specific reports, perturb these slightly with ran-
dom noise, and then execute a private aggregation protocol. The server then has
access only to the output of the private aggregation protocol. The noise added
by individual clients is typically insufficient for a meaningful local DP guarantee
on its own. After private aggregation, however, the output of the private aggrega-
tion protocol provides a stronger DP guarantee based on the total sum of noise
added across all clients. This applies even to someone with access to the server
under the security assumptions necessary for the private aggregation protocol. This
approach has been used in production to train smart text selection models in
Android [HK23], although achieving strong formal DP guarantees can be chal-
lenging in practice due to difficulties with techniques like privacy amplification via
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sampling in large-scale cross-device federated systems. A very nascent line of work
explores how to physically distribute DP-FTRL based algorithms across partici-
pating devices (see [Bal+24]), but more work is needed to make these approaches
feasible in practice at scale.

For the sake of completeness, we briefly summarize a distributed DP via secure
aggregation protocol based on the distributed discrete Gaussian mechanism in
Algorithm 8. The implementation details can be found in [KLS21].

Algorithm 8 A single round of the Distributed Discrete Gaussian Mechanism

Parameters: Model update xi ∈ Rd for each client i; ℓ2 clip norm c > 0;
Target noise variance σ 2 > 0; Secure Aggregation’s modulus M ∈ N; A random
rotation matrix Urotate; A large scaling parameter s

function ClientProcedure(xi, c, M , σ 2, Urotate, s)
Clip and scale xi so that ||x′i||2 < s · c
Randomly rotate vector: x′′i = Urotate · x′i
Stochastically round x′′i to obtain x′′′i ∈ Zd

Compute Zi = x′′′i +NZ(0, σ 2) mod M , whereNZ is the discrete Gaussian
noise

return Zi ∈ Zd
M

end function

S =
∑

i Zi mod M : the output of the Secure Aggregation protocol

function ServerProcedure(S, Urotate, s)
return (1/s)U T

rotateS ▷ Unscale and unrotate the output of Secure
Aggregation
end function

Significant practical challenges arise when physically distributing the DP mech-
anism and employing private aggregation to limit an honest-but-curious server’s
view to a DP aggregate in each round. First, the required multi-round cryptographic
communications are computationally intensive and introduce high network over-
head, which can account for the vast majority of training time. Further, these sys-
tems are fragile and highly susceptible to client dropouts, a common occurrence
in real-world federated settings. When a client drops out, its noise contribution is
lost, which can compromise the formal DP guarantee by making the final aggregate
less noisy than required by the privacy budget. Second, the approach presented in
Algorithm 8 distributes DP mechanisms that add independent Gaussian noise in
every round (e.g DP-FedAvg), but it is not capable of distributing DP mechanisms
that add correlated Gaussian noise across training rounds (e.g. DP-FTRL), which
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is necessary for achieving formal DP guarantees in the context of cross-device FL.
Third, this approach is susceptible to Sibyl attacks since a malicious could (in the-
ory) control all but one of the devices participating in a training round, reducing
the privacy guarantee substantially.

To address these challenges, a new approach, called Confidential Federated
Computations (CFC), was recently introduced [Eic+24; VR25]. CFC leverages
hardware-based Trusted Execution Environments (TEEs), which create a secure,
isolated enclave on the server where data can be processed in a confidential and
tamper-proof manner, inaccessible even to the server operator. This architecture
makes it possible to deploy high-utility DP algorithms that use correlated noise
across training rounds without the need for a trusted server, closing the utility gap
while providing strong, verifiable privacy.

The framework’s verifiability is built on a “chain of trust” that begins on the
user’s device. Before uploading, data is encrypted and cryptographically bound to
a specific, publicly auditable “Access Policy” that dictates exactly which computa-
tions are permitted to process it. A TEE-hosted service called the “Ledger” acts as
a keymaster, only releasing decryption keys to other TEEs that use cryptographic
attestation to prove they are running an authorized, open-source computation from
the policy.

A primary early application of this system is Confidential Federated Analyt-
ics, which was deployed to improve Google Keyboard (Gboard). In particular, it
was used to discover new, frequently typed out-of-vocabulary Indonesian words.
In the past, this task relied on locally DP protocols like TrieHH [Zhu+20], which
struggled to detect rare words or work well in low-volume languages due to high
noise. With CFC, user devices submit encrypted local data to a server-side TEE
that runs a verified DP histogram algorithm, enabling Google to extract useful
aggregate insights with far lower noise and tighter privacy guarantees (ε = ln 3 per
week, per device). The system successfully uncovered 3,600 missing words in just
two days, showcasing both improved utility and user trust through verifiability and
hardware-enforced privacy. The application of CFC in the context of training a
model on federated data is widely believed to be possible but has not happened yet.

8.3.5 Complementary Privacy Auditing Empirical Techniques

For an algorithm to provide a formal user-level DP guarantee, it must not only
bound the sensitivity of the model to each user’s data, but also add noise propor-
tional to that sensitivity. While the addition of sufficient random noise is required
to ensure a small enough ε for the DP definition itself to offer a strong guarantee,
empirically it has been observed that limiting sensitivity even with small amounts of
noise (or no noise at all) can significantly reduce memorization [Ram+20]. This gap
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is to be expected, as DP assumes a “worst-case adversary” with infinite computation
and access to arbitrary side information. These assumptions are often unrealistic in
practice. Thus, there are substantial advantages to training using a DP algorithm
that limits each user’s influence, even if the explicit random noise introduced into
the training process is not enough to ensure a small ε formally. Nevertheless, design-
ing practical FL and FA algorithms that achieve small ε guarantees is an important
area of ongoing research.

Model auditing techniques can be used to further quantify the advantages of
training with DP [Car+19; Car+20; Ram+20]. These techniques are empirical in
nature and can be applied during or after training. They broadly include techniques
that quantify how much a model overlearns (or memorizes) unique or rare training
examples and techniques that quantify to what extent it is possible to infer whether
or not a user’s examples were used during training. These auditing techniques are
useful even when a large ε is used, as they can quantify the gap between DP’s worst-
case adversaries and realistic ones with limited computational power and side infor-
mation. They can also serve as a complementary technology for pressure-testing DP
implementations: unlike the formal mathematical statements of DP, these auditing
techniques are applied to complete end-to-end systems, potentially catching soft-
ware bugs or mis-chosen parameters.

Some additional discussion regarding auditing the information leakage of a sys-
tem is presented in Chapter 16.

8.4 Federated Analytics

The focus of this chapter so far has primarily been on FL. Beyond learning ML
models, data analysts are often interested in applying data science methods to the
analysis of raw data that is stored locally on users’ devices. For example, analysts may
be interested in learning aggregate model metrics, popular trends and activities, or
geospatial location heatmaps. All of this can be done using FA [RM20]. Similar
to FL, FA works by running local computations over each device’s data and mak-
ing only the aggregated results available to product engineers. Unlike FL, however,
FA aims to support basic data science needs, such as counts, averages, histograms,
quantiles, and other SQL-like queries. Two prominent examples of FA in practice
are: (1) its use in Google Health Studies to power privacy-preserving health research
[Goo20a], and (2) its use for environmental studies to provide cities with critical
information about transportation-related greenhouse gas emissions, derived from
aggregated and anonymized Google Maps Timeline [Bia+24].

Consider an application where an analyst wants to use FA to learn the 10 most
frequently played songs in a music library shared by many users. The federated and
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privacy techniques discussed above can be used to perform this task. For example,
clients can encode which songs they have listened to into a binary vector of length
equal to the size of the library and use distributed DP to ensure that the server sees
only a differentially private sum of these vectors, giving a DP histogram of how
many users have played each song. As this example illustrates, however, FA tasks
can differ from FL ones in several ways:

1. FA algorithms are often noninteractive and involve rounds with a large
number of clients. In other words, unlike FL applications, there are no
diminishing returns from having more clients in a round. Therefore, apply-
ing DP is less challenging in FA since each round can contain a large number
of clients, and fewer rounds are needed.

2. There is no need for the same clients to participate again in later rounds.
In fact, clients that participate again may bias the results of the algorithm.
Therefore an FA task is best served by an infrastructure that limits the number
of times any individual can participate.

3. FA tasks are typically sparse, making efficient private sparse aggregation a par-
ticularly important topic; many open research questions exist in this space.

It is worth noting that while limiting client participation and sparse aggregation are
particularly relevant to FA, they have applications for FL problems as well.

8.5 Concluding Remarks

We are optimistic that FL will continue to expand, both as a research field and as
a set of practical tools and software systems that allow applications by more people
to more types of data and problem domains.

Despite this progress, significant challenges remain. The first is scaling to
the enormous size of modern foundation models, whose multi-billion parameter
counts are orders of magnitude larger than what current cross-device FL systems
can handle due to on-device compute, memory, and network constraints. Second,
providing strong, externally verifiable privacy guarantees for server-side computa-
tions remains a difficult open problem, particularly in defending against a malicious
service provider. Finally, the operational complexity of coordinating training across
millions of heterogeneous and unreliable devices creates persistent system-level hur-
dles that can hinder broader adoption.

A promising path forward, which embodies the updated, property-centric defini-
tion of FL, involves leveraging confidential cloud computing. Recent proposals out-
line a paradigm of Confidential Federated Computations [Eic+24], where clients
encrypt their data before upload. This data can then only be processed inside a
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server-side Trusted Execution Environment (TEE) running a verifiably open-source
workload. A trusted ledger service ensures that decryption keys are only released to
approved, privacy-preserving workloads (e.g., a workload that provably implements
a DP aggregation algorithm). This approach could resolve the scalability bottleneck
by moving heavy computation off-device, enabling federated training of large mod-
els, while simultaneously strengthening privacy by providing verifiable, end-to-end
guarantees about how data is processed, regardless of its location. This evolution
represents an exciting next chapter for the field, aiming to achieve stronger privacy
with greater flexibility and scale.

For those interested in learning more about active research directions, the recent
vision paper “Federated Learning in Practice: Reflections and Projections” discusses
the evolution of FL, latest advances and deployments, lingering and emerging chal-
lenges, and the future of federated technologies [Dal+24]. The relatively established
monograph “Advances and Open Problems in Federated Learning” provides a broad
survey, with coverage of important topics not covered in this chapter, including
personalization, robustness, fairness, and systems challenges [Kai+19]. If you are
interested in a more hands-on introduction to FL, such as trying out algorithms in
a simulation environment on either your own data or standard data sets, the Google
Parfait GitHub library is a great place to start. It contains many examples that can
be executed and modified on the fly in the browser using Google Colab.
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