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Chapter N

Image and Video Data Analysis

By Liyue Fan

11.1 Introduction

Image and video data have been increasingly generated and their analysis is ubig-
uitous in our daily life. The richness of visual data as well as recent technological
advances in computer vision inflict great privacy concerns. Classic differential pri-
vacy, which originated in statistical databases, has been applied to generating aggre-
gate statistics or training machine learning models, while protecting the privacy of
input data. The rigorous nature of DP makes it desirable for protecting sensitive
information that can be inferred from image and video data. As a recent research
direction, this chapter discusses the role of differential privacy in image and video
analysis, especially the developments in sanitizing image and video data. Specif-
ically, we will look at DP notions that aim to quantify sensitive information in
image and video data. Furthermore, we will introduce practical privacy and quality
measures for evaluating DP methods. We realize that much of the image and video
analysis is based on machine learning techniques, and thus direct interested readers
to Part II for learning with differential privacy.

As a society, we collectively generate massive amounts of image and video data at
a high speed. Studies show that photo-sharing is one of the most common activities
of over two-thirds of American adults who now use social media [Dugl5; Smil7].
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388 Image and Video Data Analysis

(a) Blurred face of a survivor of human traffick-
ing [UNO10].

(b) Mosaic faces in a polic ?zﬁd [Ait16].

Figure 11.1. Example news images where faces have been obfuscated for privacy (best
when zoom).

Approximately 1,000 Terabytes of video data are generated every minute [Kno13]
from social media sites to surveillance cameras. Applications that rely on image and
video data are ubiquitous, from surveillance to tele-medicine, from facial recogni-
tion to eye tracking. In this chapter we will look at the application of differential
privacy to image and video data and understand how DP methods intersect with
image and video applications.

111 Perceptions and Expectations for Visual Privacy

Visual anonymity in images and videos is very important for communication
research and modern journalism. By providing anonymity, individuals are able to
speak more freely [An0o98; Mar01; Sco04], e.g., for conveying sensitive informa-
tion, expressing marginalized views, and protecting them from retaliation or subse-
quent contact. Currently visual anonymity is often achieved by blurring or mosaic-
ing faces in pictures and video clips. Figure 11.1 shows two examples where visual
anonymity is necessary for those being photographed.

Furthermore, privacy is a significant concern in social media [SCB17] and digital
surveillance [WR14]. Researchers have studied the human perceptions of sensitive
visual content [LTKC18], shared privacy expectations for online images [Hoy+20],
as well as the impact on the viewer’s experience when transforming parts of images
for enhanced privacy [Li+17; Has+18]. Examples of content categories commonly
deemed sensitive in image and video data are identity, children, nudity, and medical
condition (e.g., hospital stay).

Moreover, laws and regulations protect the privacy of image and video data.
The HIPAA privacy rule requires that full-face photographs and any comparable
images must be removed under the Safe Harbor Method. Photographs that can be
linked to a patient are considered identifiable information, and therefore, they are
subject to HIPAA requirements [NBB19]. The General Data Protection Regulation
(GDPR), effective since 2018, aims to increase the privacy of the European Union’s
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Introduction 389

citizens and visitors. It is important for organizations and businesses to consider
image and video data as “personal data" or “sensitive personal data” in GDPR terms,
and implement and ensure privacy protection accordingly.

1.1.2 Existing Privacy Methods

Various privacy solutions have been proposed for image and video analysis. We
categorize commonly adopted image and video privacy methods that do not depend
on differential privacy in the following groups.

¢ Standard obfuscation. Popular image obfuscation techniques are pixelization
(also referred to as mosaicing), blurring, and masking. The goal is to obscure
the content such that it is no longer recognizable. Pixelization can be achieved
by superposing a rectangular grid over the original image and averaging the
color values of the pixels within each grid cell. On the other hand, blur-
ring, i.e., Gaussian blur, removes details from an image by convolving the
2D Gaussian distribution function with the image. Social media platforms
may provide their own implementations, e.g., YouTube face blur [SP17] for
video uploads. Masking replaces sensitive content with uninformative pixel
values, e.g., a solid rectangle of black pixels over a face.

¢ Fusion and perturbation. Image fusion and perturbation have also been
adopted for visual privacy. For instance, Newton et al. [NSMO5] proposed to
achieve k-anonymity for a set of face images. Their method, named /-same,
“averages” face data for a group of individuals, such that each face in the pub-
lished dataset appears at least £ times. In [OR15], a face “morphing” scheme
was proposed where the input face image is mixed with another face image
to suppress gender information. Recent works, such as [MRR18; RGRB19],
show the promise of adversarial perturbations. In [MRR18], perturbed face
images could confound gender classifiers, while preserving the accuracy of
face matchers. In [RGRB19], adversarial images were created by using a fast
flipping attribute technique, and were able to fool DNNs networks in pre-
dicting binary facial attributes.

¢ Cryptography. A number of cryptography-based solutions have been devel-
oped to utilize untrusted service providers for image storage, sharing, and
analysis. For instance, P3 [RGO13] enables privacy-preserving image sharing
by encrypting the significant DCT coefficients, and authorized recipients can
decrypt and reconstruct the input image. Furthermore, several approaches
have been proposed to perform analysis on encrypted image data, e.g., for

privacy-preserving image retrieval [Xia+16], extracting features [HLP12],
and learning models [BCCW19].
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390 Image and Video Data Analysis

11.1.3 Privacy Risks

Here we review a range of privacy risks associated with sharing image and video
data. An in-depth discussion on privacy inference attacks in machine learning mod-
els is available in Chapter 5.

Re-identification

Given obfuscated image data, re-identification attacks aim to predict the identity
of individuals or the class label of objects. For example, McPherson et al. [MSS16]
developed neural network-based models which could be trained to re-identify faces
and hand-written digits, and to recognize objects, on images obfuscated with pix-
elization, YouTube face blur [SP17], and P3 [RGO13] image sharing system. The
re-identification rate of faces is up to 98%, after performing pixelization with a rel-
atively large window, e.g., 16 x 16 pixels. Similarly, Hill et al. [HZSS16] showed
that text obfuscated by pixelization can be reconstructed with a large accuracy using
hidden Markov models (HMM). Those attack results show that existing image
obfuscation techniques may yield unrecognizable images by human users, but state-
of-the-art image recognition algorithms, e.g., deep learning based techniques, can
successfully recover sensitive information.

Attribute Inference

In biometric template matching, visual data is utilized for recognition. Attribute
inference refers to the estimation of other personal attributes, such as gender, age,
and facial expression. Dantcheva et al. [DER15] surveyed techniques to extract
a range of soft biometrics, such as face, body, fingerprint, hand, and iris, from
image and video data, and recent results on the accurate estimation of demographic
attributes (e.g., age, gender, race and ethnicity) and medical attributes (e.g., health
and body weight). Wang and Kosinski [WK18] showed that sexual orientation can
be inferred from facial images, with an accuracy of around 83% to 91%.

Model Inversion

When machine learning models are shared, sensitive training data may be recon-
structed via model inversion attacks. Image analysis models have been targeted in
model inversion. Fredrikson et al. [FJR15] reconstructed face images from trained
neural network models for facial recognition. Zhang et al. [Zha+20] proposed sev-
eral techniques to reconstruct images with higher quality. As seen in Figure 11.2,
the reconstructed image needs not be perfect in order for human or algorithms to
recognize the identity information. It is reported that human users can identify the
reconstructed faces with an average of 80% accuracy [FJR15], and using state-of-
the-art classifiers the reconstructed faces can be identified with accuracy of up to

82% [Zha+20].
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(b)

Figure 11.2. Example training image (a) and reconstructed image (b) given an identity
label and a trained facial recognition model [FJR15].

Membership Inference

Membership inference tells whether a given record is present in the input dataset
which is used to produce certain outputs, e.g., aggregate statistics, recommender
systems, and machine learning models. Recent work studied membership inference
attacks on image models [SSSS17; HRSF20]. An adversary is able to learn whether
an image is part of the training set that produced a given model, by exploiting
overfitting artifacts on training data.

1M.1.4 Application of Differential Privacy

Differential privacy (DP) has become the state-of-the-art privacy paradigm for sta-
tistical databases. As introduced in Chapter 1, in central DP model, a trusted server
is responsible for data aggregation and analysis, and the presence of any record in
the input is protected. In the /oca/ DP model (see Chapter 2), the server is no longer
trusted, and the exact value of each input record is protected. There are two general
approaches for applying DP to image and video analysis as follows.

¢ Training Machine Learning Models. In image and video analysis, DP can
be applied to training models while protecting the presence of each training
sample. For instance, Abadi et al. [Aba+16] proposed differentially private
stochastic gradient descent (DP-SGD) for deep learning and the moment
accountant (MA) technique to account for differential privacy across train-
ing epochs. With training data are distributed at different sites, DP can be
achieved in a federated learning setup [Li+19], or via private aggregation of
teacher ensembles [Pap+16]. Recently, DP has also been applied to train gen-
erative adversarial networks to produce synthetic images [Xie+18; TKP19].

¢ Sanitizing Image and Video Data. A different approach is to apply DP to
sanitizing sensitive information in image and video data, and the sanitized
data can be shared with untrusted parties for further analysis. Figure 11.3
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Figure 11.3. Differential Privacy Setting for Sanitizing Image and Video Data. Note that a
video is a sequence of images, also known as video frames.

depicts such a setting where a data owner wishes to share image or video data
with untrusted recipients, e.g., researchers, servers, or the greater public. The
data owner must sanitize the data prior to its publication, in order to guar-
antee DP. Thanks to the resistance to post-processing [DR+14], any analysis
performed on the sanitized data would not inflict additional DP cost.

In-depth analysis of DP for machine learning, including its applications and
challenges, is conducted in other chapters of the book. Therefore, in this chapter
we primarily discuss the second approach, where DP is applied to sanitizing image
and video data. We identify two main advantages of the sanitization approach: (1)
it offers resistance to post-processing, as mentioned above; (2) it is compatible with
personalized privacy, e.g., user-specified ¢ and J values for DP guarantees. Those
properties would make DP highly desirable for conducting privacy-preserving anal-
ysis and for meeting users’ privacy needs.

Overview of the Chapter

In the rest of the chapter, we will introduce challenges of applying DP to image and
video data sanitization and review the progress of the research community to this
date (Section 11.2). In addition to theories, in Section 11.3 we will also introduce
important practical privacy protections and utility measures that methods with DP
guarantees should keep in mind. Finally, in Section 11.4, we will discuss challenges
should be addressed in collaboration with other communities, such as understand-
ing the user perceptions and the deployment in real systems.

11.2 Sanitizing Image and Video Data with DP

In this section, we introduce challenges of applying DP to image and video data
sanitization and review the progress made by the research community. Recall our
problem setting in Figure 11.3. The sanitization algorithm operates on image or

Downl oaded from http://ftp. nowpublishers. com books/ oa-edit ed-vol une/ chapt er - pdf/11110390/ 978- 1- 63828- 477- 220251015en. pdf b



Sanitizing Image and Video Data with DP 393

video data, such that the output does not allow an adversary (e.g., researchers or
the greater public) to infer much about sensitive information in the input data.

The key question to address by DP methods in image and video settings is:
what information is protected by DP? Not surprisingly, this question also helps us
categorize and comparatively analyze recent developments in DP for image/video
data made by the research community. With this question in mind, we introduce
challenges and solutions for sanitizing image and video data with DP. Recall that a
video is a sequence of images, i.e., video frames. We will start our discussion with
image sanitization, i.e., obfuscation.

11.2.1 Pixel-Level Privacy for Images

For simplicity, let’s consider inputs to DP algorithms are grey-scale images. A grey-
scale image is a matrix and elements in the matrix are integer pixel values between

0 and 255 (i.e., 0 is black and 255 is white).

Protecting a Single Pixel

In order to adapt differential privacy to image data, a straight-forward idea is to
consider pixels as “records" of a database. Therefore, a DP algorithm should protect
the values of individual pixels. In a recent study [Joh+20], the following notion was
proposed to protect each pixel.

Definition 11.1. [Pixel-DP] Let s denote a randomized algorithm and S be any
subset of the image space of 5. Then, we say s is (¢, J)-differentially private if for
any S and any pair of neighboring inputs x and x/,

Prls(x) € S] < Pr[s(x') € S]+ 6 (11.1)

where neighboring inputs x and x” correspond to two images that differ by at most
one pixel.

As can be seen, the above definition is very similar to the classic (g,0d)-
DP [DR+14]. Two input images are neighbors if they differ by at most one pixel.
The authors of [Joh+20] adopted a randomized mechanism for each pixel such that
either the real pixel or a default value, e.g., 127, is reported with a coin flip. Applied
to images taken by eye tracking devices, the authors argued that per pixel random-
ization is more suitable for pupil tracking applications, compared to blur-based
obfuscations.

Protecting Multiple Pixels Simultaneously

An immediate concern regarding Definition 11.1 is that hiding the presence of one
pixel in the input image may not provide strong privacy, i.e., hiding sensitive infor-
mation in the input image. Let’s look at some images based on widely used PETS
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(a) One Sample PETS Image (b) An Example Neighbor Image

Figure 11.4. (a): sample image from PETS dataset where each red rectangle represents
some sensitive information and contains ~ 360 pixels. (b): an example neighboring image
for (a) by removing the leftmost pedestrian. [Fan18]

dataset [Lea+15] as an example. This dataset contains video frame sequences widely
used in Multiple Object Tracking studies. Each red rectangle in Figure 11.4(a) illus-
trates one type of sensitive information, such as a pedestrian, a van, an object on
grass, and a signage; and each rectangle contains ~ 360 pixels, i.e., much higher
than one.

We are thus motivated to consider a stronger privacy model, in which sensitive
information represented by multiple pixels should be protected. [Fan18] proposed
a customizable notion for neighboring images.

Definition 11.2. [m-Neighborhood] Two images /; and /, are m-neighboring
images if they have the same dimension and differ by at most 7 pixels.

As can be seen, Definition 11.2 is a generalization of the 1-pixel neighborhood
discussed above. In comparison, Definition 11.2 provides szronger privacy: allowing
up to 7 pixels to differ enables us to protect the presence or absence of any sensitive
information which can be represented by those pixels in an image. Recall object,
text, or person in Figure 11.4. The following is a strict &-DP definition for m-
neighboring images proposed in [Fan18].

Definition 11.3. [Image-DP] A randomized mechanism A gives ¢-differential
privacy if for any m-neighboring inputs /; and /5, and for any possible output
I € Range(A),

PrlA(L) = 1) < FPr[A(L) = 1] (11.2)
where the probability is taken over the randomness of A.

With Image-DP, an adversary cannot distinguish between any pair of neighbor-
ing images by observing the output image. The privacy of the pedestrian, and any
other sensitive information represented by at most 7 pixels, can thus be protected.
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Table 11.1. Qualitative Comparisons for Differentially Private Image Obfuscation: each col-
umn represents one obfuscation method; each row lists the obfuscation outcomes for the
same input image from the AT&T faces dataset. We observe that DP obfuscations inflict
only a small quality loss, compared to non-private obfuscations.

DP-Pix Blur DP-Blur

When adopting the definitions above, a data owner can choose an appropriate 7
value in order to customize the level of privacy protection, i.e., achieving indis-
tinguishability in a smaller or larger range of neighboring images. Note that it is
assumed that removing those pixels is sufficient to protect the privacy of the under-
lying information, by definition of differential privacy [DR+14].

Applied to Standard Obfuscation

Differentially private obfuscation mechanisms for pixelization and Gaussian blur
were proposed in [Fan18; Fanl9a]. Sample A7¢T images are provided in
Table 11.1. For pixelization (Pix and DP-Pix), the block size is set to 16 x 16; for
Gaussian blur (Blur and DP-Blur), the kernel size is set to 99 x 99. The image DP
parameters are set as 7 = 16 and & = 0.5 for both pixelization and Gaussian blur.
Applied to image obfuscation, Image DP inflicts a small quality Loss, compared to
non-private obfuscations. Quantitative quality as well as privacy can be measured
for DP image obfuscations, which are discussed in depth in the next section.
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Figure 11.5. A Privacy-Preserving Image Sharing Framework with Perceptual Obfusca-
tion [Fan19b].

Extension to Multi-channel Images

Considering image data with multiple channels, such as RGB (red-green-blue) and
HSV (hue-saturation-value) images, each channel may not be independent of the
other channels. A straight-forward extension of image DP is to split the privacy
budget across multiple channels and apply DP methods accordingly.

11.2.2 Perceptual Image Privacy

In the previous subsection, we quantified image privacy directly with pixels, which
is an intuitive approach to extend the classic DP notion to image data. However,
the way an image conveys its content is unique and complex. Therefore, we argue
that it could be beneficial to first quantify the perceived information from an input
image and then apply rigorous privacy. In fact, certain image modifications that
inflict pixel value changes may not significantly affect the human perception of
image content, for instance, after JPEG image compression [PM92] or adding a
small constant to every pixel. The challenge is thus to effectively model what can be
perceived in an image, despite the aforementioned modifications, and to develop
DP methods to protect the perceived information.

Singular Value Decomposition

In [Fan19b], Singular Value Decomposition (SVD) was considered to capture the
perceptual information in input images. It is known that SVD can extract most of
the geometric structure and characteristics of the image data. Prior work on percep-
tual image hashing methods [KVMO04] based on SVD have been shown to robustly
hash visually similar images, such as after compression, rotation, and cropping. The
intuition of SVD is that any real or complex matrix A can be decomposed into a
product of three matrices, i.e., A = UX VT, where U and V are left and right sin-
gular vector matrices, X is a non-negative diagonal matrix, consisting of the singular
values. Intuitively, the singular vectors in U and V/, capture the geometric fearures
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in an image, while the singular values in X can be interpreted as the magnitudes of
the features.

Privacy in High-dimensional Spaces

As a strong attack model, we can assume an adversary who may have approximate
knowledge about an input image. Specifically, the adversary knows the set of images
that are visually similar to a given image (including the image itself), e.g., with the
same singular matrices i.e., U and V/, but different singular values, i.e., Z. The
adversarial goal is to infer the exact input image by observing the obfuscated image.
To protect the private singular values, the study of [Fan19b] adopted a variant of
differential privacy [CABP13] for up to 4 singular values, as follows.

Definition 11.4. [¢ - dj-privacy] Suppose domains X', Z C R* and dy, denotes the
Euclidean metric in R*. A mechanism K : X — Z satisfies ¢ - dj-privacy, if and
only if Vo, x" € X,

K(x)(2) < £4ED g\ (2) V2 e Z. (11.3)

This definition shows that the output of a mechanism should be “indistinguish-
able” to protect privacy, and the level of indistinguishability is proportional to the
distance dj(x, x") between two inputs x and x’. For an adversary who observes the
certain output Z, i.e., privacy-enhanced singular values, it is challenging to infer
the exact input to the mechanism, i.e., real singular values. A sampling-based mech-
anism K in R¥ was designed in [Fan19b] to satisfy Definition 11.4.

SVD-based Obfuscation (DP-SVD)

Figure 11.5 depicts the proposed framework for privacy-preserving image data shar-
ing. An image often contains one or more regions-of-interest (ROIs), such as faces,
objects, text, etc., where obfuscation is needed to protect privacy. Such ROIs can
be detected automatically or annotated by data owners. The randomized obfusca-
tion will be applied to the ROIs. The obfuscation step involves two components:
transformation and sampling. A ROI will first be transformed to obtain the feature
vector, i.e., singular values, and the vector will be truncated and go through the
sampling step to achieve differential privacy guarantees; the sampled vector will be
used in the inverse transform, resulting in the obfuscated ROI image.

Similar to standard obfuscations, applying DP-SVD incurs distortions in the
image data. As can be seen in Figure 11.6, shapes in the image are distorted but
high-level information is still perceptible after obfuscation. The intuition is that
values close to the real singular values are sampled with higher probabilities, thanks
to the relaxation of differential privacy (Definition 11.4). Evaluations that quantify
the perceptual similarity between images will be discussed in the next section.
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Figure 11.6. Example Images from the PIPA Dataset: row 1 - original images ; row 2 -
images in Row 1 obfuscated by DP-SVD with £ =4 and ¢ = 0.5 [Fan19b].

1.2.3 Privacy in Videos

Essentially, a video consists of a sequence of frames, where each frame itself is
an image. An natural extension of a DP definition for images in Sections 11.2.1
and 11.2.2 is to apply DP to every frame. However, it could be computationally
expensive, especially given high “frames-per-second" (FPS) rates for current video
cameras; furthermore, it results in a large privacy cost, i.e., the privacy guarantee
degrades as the number of frames increases. It is thus important to quantify privacy
for sensitive content, such as pedestrians and objects, which may appear in multiple
frames in a video sequence.

Privacy for Input Videos

A recent work [WXH20] consider two videos as neighbors if they differ in at most
one visual element, considering the element’s appearance throughout the video
sequence.

Definition 11.5. [Neighboring Videos] To protect sensitive visual elements in the
video, two input videos V' and V"’ that differ in any visual element y in all frames are
considered as two neighboring inputs. Note that V and V” have identical number
of frames and background scene.

As can be seen, Definition 11.5 extends image DP to 3D, considering pixels
belonging to a specific visual element (e.g., person or object) in all frames of the
video. Based on the neighbor definition, the (g, J)-DP notion can be extended to
videos.

Definition 11.6. [(¢,0)-DP for Videos] A randomization algorithm A satisfies
(¢, 0)-differential privacy if for every video V, we can divide the output space
range(A) into two sets Q1 and Qy such that, (1) Pr[A(V) € Q;] < 9,

and (2) for any of V’s neighboring video V’ and for all output O € Q,
—& < P[‘[A(V)]:O] < eS
= Pr[A(V")]=0] =~ *
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(a) Sampling video frame. (b) Synthetic video frame.

Figure 11.7. Example Sanitized Video Frames using MOT [Mil+16] Dataset: (a) video frame
via pixel sampling [WXH201]; (b) video frame via synthesis [WHKV20].

The relaxation in Definition 11.6 is needed to account for the unique informa-
tion contributed by a visual element in the input video. For instance, consider a
mechanism A that randomly selects pixels from an input video. Furthermore, let
7 be a vehicle in video V but notin V7, i.e., V' = V'\ y. Observing any pixels of
y in A’s output would allow an adversary to infer the presence of the vehicle in the
input, as the probability of observing those pixels in A(V”) is 0. The analysis of 0
remains open in [WXH20]. A video frame produced by pixel sampling is shown
in Figure 11.7(a). It can be seen that with weaker DP guarantees, visual elements,
e.g., pedestrians with distinctive outfits, may still be identified.

Privacy for Occurrences

As illustrated in Figure 11.7(a), it is quite challenging to protect the presence of
visual elements in videos. The privacy model may be relaxed to protecting the occur-
rences of each visual element. In other words, assume the presence of an visual ele-
ment in the video is public (as in the local DP setting); the secret is which frames the
visual element appears in. [WHKV20] proposed the following notion to achieve
indistinguishability for the occurrences of visual elements (i.e., objects).

Definition 11.7. [e-Object Indistinguishably] Suppose video V' contains M
frames and each object O; is represented by a bit vector B; = {bee =1,---,M},
where 4% is set to 1 if O; appears in the £-th frame and 0 otherwise. A random-
ization algorithm A satisfies e-object indistinguishability if and only if for any two
input objects O;, O; € O in the input video V/, and for any output object of A in
the synthetic video V* (denoted as y), we have

PrlA(O;) = y] < £ PrlA(O)) =] (11.4)

Based on Definition 11.7, it is intuitive that we can apply randomized response
mechanisms, such as RAPPOR [EPK14], to the bit vectors of objects in order to
satisfy Equation 11.4.
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(a) Non-private Gaze Heatmap. (b) Private Gaze Heatmap.

Figure 11.8. Eye Gaze Heatmaps of an Individual User on a Web Page [LCFK21]: (a) raw
data; (b) differentially private heatmap (¢=3).

Video Synthesis

Video frames can be sanitized by applying the privacy models in Definition 11.6 or
Definition 11.7, and the mechanisms respectively. Figure 11.7 presents two sample
output frames obtained respectively. As can be seen, sampling pixels allows for sub-
sequent tasks, such as pedestrian detection. Video synthesis is less ambiguous, e.g.,
in terms of pedestrian counting, and does not disclosing identifying information
by replacing pedestrians with icons. A natural question is: how do we evaluate the
quality of output video frames? We will discuss that in the next section.

1.2.4 Adaptations to Eye Tracking

Eye-tracking applications capture large amounts of image and video data via web-
cams, wearable glasses, or mixed reality headsets. Eye gaze positions in a scene are
used by eye-tracking applications to estimate what the user is viewing in order to
prefetch contents or trigger events. An example gaze heatmap of a user on a web
page is depicted in Figure 11.8(a). As can be seen, eye gaze data are essentially
2D positions in a given scene. It is thus intuitive that the geo-indistinguishability
framework [ABCP13] may be adopted for eye-tracking applications [LCFK21].

Definition 11.8. [(¢, 7)-geo-indistinguishability] A mechanism M : X — Z
is defined to be (¢, 7)-geo-indistinguishable if and only if for all pairs of inputs
(x,x") € X x X such that 4(x,x") < 7,

PrM(x) € S] < E4EDPUMK) e S,VS € Z (11.5)

where 4(-, -) denotes the Euclidean metric.

Input x and x’ give the corresponding eye gaze positions and the pair (x, x") can
be considered as 7-Euclidean neighbors if d(x, x") < r. As eye gaze streams are col-
lected from each user, the authors of [LCFK21] adopted the w-event privacy model
to achieve a privacy-utility tradeoff. A private heatmap with ¢ = 3 is depicted in
Figure 11.8(b).
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Figure 11.9. Adaptive Re-identification Evaluation for Image Obfuscation Methods: step
1- both training and testing partitions go through the same type of obfuscation; step 2 -
a CNN model is trained to predict identity labels on the training set; step 3 - the trained
CNN model infers the identity labels of the test set.

11.3 Practical Considerations for DP Methods

In this section, we will discuss practical considerations for applying DP to image
and video data. Specifically, we will look at measures of effective privacy protec-
tion and quantitative measures for output quality, which are important evaluation
metrics for DP methods.

11.3.1 Effective Privacy Protection

The privacy guarantees of DP are well grounded theoretically. To facilitate the adop-
tion of DP methods, it is important to understand the privacy protection achieved
in practice, e.g., whether empirical privacy risks are mitigated by DP methods. Here
we primarily illustrate how re-identification risks can be measured in practice and
discuss adaptations for other risk measures.

Re-identification Risks

An important risk for visual data is that inference attacks can be launched against
the sanitized data, despite the application of any obfuscation methods. To evaluate
differentially private image obfuscation, we can carry out such inference attacks
to understand the mitigation effects of DP. A CNN based re-identification attack
was first proposed in [MSS16]. We adopt a similar attack below to evaluate the
re-identification risks for DP-Pix and DP-Blur on two commonly used datasets.

Adaptive Re-identification Evaluation

An adaptive re-identification attack can be carried out to understand how much
can be learned about a given obfuscation method, e.g., pixelization. The attack
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Table 11.2. Accuracy (in %) of CNN Re-ldentification Attacks [Fan19a].

Random Pix DP-Pix (b = 16) ‘ Blur DP-Blur (£ = 99)
Dataset
~ Je=16|e=01] 05 | 1 |k=9|e=01] 05 | 1
AT&T 2.50 96.25 3.75 43.75 | 77.50 88.75 1.25 7.50 17.50
MNIST 10.00 52.13 16.41 21.51 | 22.95 76.35 11.35 11.75 | 13.43

was carried out to evaluate DP obfuscation methods in [Fan18; Fan19a], which is
depicted in Figure 11.9. Here, “identity" refers to the user ID for a facial image, or
the class label for hand-writings and objects. As can be seen, the same obfuscation
method will be applied to image data in both training and testing partitions. In the
context of DP obfuscation, we maintain the same privacy level (e.g., 7 and ¢ as in
Definition 11.3) as well as other hyper-parameters (e.g., & for pixelization and £ for
Gaussian blur) when obfuscating training and testing images. That helps simulate a
powerful attacker, who possesses knowledge about the obfuscation method. Subse-
quently, the obfuscated training set, which includes images and their labels, will be
used to train a CNN-based deep model to predict labels. Note that the architecture
of the CNN model could be adapted to each dataset. At the inference phase, the
trained CNN model predicts labels for the obfuscated testing images. The accuracy
of the prediction indicates the level of re-identification risks for the dataset and the
obfuscation method.

Evaluation results for DP-Pix and DP-Blur are shown in Table 11.2, using the
AT&T face database and the MNIST dataset. The “Random" column indicates
the re-identification risks incurred by randomly guessing the label for each image.
This column was populated according to the total number of classes in each dataset.
Every other column shows the accuracy of re-identification for the corresponding
obfuscation method as described above. As can be seen, the standard obfuscation
methods, i.e., pixelization and Gaussian blur, will still allow an adversary to effec-
tively learn to associate an obfuscated image with its label. The re-identification
accuracy of faces is up to 96.25% and up to 76.35% for hand-written digits.
These results may be surprising to some readers, especially when combined with
the example images in Table 11.1. Again this showcases that images unrecogniz-
able to human users may not be effectively private.

By introducing DP to image obfuscation, we can observe a reduction in re-
identification accuracy, while the reduction depends on the parameters as well as
the dataset. DP methods reduce face re-identification to as low as 1.25%, which
is lower than random guessing, and MNIST re-identification to 11.35%. These
results indicate that DP obfuscations provide stronger empirical privacy protection
than standard obfuscation methods.
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Re-identification for Eye Images and Videos

Similarly, features can be extracted from videos for re-identification evaluations.
In [LCFK21], aggregate statistics of fixation/saccade features over several gaze
video sessions were used to predict user’s identity. The authors adopted a discrim-
inant analysis classifier where the training and testing video sets correspond to
the same privacy configuration. Re-identification for eye images requires specific
methods, e.g., segmentation-based iris recognition [Gan+16]. Specifically, privacy-
enhanced eye images will be compared to reference images and correct recogni-
tion rates [Joh+20] indicate the level of privacy risks. We refer interested readers
to [RF21] for a comparative evaluation of DP methods on iris recognition risk

mitigation.

Other Risk Measures
Attribute Inference Risks

Attributes of the person or object in image data are also subject to inference attacks.
It is thus important to evaluate DP methods in mitigating attribute inference. For
instance, multiple attributes, such as gender and smiling, can be inferred from facial
images [CSVG18]. In [SHHB19], eye movement features were extracted to predict
gender and to perform document type classification. [LCFK21] argued that scan-
path features extracted from video gaze streams may distinguish users’ psychophysi-
ological traits. The framework in Figure 11.9 can be adapted for evaluating attribute
inference risks. For instance, the choice of the model must correspond to the spe-
cific inference tasks. Another consideration is the nature of the dataset: the attack
model can be either trained with clean data or DP-enhanced data.

Participation Inference Risks

Machine learning models trained with image data also leak information about the
underlying training data. Although an adversary may not have direct access to the
training images, membership inference (e.g., [SSSS17]) and model inversion (e.g.,
[FJR15]) can be carried out to predict whether an individual participates in the
training set. A privacy researcher may adopt those attacks to evaluate the mitigation
effects of DP methods in machine learning. An individual often contributes more
than one image samples in the training set, e.g., in facial recognition applications
(recall Figure 11.2). Therefore, model inversion may be applied to infer individual
participation, with human users or machine classifiers to perform re-identification.

11.3.2 Quality Measures

It is also important to study the usefulness of DP methods in image and video anal-
ysis, in order to advance current research. Two types of measures are often adopted
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to evaluate the output of DP methods: task-based measures for specific applications
built on the DP outputs and generic measures that do not depend on any applica-
tions.

Generic Quality Measures
Absolute Errors and Perceptual Quality

The quality of privacy-enhanced images was measured by Mean Squared Error
(MSE) and Structural Similarity (SSIM) in [Fan18]. In addition, we may also con-
sider the peak signal-to-noise ratio (PSNR) measure, which represents the ratio
between the maximum pixel value and the MSE. The quality of privacy-enhanced
videos can be measured by adapting single image quality measures to video frames.
MSE, PSNR, and SSIM measure the difference between the input image and
the sanitized image, thus applicable in a wide of range settings. Among them,
SSIM [WBSS04] is a widely used perceptual quality measure, which considers the
perceived similarity in structural information in addition to luminance and con-
trast. One advantage of SSIM over absolute error based quality measures, is that an
image derived by subtracting a certain value from every pixel in the input image
would preserve high structural similarity, despite significant absolute errors. As an
example, in Figure 11.10, we show that subtracting a constant pixel value leads to
MSE=210 and almost perfect structural similarity, i.e., SSIM = 99%. Deep learning
based image quality measures have been proposed recently, such as LPIPS [Zha+18]
and SIFID [SDM19], which may also be applied to evaluate the DP obfuscated

images.
Statistical Measures

Image and video data are often represented as color histograms, i.e., distributions
of pixels across all possible colors. Therefore, distributional similarity measures can

T4 ,

\ L] . ¥ !
(a) Original Image (b) Mean-shifted Image

Figure 11.10. Comparison of “Boat” images: (a): original image; (b): mean-shifted image
with MSE = 210 and SSIM = 99%. [WBSS04]
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be adopted to compare the privacy-enhanced data with the input. For instance,
[WXH20] adopted the Kullback-Leibler divergence for RGB pixel distributions
between the input video and sanitized video. As another example, correlation coef-
ficients were adopted to compare noisy gaze heatmaps to clean heatmaps [Liu+19].
When a set of images is generated with DP methods, e.g., in data synthesis [Fan20],
measures are often adopted to quantify the realism and diversity of the generated
dataset, e.g., via the Jensen-Shannon divergence and Inception Score.

Task-based Quality Measures

Specific tasks can be performed on the image and video data produced by DP meth-
ods. Performance measures for those tasks are thus suitable for evaluating the quality
of DP outputs.

Image Analysis

Current DP methods aim to protect individual participation or identity while
allowing for analysis tasks to be performed on the privacy-enhanced image data.
For example, using the sanitized eye images, landmark detection and gaze estima-
tion [PZBH18] can be performed. In addition, pupil detection was also evalu-
ated on privacy-enhanced images in [Joh+20]. For facial images, we may consider
attribute prediction tasks such as for gender and age, while protecting the identi-
ties. However, ensuring strong privacy and high utility for a single image may be
challenging for DP based methods. We will discuss utility evaluation for machine
learning based analysis shortly.

Video Analysis

In surveillance applications, video data is often analyzed to detect human [DT05]
and objects [Yan+16]. Precision and recall measures can be adopted for detection
tasks in privacy-enhanced video data. Furthermore, counting the total number
of pedestrians or vehicles in a frame is important for anomaly detection applica-
tions [CZV08]. Such counting errors resulted from DP methods can be measured,
e.g., using Mean Absolute Error. Moreover, tracking the appearance of a person or
object in a video may also be of interest. For instance, [WXH20] measured the stay
time of each pedestrian/vehicle, i.e., the number of video frames containing the
pedestrian/vehicle; [WHKV20] measured how the trajectory of a pedestrian in the
sanitized video frame sequence deviates from that of the original video.

Machine Learning

The performance of image models, such as for classification and segmentation, can
be evaluated for DP-based machine learning methods, e.g., deep learning [Aba+16]
and federated learning [Li+19]. Similarly, image models can be trained on privacy-
enhanced image data, e.g., obtained via DP obfuscation or DP synthesis, and the
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performance of those models may indicate the quality of the training data. For
instance, in [TKP19], multiple classifiers for hand-written digits were trained using
synthetic data generated by DP generative models; those classifiers were tested on
real image data. Compared to the same classifiers trained on real data, close perfor-
mance indicates that DP generative models could capture the real data distribution.

11.4 Concluding Remarks

So far, we have talked about how DP can be applied to protecting sensitive infor-
mation in image and video data. We have also shown how to evaluate whether DP
methods are successful, e.g., in achieving practical privacy protection and producing
usefulness results. But the story does not stop there. The richness and complexity
of image and video data, as well as the ubiquity of their applications, require col-
laborative research with experts beyond the DP community to address the privacy
concerns.

User Perceptions of Privacy and Utility

The visual nature of images and videos dictates that privacy and utility are not only
defined by mathematical equations, but also inseparable from end user perceptions
in specific contexts. Recent studies [Li+17; Has+18] measured the viewer perceived
privacy and utility for photos shared in the context of online social networks. Survey
participants were asked to recognize persons, objects, and properties in obscured
photos. For evaluating utility, participants were asked to rate the obscured photos
in satisfaction, information sufficiency, visual appeals, etc. Users have been involved
to evaluate privacy-preserving eye tracking via web cams [LCFK21]. Utility was
quantified by scores users achieved in a game as well as self-reported enjoyment
measures.

Deployment of DP Methods

As the local privacy mode is adopted in many image and video privacy methods,
it is important to consider the feasibility to deploy those methods on user-owned
devices. One consideration is the computational overhead. While DP methods based
on aggregation (e.g., pixelization and blurring, gaze heatmaps) may not inflict sig-
nificant overhead [SRF22], some problems/settings may be more challenging, e.g.,
private sampling in high-dimensional spaces and sanitizing videos with a large num-
ber of frames. Another consideration is the integration with devices and exiting plat-
forms. We may need to consider the compatibility of DP methods with different
cameras, imaging systems, and image and video analysis applications.
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