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Chapter 12

Privacy-Preserving Techniques
for Analysis of Medical Data:
Secure Multi-Party Computation

By Gabriele Spini, Marie Beth van Egmond,
Thijs Veugen and Alex Sangers

12.1 Introduction

Modern machine-learning techniques require large-scale and well-characterized
datasets to achieve their full potential. In the medical domain, this requirement
translates to a need to store medical patient data and to combine information from
different institutions; the COVID-19 outbreak is an example of a situation where
this is deemed crucial [1, 2].

However, the collection, processing, and exchange of personal data are a sensi-
tive matter, and the risks of privacy violations are especially high for medical data.
This has led to legal frameworks that regulate and restrict the usage of personal
(medical) data, with the General Data Protection Regulation' (GDPR) and the
Health Insurance Portability and Accountability Act” (HIPAA) being two promi-
nent examples. These regulations mandate informed consent from patients in order

i.  hups://gdpr-info.eu/.
ii.  hteps://www.govinfo.gov/content/pkg/PLAW-104publ191/pdf/PLAW-104publ191.pdf.
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162 Privacy-Preserving Techniques for Analysis

to use the corresponding medical data; however, asking for consent for machine-
learning purposes is often impractical, since it is a time-consuming process and since
contact with patients may have been lost since the moment of data collection.

This conflict between, on the one hand, the need to gather, combine, and pro-
cess large amounts of data for better machine-learning techniques and, on the other
hand, the need to minimize personal data usage for privacy protection has led to the
development of several solutions for privacy-preserving data analysis. In particular,
a collection of cryptographic techniques known as Secure Multi-Party Computa-
tion, or MPC for short, is being applied more and more in the medical domain.
Intuitively, the goal of MPC is to allow several parties to compute the output of
a certain function or computation, depending on the private inputs of each party,
without actually disclosing information on their inputs to each other.

Within the BigMedilytics project, The Netherlands Organization for Applied
Scientific Research (TNO), together with university medical center Erasmus MC
and health insurance company Achmea, developed a secure algorithm to predict the
number of hospitalization days for heart failure patients. Although the project does
not use real patient data in its current phase, the MPC solution that we present
is based on the following real-life use case, which serves as a motivating exam-
ple. In Rotterdam, a group of individuals took part in the ‘Rotterdam study’, [3]
a program in the Epidemiology department of Erasmus MC. Erasmus MC col-
lected data on the lifestyle of patients, for example, their exercising, smoking, and
drinking behaviors. Achmea, on the other hand, has claims data from its customers
(including several participants in the Rotterdam study), which encompass different
aspects, such as hospitalization days and healthcare usage outside of the hospital.
Recent work has shown that using machine-learning models on medical data has
the potential to predict the survival of heart failure patients [4]. The datasets of
Achmea and Erasmus MC, once intersected and combined, could be used to train
a prediction model that identifies high-impact lifestyle factors for heart failure and
thus, in turn, to recognize high-risk heart failure patients.

However, privacy concerns mean that Erasmus MC and Achmea cannot simply
share their data with each other to allow for a straightforward analysis. TNO has
therefore developed and implemented the MPC-based Proof of Concept described
in this article, which allows Erasmus MC and Achmea to securely train a prediction
model without disclosing any personal medical information.

Before we present the details of our solution, we offer an overview of the current
landscape of privacy-preserving data analysis techniques, focusing on the medical
domain and on solutions that bear resemblance to ours. We will then discuss how
our solution compares to these existing techniques. The contents of this chapter are
largely based on a scientific article and two blog posts describing the experiment
and solution [5-7].
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1211 Previous and Related Work

A straightforward approach for privacy-preserving data analytics consists of data
anonymization and pseudonymization. These methods ensure that only feature
data are revealed, instead of identifiers. However, feature data can often uniquely
identify an individual, especially if other related data are acquired through public
sources, as shown in several studies [8, 9]. Thus, in practice, data anonymization
and pseudonymization offer little guarantee for the protection of the identities of
individuals involved in collaborative data analysis.

A more sophisticated and popular approach consists of federated learning, where
algorithms are trained on decentralized devices or servers, each possessing its own
data, by only exchanging intermediate model coefficients with each other. Feder-
ated learning shows great potential to facilitate big data usage for medical applica-
tions, in particular for international consortia [10]. Federated learning works fairly
straightforward for horizontally partitioned data (where institutions hold the same
type of data on different individuals), while vertically partitioned data remain a
challenge to be tackled.

Cryptographic solutions such as MPC typically overcome these limitations,
but with an inherent overhead in terms of computation time and communica-
tion volume compared to non-cryptographic solutions. Specific applications in the
medical domain cover a wide range, including, for instance, disclosure of case
counts, while preserving the confidentiality of healthcare providers [11]; shar-
ing insights on the effectiveness of HIV treatments, while preserving both the
privacy of involved patients and the confidentiality of practitioners’ treatment
choices [12, 13]; patient risk stratification [14]; privacy-preserving analysis of hos-
pital workflows [15]; secure genome study and secure distributed logistic regression
for medical data [16, 17]. Compliance of MPC techniques with the GDPR has
been discussed in [18].

With regard to concerns related to working with MPC techniques, a challenge in
secure distributed data analysis lies in the combination of different datasets: namely,
different institutions hold, in general, data on different individuals, and a first chal-
lenge consists of determining which individuals are present in both datasets, and
retrieving their relevant features. Various works have been done on ‘secure set inter-
section’ (also referred to as ‘private set intersection’), [19-22] where the different
parties learn which individuals are present in all datasets, but it is guaranteed that
no information on individuals outside the intersection will be revealed. To the best
of our knowledge, however, no previous work has been published that describes a
secure inner join solution where individuals in the intersection are determined but
not revealed and where the corresponding feature values are associated with each
individual.
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164 Privacy-Preserving Techniques for Analysis

Concerning the secure training of a linear regression model on distributed data,
a lot of work has been done on a variant of linear regression known as Ridge regres-
sion, e.g., [23-32]. Privacy is often preserved by using homomorphic encryption
techniques, [24-27] yet there are also implementations that make use of secret shar-
ing, [23] or garbled circuits [28].

The solution that we present here focuses on another linear regression method
called Lasso, which has the advantage that once the model has been (securely)
trained, less data are needed to evaluate the model. This is a very desirable prop-
erty for a healthcare-prediction scenario, and in particular for the identification of
high-impact factors for heart failure, as described at the beginning of this paragraph:
gathering and using only the data that is strictly necessary to apply the model is
important to comply with privacy regulations and their data-minimization require-
ments. In [4], it is even shown that for the prediction of the survival of heart failure
patients, training a model on two features alone can yield more accurate predictions
than those made using all available features.

12.1.2 The Contributions of the BigMedilytics Project

Within the BigMedilytics project, a solution was developed for (1) computing a
secure inner join of two datasets and (2) securely training a Lasso regression model
on the obtained (encrypted) data.

Odur solution is tailored to the heart failure use-case described above and involves
Achmea and Eramus MC as data parties and healthcare information intermedia-
tion company ZorgT'TP as helper party. The solution has been installed on a test
infrastructure by the three involved parties, generated artificial data, and been tested
for performance in terms of the quality of the obtained model and efficiency. We
elaborate on the benefits and lessons learned from this experiment at the end of this
chapter.

12.2 Applications

12.2.1 Description of the Desired Functionality

We first discuss the details of the functionality that we aim to realize. Privacy and
security aspects are not considered here and will instead be discussed in paragraph
2.2, following the same structure as the current paragraph.
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Table 12.1. AC dataset.

Identifier Feature oV ... Feature a®
@ a}l) . a%g)
a aél) ag)

Table 12.2. EMC dataset.

Identifier Feature 3V ... Feature 3"
b (1) ()
1 1 e 1

b W " )

12.21.1 Description of the setting and data formatting

We begin with the general setup and a description of the format of the input data.
In our setting, two data-providing parties are involved: a healthcare insurance com-
pany, Achmea (AC), and a university hospital, Erasmus MC (EMC). We assume
that each party owns a dataset where several features of various customers/patients
are contained. Each row in the dataset corresponds to a customer or patient, and
we refer to it as a record. Specifically, we denote the dataset of Achmea, and its
element, as in Table 12.1, and we denote by A its set of identifiers {a1, a2, . . . }.

The dataset of Erasmus MC, on the other hand, is depicted in Table 12.2, and
we denote by B the set of identifiers {41, by, . . .}.

Before discussing the properties of identifiers and features, we stress the fact that
the research described in this article did not use any actual identifiers or features
corresponding to existing individuals. For the running time, accuracy, and perfor-
mance experiments, synthetic data were created or existing public data sets were
used.

It was assumed that identifiers in A and B are of the same type; for simplicity,
one may think of them as the social security number of a customer/patient. In
particular, it is assumed that if 2; and bj refer to the same person, then 2; = b]-.
Notice that we are actually interested in the intersection of A and B, as we want to
train a regression algorithm on all features.

For what concerns the features, both a® and Ji} () are assumed to be numerical
or Boolean. One of the features serves as a target; intuitively, we aim to predict its
value as a function of the other feature values. We formalize this intuitive goal in
the following sub-paragraphs.
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Table 12.3. AC and EMC example datasets, respectively.

Identifier Hospitalization days Identifier Hours of exercise per week

000000 10 000000 0
111111 5 111111 2
555555 8 777777 1
777777 9 999999 3

Table 12.4. Inner join example.

Identifier Hospitalization days Hours of exercise per week

000000 10 0
111111 5 2
777777 9 1

Table 12.5. Inner join dataset.

Identifier Feature a¥ ... Feature «®® Feature 3 ... Feature 3
(@) © @) (m)

i = bfl a; s @ ﬁfl 'b)fl
1 3 1

a = b, all ald) B B

12.2.1.2 Inner join of the data

In order to find a correlation among different features, the first necessary step is
to identify which features belong to the same customer/patient. Namely, not every
person in Achmea is necessarily present in the database of Erasmus MC (as not all
customers of AC took part in the social and behavioral study of EMC), and vice
versa.

Therefore, the two parties need to (i) compute the intersection of A and B (i.e.,
identify which persons are represented in both databases) and (ii) ensure that the
feature values af') and B ) are identified for all 7 and j such that the identifiers
a; and b; coincide and belong to the intersection of 4 and B (i.e., assign to each
identifier in the intersection the corresponding features). In Tables 12.3 and 12.4,
an example of the aimed result of this intersection is shown, inspired by the heart
failure use-case presented in the introduction paragraph.

More abstractly, Table 12.5 would therefore be obtained, using the notation of
Tables 12.1 and 12.2.

This type of operation is commonly referred to as Inner join in the field of
database management [33].
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The next step is to train a regression algorithm on the data contained in
Table 12.5. We remark that, at this point, the identifier column is no longer nec-
essary and will indeed play no role in the regression step.

12.2.1.3 Lasso regression algorithm

Given Table 12.5, we are now interested in finding a way of expressing a given
feature (the number of hospitalization days) as a linear combination of the other
features or as an approximation of such a linear combination. This is accomplished
by training a linear regression model on Table 12.5. In this sub-paragraph, we give
some information on this process; for a more complete explanation, the reader can
refer to the scientific article describing this experiment [5].

A linear regression problem can be informally expressed by the following ques-
tion: for a known matrix X € R”*™ where 7 is the number of records and 2 is the
number of features, and a target vector y € R"*!, can we find a weight vector w
such that the equality Xw = y is satisfied? In general, the system is overdetermined,
and there exists no solution. Instead, one aims to find w such that some function
of the approximation error vector Xw — y (and possibly some other arguments) is
minimized.

We focus on a variant of this problem known as Least Absolute Shrinkage and
Selection Operator (Lasso), [34, 35] which automatically discards features with lictle
impact on the target vector.

12.2.1.4 Gradient descent approach

Gradient Descent (GD) is a general optimization algorithm that finds a local min-
imum of an objective function. The algorithm takes repeated steps in the opposite
direction of the (approximate) gradient of the objective function at the current
point. In that way, it moves to the direction of the steepest descent. GD is a build-
ing block for many different models, including Ridge regression and support vector
machine.

12.2.2 Description of the Secure Solution

12.2.21 Aim and assumptions

The goal of this sub-paragraph is to show how the functionality described in para-
graph 2.1 can be realized in a secure way. This means that while both parties will
learn the output of the Lasso regression (i.e., the model coefficients) trained on the

inner join of their datasets," no other information on the datasets of each party will

be disclosed to any other party.

iii. ~ To be completely precise, we also reveal the size of the intersection of the two datasets to the involved parties.
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168 Privacy-Preserving Techniques for Analysis

Our secure solution involves a third party, which does not supply any input
and does not receive any output (except for the size of the intersection of the two
datasets). For our Proof of Concept, this third-party role is taken by ZorgTTD, a
company that offers consultancy and practical solutions on the topic of privacy-
preserving data analysis in the healthcare sector. The addition of such a party has
two benefits, relating to the two steps of our solution: secure inner join and secure
Lasso regression. For the first step, the presence of a third party allows us to design a
custom, highly efficient protocol; for the second step, we are able to use the MPyC
library, [36] which provides useful building blocks but requires at least three parties
to guarantee security.

Before discussing the details of our solution, we give a brief introduction to
Secure Multi-Party Computation. Notice that we chose to present cryptographic
concepts with a focus on intuition so as not to burden the reader with an unneces-
sary level of formalism. The reader can refer to [37, 38] for a more formal discussion
of general cryptographic concepts (including cryptographic hash functions, homo-
morphic encryption, and secret sharing) and to [39, 40] for an in-depth discussion
of MPC and secret sharing.

12.2.2.2 Secure inner join

As outlined in paragraph 2.1, in order to realize a protocol that securely implements
our desired functionality, the first step to be performed is to compute the so-called
inner join of the datasets of Achmea and Erasmus MC. Namely, we need to obtain
a database with the identifiers that are present in both the datasets of Achmea and
Erasmus MC, and with the corresponding features coming from both datasets.
Notice that we do not wish to reveal the dataset obtained in this way to any party,
as it would still contain highly sensitive personal data (in the case of an application
involving real data). The inner-join database will thus remain secret, yet computing
the coefficients of a Lasso regression model on this secret dataset will be possible.
Our solution makes use of three core components: (keyed) cryptographic hash
functions, (additively) homomorphic encryption, and 2-out-of-2 secret sharing,.

® Hash functions. A cryptographic hash function is a deterministic function A:
D — C, that maps any alphanumeric string s € D to another alphanumeric
string H(s) = z € C, called digest, of fixed length. Such a function enjoys the
property that given a digest z € C, it is unfeasible to compute a string s such
that H(s) = z.

¢ Homomorphic encryption. An (additively) homomorphic encryption
scheme is a public-key encryption scheme such that there exists a special
operations on ciphertexts B with Dec(Enc(m) B Enc(my)) = m1 + ma,
and similarly for the “minus” operation.
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Table 12.6. Encrypted data sent to ZorgTTP by AC and EMC, respectively.

Hashed identifier ~Encrypted feature  Hashed identifier ~Encrypted feature 3

H(ai||7) [ai]ac H(b|lr) [B1lac
H(azl|r) [az]ac H(bal7) [B2]lac

Table 12.7. Encrypted data obtained and intersected by ZorgTTP.
Matching identifiers Feature o Feature 3 Value AC  Value EMC
H(a;||lr) = H(bll7) [a]ac (Blemc  la —zlac  [B —slemc

Table 12.8. Final tables of secret-shares
obtained by AC and EMC, respectively.

a-share (3-share «-share G-share

o—z s z p—s

® 2-out-of-2 secret sharing. This building block can be seen as a form of key-
less encryption, distributed among two parties, and works as follows: given a
secret (numerical) value s, two elements s; and s, called shares are randomly
sampled, but subject to the condition that s; + 52 = 5. Then, s; is assigned
to a party and s, to another party; in this way, each party has individually no
knowledge of s (since the share s; that they have is a random number), but the
original secret value s can be reconstructed when the two parties cooperate
and communicate their shares to each other.

The presence of a third party (ZorgT'TP) allows us to design a novel, highly effi-
cient protocol for secure inner join, which we believe to be of independent interest.
The goal is for AC and EMC to obtain a secret-shared version of the features from
Table 12.5. Our secure inner join protocol between AC, EMC, and ZorgT'TP uses
cryptographic hash functions, and both AC and EMC have an (additively) homo-
morphic encryption key pair; we used SHA-256 as a hash function and the Paillier
homomorphic encryption scheme in our implementation [41, 42].

We did not discuss how the secure inner join was realized; the reader can refer
to the article [5] for a detailed discussion.

12.2.2.3 Secure lasso regression

Once the steps of paragraph 2.2 have been performed, we obtain a 2-out-of-2
secret-shared” version of Table 12.5: namely, Achmea and Erasmus MC each have
a table filled with apparently random numbers, but if they were to add up the
corresponding numbers, they would obtain exactly Table 12.5.
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Recall that our purpose is to train a linear regression model — specifically Lasso —
on this table. Now letting Achmea and Erasmus MC communicate their datasets to
each other in order to reconstruct Table 12.5, and then train the regression model,
is clearly not an option: the information that they would obtain consists of personal
data, the exchange of which has to be prevented.

Instead, we present a solution that is able to compute the regression coefficients
from the two datasets without leaking information on their content.

The fundamental building block that allows us to design and implement this
solution is Shamir Secret Sharing, which can be seen as a form of key-less distributed
encryption (just like 2-out-of-2 secret sharing), but with different privacy and
reconstruction guarantees; in particular, Shamir Secret Sharing can ensure that
shares are distributed among three parties instead of two. We make use of the soft-
ware platform MPyC, [36] which implements this form of secret sharing and other
useful communication and computation tools.

Such a secret-sharing scheme can be used to construct MPC protocols; assume
that the three involved parties (Achmea, Erasmus MC, and ZorgTTP) have access
to a Shamir Secret Sharing scheme. Let us assume that parties wish to perform some
computation on a value a (held by Achmea) and f (held by Erasmus MC). The
three parties can then proceed as follows: first, Achmea secretshares a, i.e., com-
putes (a1, a2,03) = Share(a), such that Achmea, Erasmus MC, and ZorgT'TP
will receive a1, a2, and a3, respectively. Notice that by the privacy property of the
scheme, no information on a is leaked at this point. Erasmus MC then similarly
secret-shares f3, i.e., computes and distributes (81, f2, f3) = Share(p).

The key property now is that for any operation that the parties wish to perform
on the values @ and 3, there exists a corresponding operation that can be performed
on the shares a;, f;, resulting in some other sharing s, 5, 53, in such a way that no
information at all is leaked on a, or f3.

It then becomes possible to evaluate a complex algorithm such as Lasso regres-
sion on several features of Achmea and Erasmus MC: parties can secret-share
their features, then decompose the Lasso regression into basic operations, and
perform the corresponding operations on the shares. Eventually, they will obtain
shares of the regression coefficients; Achmea and Erasmus MC at this point sim-
ply need to exchange their shares with each other in order to reconstruct the
coefficients.

12.3 Results

In this paragraph, we first present the security results of our solution. We only give
a brief overview and once again refer to [5] for a detailed discussion.
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12.3.1 Security Results

The security of our solution is guaranteed under the following assumptions: First
of all, we assume that any two parties are connected by secure channels. We assume
that parties do follow the instructions of the protocol; in the cryptographic lexicon,
they are thus assumed to be semi-honest. We assume that no party will collude with
any other party and exchange information with them.

Under the above conditions, it is guaranteed that the only information that will
be revealed are regression coefficients and the size of the intersection between the
datasets of Achmea and Erasmus MC.

12.3.2 Running Time

We implemented our solution in Python. In order to test the efficiency of our
implementation, we ran several experiments on three machines, under the con-
trol of Achmea, Erasmus MC, and ZorgT TP respectively, and geographically
separated.

The experiments include the secure inner-join computation and the protocol to
securely train a Lasso regression algorithm as described in paragraph 2.2. For the
same reason, no test data are extracted from these artificial datasets.

In order to test the efficiency of our solution, we sampled artificial datasets with
an increasing number of records and features, and ran several instances of our solu-
tion. We vertically split the dataset into two datasets with an equal number of fea-
tures (up to one difference) and a complete overlap in record IDs, i.e., the identifiers
in the Achmea dataset were identical to those of the Erasmus MC dataset for each
iteration.

The total running time (thus encompassing both secure inner join and secure
Lasso regression) is shown in Figures 12.1 and 12.2. Our solution thus takes roughly
3500 seconds, slightly less than 1 hour, to process two datasets with 5000 records
each and a total of 30 features. Moreover, the running time of our solution scales
linearly with the number of records and features.

12.3.3 Performance and Accuracy Results

To test the performance and accuracy of our secure model, we use the ‘Medical
Costs’ dataset by Brett Lantz [43]. This public dataset contains 1338 records of
patients with 12 features each (including age, BMI, children, gender, and medical
costs), of which four are numerical and eight are Boolean. We centered and scaled
the data in advance, such that the feature values are between 0 and 1. We also split
them into a train and a test set (10% of the data, randomly selected).
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Figure 12.1. Total running time of the experiments as a function of the number of records
(median values).
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Figure 12.2. Total running time of the experiments as a function of the number of features
(median values).

12.3.4 Performance of Lasso Regression

To test the performance of our solution, we compare the results of our secure
model with the non-secure scikit-learn Lasso model [44]. Note that the secure
inner join has no influence on the performance of the Lasso regression. Therefore,
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Table 12.9. Comparison plaintext model and Sklearn Lasso:
objective, R?, mean squared error, and mean absolute error.

Model Obj R* MSE MAE Intercept
scikit-learn 0.009 0.66 0.012 0.082 0.39
our secure model  0.013 0.74 0.008 0.062 0.18
Abs. diff. 0.004 0.08 0.004 0.020 0.21

Table 12.10. Comparison plaintext model and Sklearn Lasso: coefficients.

Model cd 2 3 ¢4 5 6 7 8 9 cl0 cl1
scikit-learn 0.08 0.01 0 0 0 -003 0 0 0 O 0
our secure model 0.17 0.10 0.001 0 O —0.19 0.18 0 0 O 0
Abs. diff. 0.09 0.09 0.001 0 0 011 018 0 0 O 0

as input into our secure model, the data is secretly shared between the three
parties.

We trained our secure model on 11 features of the train set for predicting the
(numerical) target feature of medical costs by varying /1 and tolerance. We found
the optimal choice, leading to a good fit (R%, mean squared error) and enough
coefficients set to zero to be 4 = 0.001 and tolerance = 0.0001. Applying the
trained model to our test set, we achieve an R? of 0.70, a mean squared error of
0.0086, a mean absolute error of 0.062, and an objective of 0.013. As a validation
of the solving method that we used, we compare these results with the (highly
optimized) Lasso model of scikit-learn, [44] using the same parameters. After the
model was trained on the train set, on the test set, we found an R? value of 0.66, a
mean squared error of 0.012, a mean absolute error of 0.082, and an objective of
0.0090. Although the goodness-of-fit measures of our secure model are better than
those of the scikit-learn model, it has a larger objective value. In Tables 12.9 and
12.10, one can see that in the scikit-learn model, two more coefficients are set to
zero, which is one of the aims of Lasso. Therefore, we can conclude that our secure
model has good performance, although the (highly optimized) scikit-learn model
performs slightly better.

12.4 Benefits

In light of the results shown in paragraph 3, we conclude that our solution does pro-
vide a viable way of securely training a Lasso regression model on distributed patient
data in a privacy-preserving way. In particular, the good quality of the obtained
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model, together with its satisfying efficiency in a fairly realistic setup, makes our
solution a promising tool for privacy-preserving analysis of distributed patient data.

On a more general level, the use of MPC can help organizations to comply
with privacy regulations when analyzing medical data. In particular, MPC can be
seen as a strong form of pseudonymization, and the outcome itself (the only data
being revealed) is typically anonymous. Moreover, since all parties are required to
participate in the MPC process, they can ensure that the data are only being used for
a purpose they have vetted; this is in contrast with more classical solutions, where
data owners need to rely on the bona fide of data processors for what concerns the
type of analysis that is run on the data.

12.5 Learnings

A number of lessons can be extracted from the process of devising and implement-
ing the solution described in the previous paragraphs.

* MPC s a powerful tool that has reached a high level of maturity. In particular,
even relatively complex functionalities like training machine-learning models
can be realized with it.

¢ Using MPC does incur a large computational and communication overhead,
like for many other privacy-enhancing technologies; in particular, this means
that training a machine-learning model with MPC is significantly slower than
on plaintext data. However, the efficiency guarantees for this type of com-
putation are not very stringent, and a running time of around an hour is
generally deemed acceptable.

e While conclusions from this and other projects indicate that MPC can help
organizations in reconciling data analysis with privacy regulations, there are
no explicit national or international regulations that concern MPC. One of
the consequences of this is that the digital privacy impact assessment of MPC
solutions may take more time to be reviewed by the relevant parties.

e According to Achmea and Erasmus MC, the process was technically and
organizationally complex to implement in a corporate environment. MPC
is a complex technology on both conceptual and technical levels, and more
familiarity with it is needed in order to speed up its adoption in production
environments.

® In more general terms, moving a to higher level of technology readiness
requires a bigger focus on non-technical challenges, such as compliance and
legal aspects, and to ensure that employees and management are properly
involved in the process and get acquainted with the used techniques, which
constitutes a time-consuming process.
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