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Chapter 8

Enabling Continuous Privacy Risk
Management in loT Systems

By Victor Muntés-Mulero, Jacek Dominiak, Elena Gonzdlez
and David Sanchez-Charles

8.1 Introduction

The next-generation IoT systems need to perform distributed processing and coor-
dinated behavior across IoT, edge, and cloud infrastructures; manage the closed
loop from sensing to actuation: and cope with vast heterogeneity, scalability, and
dynamicity of [oT systems and their environments (Ferry ez 2/, 2018). To unleash
the full potential of IoT, it is essential to facilitate the creation and operation of
trustworthy Smart IoT Systems or, for short, TSIS. TSIS typically operate in chang-
ing and often unpredictable environments. Thus, the ability of these systems to
continuously evolve and adapt to their new environment is essential to ensure and
increase their trustworthiness, quality, and user experience. Besides, by 2021, the
number of “connected things” will grow to 25 billion, according to Gartner." Thus,
processes that were formerly run by humans will be automated, making it much
more difficult to control data ownership, privacy, and regulatory compliance.

Yan ef al. (2014) described the different dimensions of trust for loT sys-
tems, concluding that risk management is essential to guarantee trustworthiness.

1. hteps://www.gartner.com/enhewsroom/press-releases/2018-11-07-gartner-identifies-top-10-strategic-iot-
technologies-and-trends
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Poor risk management together with a reactive strategy usually forces companies
to continuously re-factor application architectures to improve software quality
and security, incurring high re-implementation costs (Boehm and Turner, 2003).
In general, there is a lack of solutions to support continuous control of risks through
evidence collection. Companies have little control on actual effectiveness of the
mitigation actions defined during risk management processes. Besides, many com-
panies fill this gap by using manual procedures based on storing all the information
in spreadsheets, by departments and locally (Ahmad ez a/., 2012). This approach
rapidly turns inefficient as projects or teams grow.

In parallel, GDPR discusses data protection by design and by default, remarking
that it is essential to consider privacy from the beginning to address related issues
successfully. This is especially true in the IoT arena, where technologies are not
consolidated yet and mixing legal requirements with a deep technical understand-
ing is challenging. In particular, understanding privacy-related vulnerabilities and
including privacy considerations in a continuous risk management process is dif-
ficult. On the one hand, knowledge related to vulnerabilities connected to privacy
issues is not so commonplace. On the other hand, continuous evidence collec-
tion to support risk management is usually key, but most monitoring approaches
focus on collecting evidences from the TSIS infrastructure or technical architec-
tural components. However, privacy-related risks are usually detected by analyzing
functional descriptions of the system (Wuyts, 2015) (e.g., data flows). Connecting
this functional level with the components of the architecture that are being moni-
tored is not trivial. Recognizing the overlap between privacy and security is key to
determining when existing security risk models may be applied to address privacy
concerns (Brooks ez al., 2017).

In this chapter, we establish the basis to create an Automated Vulnerability
Detector (AVD) for early detection of privacy issues. We also improve continu-
ous risk management in TSIS development by embedding privacy-related risks
explicitly through the combined use of models for both the architecture and the
data flow implemented on the components of the architecture. We present a new
approach that, through linking GeneSIS (Ferry ez al., 2019) models and Data Flow
Diagrams (DFDs) (DeMarco, 1979), improves risk assessment process for privacy-
related risks. We achieve this by enabling the use of the information that is typically
collected from the infrastructure to control security, thanks to the link that LIND-
DUN (Wuyts, 2015) establishes between privacy and security threads in STRIDE
(Shostack, 2014).

This chapter is organized as follows. Section 8.2 provides an analysis of the
state of the art. Section 8.3 presents our methodology. Then, Section 8.4 describes
the basic steps to create an AVD taking LINDDUN as the baseline reference.
In Section 8.5, we describe the mapping between the architecture model and DFDs
as well as our risk model. Finally, in Section 8.6, we draw some conclusions.
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8.2 State of the Art

There exist quantitative risk methodologies and tools, like RiskWatch® or ISRAM
(Karabacak and Sogukpinar, 2005) and qualitative risk methodologies such as
OCTAVE (Alberts and Dorofee, 2002), CORAS (Lund e 4/., 2010), or STRIDE
(Shostack, 2014). Traditional risk management methodologies focus on the assess-
ment of risks at a singular stage in time and do not address the challenge of man-
aging continuously evolving risk profiles.

Continuous change management in software development has been studied
from different perspectives. As an example, Fitzgerald and Stol (2017) proposed
a roadmap and agenda for continuous software engineering. In particular, there is
a growing interest on security and privacy, and this has motivated work on con-
tinuous security (Merkow and Raghavan, 2011), which was proposed to prioritize
security throughout the whole software development life cycle.

Previous work discussed risk management in complex and evolving environ-
ments. For instance, Omerovic (2016) and Gupta ez al. (2015) propose manag-
ing risk related to accountability, assurance, agility, or financial aspects in multi-
cloud applications. Risks analysis is used to guide the selection of cloud service
providers. Shrivastava and Rathod (2017) present a risk management framework
for distributed agile development, studying risks related to software development
life cycle, project management, group awareness, etc. However, they focus on ana-
lyzing risk factors that represent a threat to the successful completion of a soft-
ware development project, rather than risk related to non-functional requirements
such as security or privacy. Aslam ez al. (2017) performed a systematic literature
review on risks and control mechanisms for distributed software development.
Moran (2014) explicitly tackles issues related to risk management for agile software
development. Moran proposes a risk modified kanban board and user story map.
Finally, Muntés-Mulero ez 2. (2018) propose a framework to manage risks that
supports collaboration, agility, and continuous development. In the MUSA Risk
Assessment tool,” in order to assess the risks in the different components of an appli-
cation, the tool asks users to choose among predefined threats that may potentially
affect each individual component. Once threats are selected, they are automatically
classified in the STRIDE security-oriented framework (Spoofing identity, Tamper-
ing, Repudiation, Information disclosure, Denial of service, and Elevation of privilege).
We take this tool as the baseline for the proposal presented in this chapter. Finally,
Khan ez al. (2017) perform a DFD-based analysis of vulnerabilities and threads,
using STRIDE as a framework, in Cyber-physical Systems. Casola ez /. (2019)

2. RiskWatch: hteps://www.riskwatch.com. Accessed: 2019-07-18

3. htps://musa-project.eu/node/326
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propose an almost completely automated process for threat modeling and risk
assessment.

None of these contributions tackle the automatic detection of privacy-related
vulnerabilities or monitor privacy-related risks for continuous risk manage-
ment. In general, even for security, risks are not analyzed and monitored con-
tinuously, and historical data are not taken into account (Ahmad ez 2/, 2012,
Baskerville ez /., 2014). Besides, security risks are assessed based on speculation
rather than evidence (Shameli-Sendi ez /., 2016, Webb ez al., 2014). The inter-
action between analytics capabilities and Information Security Risk Management
(ISRM) capabilities can help organizations to perform continuous risk assessments
and enable evidence-based decision-making (Naseer ¢z al., 2017).

In parallel, Article 25 in GDPR" discusses data protection by design and by
default, underlining that considering privacy from the beginning is essential to
address privacy successfully. GDPR establishes binding data protection principles,
individuals’ rights, and legal obligations to ensure the protection of personal data
of EU citizens. However, legal measures need to come along with technical mea-
sures to protect privacy and personal data in practice. PDP4E H2020 project
(Martin and Kung, 2018) focuses on the importance to involve engineers in the
loop, for Privacy-by-design (PbD) to be viable.

GeneSIS Modeling Language

GeneSIS (Ferry ez al., 2019), developed in the ENACT H2020 project (Ferry ez al.,
2018), facilitates the development and continuous deployment of TSIS, allowing
decentralized processing across heterogeneous IoT, edge, and cloud infrastructures.
GeneSIS includes a domain-specific modeling language to model the architecture
of TSIS as well as the orchestration and deployment. GeneSIS modeling language
is an extension of ThingML (Fleurey and Morin, 2017). We will base our Risk
Management methodology in the GeneSIS domain-specific modeling.

LINDDUN

LINDDUN (Wuyts, 2015) is a threat modeling methodology to support risk ana-
lysts when addressing privacy risks affecting end users in an application. This
methodology provides some guidance to identify and categorize threats under a set

of general risks (Linkability, Identifiability, Non-repudiation, Detectability, Disclosure

4. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protec-
tion of natural persons with regard to the processing of personal data and on the free movement of such data,
and repealing Directive 95/46/EC (General Data Protection Regulation). Official Journal of the European
Union, L119:1-88, May 2016.
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of information, Unawareness, and Non-compliance). LINDDUN can be considered
the privacy-oriented alternative to the STRIDE framework. In fact, LINDDUN
threats are described in the so-called LINDDUN trees which are explicitly con-
nected to STRIDE threats trees (Shostack, 2014). We take this link between pri-
vacy and security as the baseline for our proposal in this chapter. The LIND-
DUN methodology requires to formalize the functionality of the system and
their dependencies with respect to personal data [i.e., the Data Flow Diagrams
(DeMarco, 1979)]. The notation of a DFD is based upon 4 distinct element types:
(i) an external entity (i.e., end users or third-party services that are external to the
system), (ii) a data flow (explains data propagation and dependencies between all
the functional components), (iii) a data store (i.e., a passive container of informa-
tion), and (iv) a process (i.e., a computation unit).

8.3 Model-based Continuous Risk Management
Methodology

In this section, we propose a methodology for risk management for the creation of
TSIS, and we indicate the actors involved in each of those steps. Our methodology
(see Figure 8.1) can be summarized in 6 steps:

e S1: TSIS Assets Definition: First, we edit or load DFDs representing the
functional description of the system. These DFDs are useful to manage risks

S1: TSIS Assets Definition
(e.g. DFD, Ar:itecture, etc) 2 g
$2: Threats Identification @ e
" ee
$3: Risks Assessment
(includes risk analysis and 0 0 Q 0
evaluation) e e . .
S4: Definition of @ Q 0
Treatments . . .
S5: Residual Risk 0 Q e
Assessment Y X
$6: Treatment
Implementation Control g g 2

Figure 8.1. Proposed model-based risk management methodology. Roles: (O) Risk Man-
agement Owner; (P) Product Owner; (A) Architect; (V) Developer and (R) Risk Analyst.
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related to privacy as described by LINDDUN, although they were initially
used for security risk control (e.g., in STRIDE). Although DFDs and the
elements they consist of represent our primary assets in the risk management
process, our proposal entails the use of a second layer of supporting assets in
the form of TSIS architecture description. Therefore, in S1, GeneSIS Models
(or equivalent architectural models) are also traversed and components are
pre-loaded. This step also includes the definition of the vulnerabilities related
to assets. Use of the AVD defined later in this section would also be part of
this step.

® S2: Threats Identification: In this step, users identify threats that may affect
the components in the described system.

® S3: Risk Assessment: Risk assessment is composed of two different steps: risk
analysis, where risks are evaluated in terms of likelihood and consequence,
and risk evaluation, where risks are accepted, or they are classified as risks
that need to be mitigated.

¢ S4: Definition of Treatments: Mitigation actions are defined in the form of
treatments.

® §5: Residual Risk Assessment: Once the mitigation controls are defined,
the residual risks need to be reassessed. This involves again two steps: risk
analysis, where likelihood and consequence are updated after the application
of the control(s), and risk re-evaluation, where risks are analyzed again, and
they are classified as accepted or further mitigation actions required.

¢ S6: Treatment Implementation Control: Finally, we add a last step in the
methodology that goes beyond other previous methodologies. In particular,
it involves the monitoring of the effectiveness of the mitigation actions pro-
posed in the previous step. This step requires the connection to data collectors
or agents that collect evidences from a monitoring system in order to match
them to treatments and risks. Mapping of DFDs and architectural models
will be the key for this to be possible.

Note that this methodology is continuous in the sense that new evidence is con-
tinuously collected to challenge previous knowledge upon which risk-related deci-
sions were made in the past. While immediate triggering of mitigation actions is
not our main focus, conditional options based on the status of the system could
be included in S4 to strengthen the continuous approach. Also, the methodology
is particularly customized for TSIS, specifically in S1, where GeneSIS models are
used as the baseline, and S6, where evidences are collected to consider privacy-
related issues. However, the methodology can be easily adapted to other types of
systems and used generically.
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8.4 Automatic Vulnerability Detection

In order to facilitate an effective identification of privacy-related risks, it is impor-
tant to make it easy for users to detect those vulnerabilities that expose the system
to attacks that may violate data subject’s rights. We establish the methodology and
bases for the creation of an Automatic Vulnerability Detector (AVD). An AVD uses
aset of DFDs to describe an [oT system under development. Based on these DFDs,
it is able to detect potential vulnerabilities to kick off the risk analysis process (see
step S1 in the previously described methodology).

In order to create the AVD, we use the following methodology: (i) for each DFD
component type and for each LINDDUN threat tree, we analyze all the nodes in the
tree (containing vulnerabilities) and examine the conditions for those vulnerabilities
being relevant in the system; (ii) we create a list of conditions that need to hold for
a vulnerability to be effective; (iii) for each instance of each element in every DFD,
we collect information about these conditions when defining the system; and (iv)
for each component in each DFD related to the system, we filter out vulnerabilities
depending on the information collected about these conditions and show those
vulnerabilities that are still relevant.

As an example, in Figure 8.2 we show the threat tree related to detectability
threats of a data flow in a DFD.” A part from the upper node of the tree, which
represents the threat under analysis (i.e., Detectability in a data flow), the rest of
the nodes refer to vulnerabilities related to this threat. In the figure, we identify sev-
eral areas from A to E that we will use to define conditions that must hold for the
vulnerabilities in those areas to be relevant. Table 8.1 provides an example of some

etectability of data’
flow
(D_df)

Weak information [Nollnsu"lcienl ] Weak spread ]

[

| spectrum
channel ©.d2) | hiding d“’;‘[’)“lé"?)"" communl\:allOﬂ

|

S e Side channel attack
(D_df1)

Too much bandwith Communlca(u:ns I : /
! stolen from a Characteristics of i Sleganalsyss:;l:nacks Eave::s’;ﬁmg / Fadmg posslble
legitimate channel channel controlled or i 73 dfe) TD dfa)
(D_df6) examined (D_df7) )|
i D Cc':gﬁ‘glz :ep'ear;g’?s& Tlmlng of requests Jaming / interference E
H visible possible
! “a"e(g‘sd"’:’;]s'b'e (D_df13) : (D_df10)

Figure 8.2. Analysis of vulnerability scope in the LINDDUN threat tree for detectability
in a data flow.

5. LINDDUN Detectability threat tree catalog: www.linddun.org/detectability. Last accessed in Jan 18th 2020.
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conditions that must hold for a subset of vulnerabilities extracted from LIND-
DUN threat trees, related to those areas. For instance, in area C, vulnerabilities
related to steganalysis become relevant if the channel is not encrypted. As a second
example, in area B, depending on the volume of traffic in the channel, “insufficient
dummy traffic” may or may not actually be a vulnerability. In the latter, note also
that this condition may change along time, increasing or decreasing the relevance

Table 8.1. Example of conditions for vulnerabilities related to detectability in a data flow
(as defined in LINDDUN) to be relevant.

Vulnerability/ies
(Wayts, 2015)

Conditions for relevance

Rationale

Side channel analysis
(D_df2) is based on timing
information, power
consumption,
electromagnetic leaks, etc.
It can be used as a source of
information which can be
exploited to detect the
communication.

Transmitted data can
become detectable when
there is no or insufficient
dummy traffic (D_DF4)
sent at some lower layer of
the communication
network, such that
messages fail to appear
random for all parties
except the sender and the
recipient(s).

When weak information
hiding techniques (D_df3)
are used, steganalysis
attacks (D_df8) are possible
(detecting messages hidden
using steganography).
Detectability of a data flow
may happen if the system
uses a covert channel in the
wrong way (D_df6, D_df7,
D_df12, D_df13).

Do any actions lead to
generate footprints in the
communication channel?
(e.g., Timing information,
power consumption,
electromagnetic leaks)

Is data traffic in the
channel very low?

Channel not encrypted?

Covert channel used to
avoid detectability?

If there are no actions
generating footprints in
the communication
channel, the
vulnerability is not
relevant.

If the traffic is not low,
this vulnerability may
not be relevant.

If channel is not
encrypted, low entropy
of unencrypted data
facilitates steganography
attacks.

If covert channel is not
used these vulnerabilities
are not relevant.

(Continued)

Downl oaded from http://ftp. nowpublishers. com books/ oa- edit ed-vol une/ chapt er - pdf / 10968836/ 978- 1- 68083- 683- 720251009en. pdf b



Automatic Vulnerability Detection 151

Table 8.1. Example of conditions for vulnerabilities related to detectability in a data flow
(as defined in LINDDUN) to be relevant (continued).

Vulnerability/ies
(Wuyts, 2015) Conditions for relevance ~ Rationale

E  The detectability threat can  Is the communication These vulnerabilities are
occur because of a weak channel wireless? relevant if the
spread spectrum communication is
communication (D_df5), performed on a wireless
resulting in deficiencies in channel.

the establishment of secure
communications (allowing
eavesdropping (D_df9)),
insufficient resistance to
natural interference and
jamming (D_df10), and
insufficient resistance to

fading (D_df11).

of this vulnerability. Therefore, continuous risk management may also include the
continuous monitoring of metrics that allow measuring the level of relevance of
vulnerabilities or the likelihood of threats to occur.

Note though that Figure 8.2 shows an example for a simple case where the
LINDDUN threat tree is not related to any other threat tree. However, in most
cases vulnerabilities related to a particular LINDDUN threat trees are related to
vulnerabilities detected in other LINDDUN or STRIDE threat trees. Figure 8.3
describes the detail of this connection in the form of a graph, where every node is
one of the LINDDUN threat trees (blue nodes) or one of the STRIDE threat trees
related to LINDDUN trees (red nodes). As it can be observed, Detectability of a
data flow (D_df) is one of the rare cases where the vulnerabilities in the threat tree
are not related to those in other trees. In general, most of the trees are related to oth-
ers. In order to understand the vulnerabilities of a particular component in a DFD,
it is important to navigate through these connections. For instance, the analysis
of vulnerabilities related to the Identifiability of an entity (/_e) generates a cascade
analysis of vulnerabilities that may include I _ds, I_df,ID_df,I1D_ds,S_e,and
T_p, following directed edges in the graph. Note that edges are colored in gray if
threat trees refer to the same DFD element (e.g., I_ds — ID_ds), and they are
colored in red if they refer to different types of DFD elements (e.g., I_e — I_ds).
For those relationships represented in gray, we assume that we refer to the same
element in the same DFDs. For those relationships represented in red, we have
explored them one by one and established a rule to propagate the analysis from one
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Figure 8.3. Graph describing the relationship between LINDDUN (blue) and STRIDE (red)
threat trees. The first part of the ids stand for each of the categories of LINDDUN (Linka-
bility, Identifiability, Non-repudiation, Detectability, Unawareness, and Non-compliance -
Disclosure of information is not represented as it is understood as the Information dis-
closure already captured by STRIDE) and STRIDE (only for those related to LINDDUN:
Spoofing identity, Tampering, Information disclosure and Elevation of privilege). The sec-
ond part after the “_” represents the type of DFD component (entity, data flow, data store,
process). Labelsin the edges represent indications extracted from LINDDUN descriptions
in the corresponding threat trees.

tree to another. For instance, given an entity e in a DFD, for I_e — I_ds, we
refer to the data store where the entity credentials of e or other identifiable account
information are stored. This means that we will need to ask for the data store names
where identifiable account information is stored for each entity. As another exam-
ple, for I_e — ID_df, we will need to examine all the potential vulnerabilities
for all the data flows in the DFD where the origin of the data flow is e. We repeat
this analysis for all red arrows in the graph.
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8.5 Model-based Risk Management Approach

GDPR establishes a set of duties imposed on the data processors, controllers, and
third parties which are aimed at honoring the corresponding data subject’s rights.
In GDPR, risk is explicitly scoped (Rec. 76) with regard to the rights and free-
doms of the data subject. In order to understand whether these data subject rights
and principles (described in GDPR) are being effectively protected by mitigating
existing risks, current approaches tend to analyze the data flow in the system (e.g.,
LINDDUN and DFDs). However, elements in a DFD tend to be defined at a
functional level (e.g., process to collect profile data from a user or process to merge data
from two existing data sources). In this situation, collecting system data to monitor
a threat related to the identifiability of an entity as defined by LINDDUN, just to
take an example, is not obvious, if we do not understand the relationship of a data
flow in the application with the architecture of the infrastructure that we monitor.
Without a proper connection of these elements to architectural levels that can be
monitored, continuous risk management for privacy becomes much more difficult.
Most monitoring tools monitor the infrastructure level. These tools may monitor
system aspects in a data center or a particular server, tools for network monitoring,
etc, and collect metrics.

The main contribution of the approach proposed in this section is the map-
ping of TSIS architecture models, such as the one proposed by GeneSIS, with data
flows in the application under analysis (e.g., DFDs). In S6, we may assume that
the elements from both models have been mapped establishing a link between the
two types of models. Details on this mapping are provided below. For instance, a
NoSQL data store in our system architecture may be mapped to a data store com-
ponent in a DFD. As another example, a particular process element in a DFD may
be mapped to the server the process is running on. As an alternative, it is possi-
ble that the mapping is not pre-established before starting the risk analysis process.
In this situation, we consider that phase S1 can be extended to allow the user to
establish this mapping manually.

Model Mappings

In order to drive the mapping between the architecture model and DFDs, we take as
the baseline the connection between privacy-related threats studied in LINDDUN
and the vulnerabilities that are related to security aspects of the architecture, as
captured by STRIDE. In Table 8.2, we show a sample of vulnerabilities extracted
from (Shostack, 2014) related to the STRIDE threats in Figure 8.3. The table shows
a brief description and some usual mitigation actions. In the last two columns, we
show examples of metrics that could be used for continuous security monitoring
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and what type of architectural components are being monitored. We would like to
remark that this table is not meant to be an exhaustive list of all the potential threats,
but some examples for illustrative purposes that serve the purpose of analyzing
which DFD components are to be mapped to which architectural components.

Note that these vulnerabilities are specially relevant in an loT context. For
instance, let us take the example in Table 8.2 related to Information Disclosure of
Data Flow. There may be different vulnerabilities associated in particular to TSIS.
For instance, if we have a device [oT hub, eavesdropping or interfering the commu-
nication between the device and the gateway would be a potential threat. You may
also find similar threats in the communication between devices, where data may be
read in transit, tampering with the data or overloading the device with new con-
nections or even with the cloud gateways, where eavesdropping or communication
interference between devices and gateways may occur.

In general, mappings between architectural models and DED link:

e Entities in DFDs with the associated network channels in which entity infor-
mation is transmitted or data stores in which the information is stored;

¢ Data flows in DFDs with the corresponding network channels;

® Data stores in DFDs with the corresponding databases or data stores used in
the system architecture; and

® Processes in DFDs with the corresponding software components executing
tasks related to those processes, especially when these tasks entail some level
of secrecy.

More formally, we define a set of DFDs, which represent a functional descrip-
tion of the system, D = {Dy, D2, ..., D,}, as aset of graphs D; = (DV;, DE;),
where DV; = {ey, ..., e;} are the elements in the DFD representing elements of
the system architecture at the functional level. Each element e; can be an external
entity, data store, or a process. DE; = { f1, ..., fi} represent the data flows connect-
ing elements in DV;. We define a graph A = {V4, Es} where V4 = {c1, ..., ¢}
represent the architectural components at the technical level represented in a model
such as those created by GeneSIS and E4 = {1, ..., [y} represent the connections
between any two components (c;, ¢;) in the system architecture. Note that compo-
nents can be both software or hardware components. We define a mapping between
the two models D; and A as a function M : DV; U DE; — V4 U Ejy4.

Exploiting Model Mappings

Once the mapping is established, then a final step is necessary to link metrics,
such as those presented as examples in Table 8.2, to the related risks or mitigation
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actions defined in S3 and S4. Once the risk model is developed for each DFD, we
propose two ways to exploit the established mappings to enable continuous risk
management:

® Automatic likelihood recalculation: During risk assessment in S3, an initial
likelihood and consequence values are determined for each risk. However,
a basic principle for continuous risk management is that conditions in our
system may change as time goes by. Let e be an element in a DFD D;, e €
DV; U DE;, considered an asset in the risk management process. In S3, we
define risks r1, ..., rj associated to e. Given a system architecture defined
through a model A = {V4, E4}, we define a set of metrics m{, ..., m for
each component ¢ € V4 U E 4. Automatic likelihood recalculation involves
defining a function f for each risk r related to each asset e such that ¢ =
M(e) and f(m{, ..., m}) provide a new value for the likelihood or risk 7.
With this, we connect the metrics defined for the architectural components
and use them to calculate the likelihood of risks connected to elements of the
functional description of a system, in the corresponding DFD.

o Treatment effectiveness control: A parallel approach to enable continuous risk
management, involves the definition of a function g for each r related to an
asset e € DV; U DE; such that c = M(e) and g(m{, ..., m}) represents a
KPT that needs to be satisfied for a risk to be considered effectively mitigated.
If g exceeds a particular threshold, then a warning needs to be issued for the
risk plan including mitigation actions to be reviewed.

8.6 Conclusions

Handling privacy-related risks is not well understood in the IoT context. There
is a lack of mechanism to effectively detect vulnerabilities related to privacy and
to collect meaningful evidences and continuously monitor risks. We need to find
the intersection between data protection challenges and the enabling of TSIS. We
have presented a first step towards the enactment of continuous privacy-related
risk control for TSIS, leveraging the link offered by LINDDUN between privacy
and security threat categories and combining functional and architectural models.
As future work, we need to establish a stronger connection between privacy threat
models like LINDDUN and the actual requirements imposed by GDPR, as current
threat models were devised before GDPR and they may not fully cover all derived
requirements. In particular, the relationship between data subject rights and GDPR
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158 Enabling Continuous Privacy Risk Management in loT Systems

principles and LINDDUN categories is unclear. Besides, we need to understand
how other privacy-related evidences can be collected beyond those collected for
security purposes. In particular in TSIS, where complex and distributed systems
increase system weaknesses and the attack surface.
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