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Effective, Scalable, 
Verifiable
The Power and Application of Blended 
Learning in Field Security Operations of the 
Defense Information Services Agency

A. Cathleen Greiner, Nicole Beaulieu, and Kaaran Webb

INTRODUCTION

or the past 10 years, online educa-
tional offerings have been increas-
ing at an exponential rate (Allen &

Seaman, 2006). More recently, there has
been a convergence of instructor-led train-
ing (ILT) with online learning, the appro-
priate iteration of the evolution of
technology, asynchronous teaching and

distance/digital learning. As a result,
blended learning is assuming an increas-
ingly prominent role in developing and
dispersing content, whether in a tradi-
tional context, corporate/global setting, or
anytime/anywhere situation. The larger
environment builds on the increasingly
ubiquitous nature of learning and is the
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impetus behind such change. Chief among
the efforts stimulating the change in online
learning is the Advanced Distributed
Learning (ADL) Initiative, launched nearly
10 years ago by the Department of Defense
(DoD) in order to “establish a common
technical framework for computer and
Web-based learning that fosters the cre-
ation of reusable learning content as
‘learning objects’” (Wisher, 2006, para. 6).
“ADL is an enabling technology in the DoD
Training Transformation program”
(Wisher, 2006, para. 6) and forms the back-
ground for the reasons behind creating
curricula designed to implement the train-
ing policy and advanced application of
learning across a massive landscape. 

Moving from the macro framework to
the more immediate project details
involves an understanding of how such
learning is comprised and addressed prag-
matically (i.e., making it work). This objec-
tive is a tall order: the NetOps content
delivers a transformational concept to
thousands of DoD personnel, comprised of
multiple subentities and agencies, in addi-

tion to the widely extended DISA audi-
ence. It is for this reason especially that the
use of a “blended learning” approach is
essential (i.e., effecting change on a historic
level across a highly complex and dissemi-
nated employee workforce). A working
definition posits the notion that “blended
learning systems combine face-to-face
learning systems and distributed learning
systems. It also emphasizes the central role
of computer-based technologies in
blended learning” (Graham, 2006, p. 5).
Content that is taken by students—or
employee participants in this case—via
computers or the Web is hardly new, as
creative adaptations and applications are
being employed every day and the expan-
sion in this area is growing at an exponen-
tial rate. This case study provides a direct
application of blended learning in an
extensive, distributed environment,
employing best practices of instructional
design and subject matter expertise for a
governmental agency that requires world-
wide access to content. 

The content is multilayered, modular-
ized (allowing for either sequential or non-
sequential instruction) and includes both
mastery of information and the capacity to
demonstrate knowledge of the essential
organizing concept. Transformation
denotes innovation, total change, and rein-
vigoration. The purpose of the curriculum
is to provide high-level input with atten-
tion to history, context, function, and
policy over three courses, each building on
the other and based on successful comple-
tion. The case study here emphasizes the
design, development, and distribution of
the courses through a successful blended
and distance learning process delivered
through a learning management system,
while meeting disparate federal require-
ments for education, workforce profess-
ionalization, and appropriate access
(accommodations to allow full participa-
tion by all personnel). 
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PROCESS

The overarching question addressed
was how can a large, governmental agency
embed and implement a transformational
framework with a large population and
across a highly dispersed operation? A
new organizational framework was
required, one that was strategic and pro-
vided a critical infrastructure. NetOps is a
“big picture” term that is intended to
denote integration of enterprise manage-
ment, network defense, and content man-
agement on a globally integrated scale. It
involves a comprehensive strategy
whereby Booz Allen Hamilton partners
with the Defense Information Services
Agency (DISA) to implement a full-scale
training effort within the scope of the
Information Assurance Technology Analy-
sis Center (IATAC) contract. Booz Allen ini-
tiated and continues to develop both ILT
courses and a computer-based training
(CBT) courseware, resulting in a blended
training solution. The project—based on
extraordinary collaboration between DISA
and Booz Allen team members—literally
began as a blank page, with no baseline of
knowledge of the concept and has moved
to full development in a short span of time. 

NetOps is a transformational concept
and methodology for operating and
defending the Global Information Grid
(GIG) that requires unprecedented cooper-
ation among the services, agencies, and
personnel. Systemwide collaboration is
another way to think of the connection
represented by jointness, which refers to a
seamless interweaving of interoperable
systems, assured security, global informa-
tion, and high-quality. To successfully train
in this environment requires collabora-
tion, communication, and “buy in” across
the enterprise. 

DISA is a Combat Support Agency
(CSA) responsible for planning, engineer-
ing, acquiring, fielding, and supporting
global netcentric solutions to serve the
needs of the senior government leaders,
such as the president and the secretary of

defense, as well as other DoD components,
under all conditions of peace and war.
Through the FSO, information assurance
training ensures the availability, integrity,
identification, authentication, confidential-
ity, and acceptance of information and
information systems within DoD informa-
tion systems and computer networks.

This is the core of implementing the
transformation systemwide. The result is
that a very large organization can effec-
tively provide global netcentric solutions
for a dispersed population of combat and
support personnel. The designated core
missions of DISA are communications,
joint command and control, defensive
information operations, combat support
computing, and joint interoperability sup-
port. 

The challenge, therefore, is to turn a
large and complex organization with
approximately 7,000 employees in a new
direction and to embrace a new functional
philosophy. Similar to an ocean liner
changing course, it takes a strong and per-
sistent effort to effect the transformation,
the expected outcome of the immense
training program. The solution is to pro-
vide expertise and a consistent message
through delivery of the content via multi-
media technology and digital distribution,
ensuring employee knowledge and aware-
ness. With such a complex organization,
the transformational concept is an extraor-
dinary goal; for that reason, even though
the training content may be nonsequential,
to disseminate and embed this concept
throughout the culture, the first course,
NetOps: An Overview, is required of all
employees.

To that end, DISA has engaged Booz
Allen’s instructional design professionals
in developing a highly focused, systematic
approach based on extensive expertise
with training and education, human infor-
mation processing, communications tech-
nologies, and instructional system design
(ISD). Using an industry standard instruc-
tional and courseware development
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process, ADDIE (Analysis, Design, Devel-
opment, Implementation, and Evaluation),
the Booz Allen team was able to combine
advanced technologies with sound learn-
ing and educational principles to establish
a learning structure that best meets the
training requirements of NetOps organiza-
tions worldwide. A detailed explanation of
each step in the Booz Allen development
process is depicted in Figure 1.

This process, along with Booz Allen’s
expansive involvement and Subject Matter
Expertise (SME) in the arenas of NetOps
implementation and support, has allowed
the development of a tailorable and scalable
continuum of NetOps training. As a result,
the content and instructional flexibility of
the curriculum fits the experience, maturity,
and ability of the DoD audience, including
DoD warfighting, intelligence and business
domains, Combatant Commands
(COCOMs), Services, and Agencies, and
Coalition or multinational organizations.

The protocol from the beginning was
based on partnering with the client team,
creating a type of “no walls” experience,
whereby both groups leverage intellectual

capital and areas of strength to aggres-
sively accomplish an exceptional task.
When designing the learning offering, the
team considered the learning tasks, learner
preferences, content hierarchy and organi-
zation, media selection, and usability. In
order to apply best practices and reach the
large and extensive client base involved,
designers employed blended and Web-
based learning, self-paced simulation,
Sharable Content Object Reference Model
(SCORM) conformance, Section 508 com-
pliance, and other open standard formats.
This partnering requirement, especially, is
crucial to the agency in meeting require-
ments, timelines and achieving training
metrics and interoperability with all train-
ing systems. On a related note, due to the
“depth of bench” capacity and capability in
both design and technology, the training is
scalable and can reach the large “n” or
number of training subjects required for
the project. 

SCORM is a common technical frame-
work for Web-based learning content;
most importantly, it provides the specifica-
tions to create sharable, reusable content.

Figure 1. Booz Allen’s development process.
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SCORM is needed to standardize how to
create reusable content and how to launch
and track directed learning experiences,
most often from a learning management
system. The power of SCORM standards is
in the reusability, accessibility, and interop-
erability of content across many learning
contexts and systems. The NetOps: An
Overview CBT implements SCORM ver-
sion 1.2 guidelines, including metadata for
content objects and the ability to navigate
between and among the topic-level shar-
able content objects (SCOs). In addition,
the course has built-in SCORM-conform-
ant values to track student participation
from beginning through completion. The
use of SCORM is critical to this effort due
to the required flexibility of the content as
well as the need to provide this content to
several DoD agencies for training, policy
decisions, and Continuity of Operations
(CONOPS) development and review.

With special attention to the Section 508
requirement, it is important to specifically
note this ensures equal access through the
appropriate use of information technology.
The U.S. Department of Education is a
thought leader in the realm of Section 508
compliancy. The NetOps: An Overview
course has been approved by the Depart-
ment of Education’s Assistive Technology
Program as a product that ensures mini-
mum accessibility for individuals with dis-
abilities. The department has established
Requirements for Accessible Electronic and
Information Technology (E&IT) Design in
order to support its obligations, under Sec-
tions 504 and 508 of the Rehabilitation Act
of 1973, 29 U.S.C. 794 and 794d. This specif-
ically proscribes the obligation and process
to acquire accessible electronic and infor-
mation technology and applies to this
project in terms of evaluating and deploy-
ing hardware and software.

PROCESS AND OUTCOMES

Mendenhall (2007) points out that distance
or online learning is becoming ubiquitous

and that learning objectives and goals are
accomplished with the same expectations
and achievements for both instructor-
based and online learning. In this case, the
learning goals of the training are specifi-
cally linked to the transformational con-
cepts; success is measured in terms of how
transformational principles impact every-
one within the agency (attitude, function,
and capability) and everything, including
support for military personnel and adapta-
tion to a variety of situations. The courses
expand employees’ knowledge on how to
react in each high-level and strategic situa-
tion:

• Operational Accountability: NetOps
illustrates that what one person does
affects many, and the training empha-
sizes preparation for any situation that
arises and the interoperability to pro-
vide the right information to the right
person, just in time.

• Innovative, Integrated Solutions Sup-
porting the Warfighter: That all actions
are coordinated to ultimately support
the Warfighter and NetOps is the fram-
ing concept for this core mission and
value.

• Operational and Strategic Agility: With
early and integrated knowledge of the
commander’s intent, military person-
nel can increase their rapid response
capability. 

Booz Allen has developed three courses
that comprise the NetOps curriculum:
NetOps: An Overview; NetOps: Applied
to GIG Operations; and NetOps: Policy
Guidance and the DoD Enterprise. These
courses take a blended learning approach,
complete with comprehensive materials
needed to support course delivery, includ-
ing animated slides for visual representa-
tion of the concepts, and instructor guides
that incorporate a script for the instructor,
amplifying notes at appropriate locations
in the instruction, discussion points, and
references. In addition, each student
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receives a student guide, which provides a
thumbnail of all slides to follow along with
the instructor, ample space for note taking,
footnote references, an acronym list, and
several reference documents including
salient policy and relevant framing direc-
tives. 

The cornerstone of the NetOps courses
is the inclusion of scenario-based learning
events that connect students to a real-
world NetOps experience. The scenario—
which is entirely unique and embedded in
all three courses—is completed at the
beginning of the course and becomes the
framework for concepts subsequently
taught. In addition to this scenario, the
courses are designed to maintain student
engagement with tabletop activities and
collaborative discussions. Student compre-
hension and learning objective mastery is
assured throughout the courses through
thorough module reviews and confirmed
via a final cumulative assessment. A course
evaluation encourages students to provide
feedback for subsequent course improve-
ments. As a result, there is a culture of evi-
dence and a built-in performance
improvement process, both goals of the

training project and consistent with the
transformational tenets. 

To better meet the needs of DISA’s dis-
tributed staff, Booz Allen team members
developed a strategy to add the online for-
mat and combine it with instructor-led ses-
sions, resulting in both asynchronous and
synchronous environments with the same
course material reaching more people.
Facilitators for the computer or online-
based courses, Booz Allen’s SME instruc-
tors, are fully aware of the practices and
protocols regarding facilitating learning in
a blended-learning environment. Learning
outcomes are the same as those for the site-
based, instructor-led delivery; however,
new learning modules were developed for
the courses to reflect the updated modality
and format (e.g., learning activities). For
example, as Figure 2 illustrates that stu-
dents agree and strongly agree that
instruction and content for these courses
are very important and have a direct
impact on the learners positive experience. 

Over 2,500 students across the DoD
have received the NetOps curriculum
using both computer-based and mobile
training teams—a blended learning pro-
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Figure 2. Student evaluation feedback, NetOps: Applied to GIG operations.
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cess—hosting classes at each COCOM and

various DISA external agencies. The
NetOps: An Overview course has been

fully converted into a computer-based
course that is interactive and incorporates

audio, flash animations, progress checks,

and a comprehensive assessment to pro-
vide students with an introduction to GIG

essential elements, functions, roles,

responsibilities, and benefits. The course is
hosted on DISA’s internal Web site. This

blended program has become a de facto

additional geographic location that can be
deployed regardless of place and time,

thereby ensuring maximum access and
participation by all DISA employees.

Students for NetOps range from man-
ager and planner, such as senior level mili-

tary personnel, to in-training apprentices

and civilian contractors. The courses
ranges from two to four hours and stu-

dents can participate in the blended learn-

ing environment by taking the courses and
modules from the instructor and online.

An example of demographic information
by position is noted in Figure 3. 

LESSONS LEARNED

The major lesson of the case is that an
extraordinary challenge to implement a
required transformational process can be
accomplished using the power of blended
learning. Takeaways in applying advanced
distributed learning and blended learning
to effect entity transformation include the
following: 

1. From the beginning, work with clients
to develop content that will be taught
both online and onsite

2. Use the “pilot” process both internally
and externally at each stage—then,
incorporate those lessons into the next
iteration

3. Pay attention to student/participants,
both in the pilot stage and through
ongoing evaluations

4. Listen to instructors to quickly incor-
porate changes, to update and add rel-
evant content and employ new tactics
(for scenarios) and strategies (for
online learning)

5. Provide leadership and expertise—
walk the walk and talk the talk—con-
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Figure 3. Demographics information by position, NetOps: Applied to GIG operations
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sistently throughout the entire pro-
cess, from developing content to
implementing excellence in instruc-
tional design

CONCLUSION

Booz Allen Hamilton has developed a
three-course curriculum for DISA that is in
place and currently being delivered via
blended learning. This blended learning
process will eventually impact an extraor-
dinary number of military personnel,
nearly 7,000. Using blended learning meth-
ods, including instructor-led and asyn-
chronous online learning, is the primary
way to achieve success in accomplishing
this goal. DISA and Booz Allen will con-
tinue to partner effectively together to
introduce innovation and flexibility, while

being responsive to meeting ongoing chal-
lenges and determining next steps. The
content and its deployment will, therefore,
remain scalable, SCORM conformant, and
agile in providing blending learning con-
tent, instructional design and technologi-
cal modalities. 
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“THE MAJOR LESSON OF THE CASE IS THAT AN EXTRAORDINARY CHALLENGE TO IMPLEMENT A
REQUIRED TRANSFORMATIONAL PROCESS CAN BE ACCOMPLISHED USING THE POWER OF

BLENDED LEARNING.”
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