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Abstract
Purpose – This study aims to determine the relationship among data vulnerability, privacy concerns, privacy 
protection behaviours and online subjective well-being, with a focus on the moderating role of customers’ 
emotional exhaustion. 
Design/methodology/approach – Data was collected from 706 participants in the USA using an online 
survey. Structural equation modelling was used to analyse the data. 
Findings – Data vulnerability increases privacy concerns, which in turn influence privacy protection 
behaviours. There was a positive relationship between online well-being and proactive protection behaviour, 
whereas reactive responses did not have a significant impact on online well-being. Emotional exhaustion 
augmented the impact of data vulnerability on privacy concerns and the effect of privacy concerns on reactive 
protection behaviours. The negative impact of vulnerability on consumers’ well-being was weakened in the 
presence of high emotional exhaustion. 
Research limitations/implications – Privacy concerns play a central role in the relationship between 
vulnerability, behavioural responses (i.e. protection behaviours) and consumers’ well-being. However, 
effective measures to improve customer privacy need to consider the presence of emotional exhaustion. 
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Practical implications – Privacy concerns play a central role in the relationship between vulnerability, 
behavioural responses (i.e. protection behaviours) and consumers’ well-being. Firms’ initiatives such as 
privacy by design and rights management are highly recommended because they prevent privacy-pervasive 
events and ensure minimal malicious and accidental breaches, thereby reducing customer vulnerability. 
Originality/value – This study uniquely explores the role of emotional exhaustion in shaping customers’ 
coping mechanisms for privacy issues, which, in turn, affects their subjective online well-being. It also 
introduces and validates the scales for measuring both proactive and reactive privacy protection behaviours. 

Keywords Well-being, Privacy, Emotional exhaustion, Privacy concerns, Data vulnerability 
Online well-being, Privacy protection behaviour

Paper type Research paper

Introduction
Advanced information and communication technologies have empowered firms to create 
more value for their customers (Kramer and Krafft, 2023; Sashi, 2021). Companies take 
advantage of the huge amount of data collected from Internet users to create sophisticated 
profiles of customers and target them using personalised offerings (Quach et al., 2022). 
However, such actions also intensify customers’ data vulnerability, which refers to the extent 
to which one is susceptible to harm on account of unauthorised usage of their personal 
information (Martin et al., 2017). Data harnessing and monetising are becoming more 
common, without consumers’ awareness and control (Quach et al., 2022). This is 
particularly alarming when data breaches have become more common, putting customers’ 
personal information at risk (Janakiraman et al., 2018; Tunggal, 2022). These feelings can 
make customers become more anxious about their privacy and react negatively during their 
interactions with firms (Palmatier and Martin, 2019). Notwithstanding, there is limited 
understanding of how customers cope with the perception of data vulnerability. Our literature 
review identified only two studies directly addressing this issue. One study examines how 
customers cope with vulnerability perceptions by developing negative emotions within 
social networking sites (Cho et al., 2010), while the other investigates the role of privacy 
concerns in mobile app usage (Chennamaneni and Gupta, 2023). Although the process of 
threat appraisal (i.e. perceived vulnerability) that triggers privacy concerns and leads to 
privacy protection behaviours has been identified (Chennamaneni and Gupta, 2023), 
ambiguity persists regarding how these behaviours impact users’ online well-being and the 
role of other psychological factors during this process. To address this gap, we adopt the 
antecedents–privacy concerns–outcomes (APCO) model (Buck et al., 2022) to explore 
further the effect of customer data vulnerability as an antecedent to customer privacy and its 
subsequent behavioural and psychological outcomes.

Being more suspicious about how their data is obtained and shared (Bright et al., 2021), 
online users are increasingly worried that their digital footprints are recorded and used 
without their consent or knowledge (Bandara et al., 2021). As privacy becomes a prevalent 
issue, it is imperative to understand its impact on customers. According to the meta-analytic 
review of Okazaki et al. (2020), although much research has been done on the linkage 
between privacy concerns and outcomes, most studies focus on the evaluative outcomes such 
as product, service and firm evaluations, trust and perceived risks as well as behavioural 
outcomes such as disclosure, purchase, use, the continuance of usage and privacy protection. 
Little attention has been paid to psychological outcomes such as customer well-being (Kwak 
et al., 2021). Discussion about the impact of privacy issues needs to be extended to embrace 
the evolving digital environment, which has become increasingly more turbulent with a 
growing number of data breaches and data misuse incidents and an increase in the levels of 
stress and negative emotions (Labrecque et al., 2021). Because these damaging feelings are 
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signals of degradation of life satisfaction, research needs to investigate consumers’ 
subjective online well-being as an outcome of privacy concerns and behaviour.

Subjective well-being generally refers to individuals’ cognitive and affective assessment 
of their own lives (Azizan and Mahmud, 2018), and online subjective well-being is a specific 
variant that focuses on emotional experiences in the digital world, such as satisfaction, 
happiness and both negative and positive reactions (Verduyn et al., 2017). The seminal work 
of Schwartz (1968) underlines privacy’s critical role in societal processes and individual 
well-being, highlighting its importance in protecting the human psyche. Furthermore, 
Palmatier and Martin (2019) argue that privacy is vital not just for self-protection and 
preservation benefits that enact social functioning, but also for psychological well-being. In 
today’s digital age, where privacy concerns are increasingly significant, it is crucial to 
understand how privacy impacts consumers’ psychological states online. Exploring online 
subjective well-being offers valuable insights into these effects and informs the development 
of effective privacy protection strategies. Building on the APCO model, which identifies 
behavioural reactions (e.g. privacy protection behaviours) as outcomes of privacy concerns, 
we propose that these actions also influence subjective online well-being as a consequence, 
aligning with the situation–organism–behaviour–consequence (SOBC) paradigm (Davis and 
Luthans, 1980). This study goes beyond previous research that treats privacy protection 
behaviour as the ultimate outcome (e.g. Bandara et al., 2021; Lwin et al., 2007) by 
examining the distinct effects of reactive and proactive behavioural responses on customer 
well-being.

Most research examines subjective online well-being from the use of social 
networking sites (SNSs) (Table 1), including active/passive use (Verduyn et al., 2017), 
social capital and social presence (Erfani and Abedin, 2018). Webster et al. (2021)
confirm the positive influence of offline social networks on young consumers’ mood, self- 
esteem and loneliness, whereas there is a negative influence on adolescents’ mood, self- 
esteem, life satisfaction, body image and overall subjective well-being because of high 
investment, passive use, negative feedback and spurning from social media. However, our 
review reveals a gap in understanding how data vulnerability and privacy responses affect 
customers’ subjective online well-being. On the other hand, high privacy demand and 
limited cognitive resources might result in burnout and anxiety in consumers, increasing 
their emotional exhaustion (Agozie and Kaya, 2021). Fatigued individuals may deviate 
from typical responses as their capacity to process information diminishes, leading to 
low-effort processing or hasty judgement, aspects not accounted for in the APCO model 
(Dinev et al., 2015). Lyu et al. (2024) highlighted the role of privacy fatigue, an organism 
mechanism, to explain how privacy invasion leads to privacy behaviours (i.e. protection 
disengagement) in using contactless digital services. Similarly, to explain how users cope 
with privacy risks from using smart speakers, Park et al. (2021) elucidate users’ emotional 
reactions (i.e. organism mechanism) to privacy threats as stimulus. These studies support 
the notion that the SOBC paradigm allows for the integration of additional determinants, 
offering flexibility in advancing the APCO model by better explaining the bounded 
rationalities within its existing relationships. Therefore, we proposed that privacy 
emotional exhaustion can influence the effect of data vulnerability and privacy concerns 
on their subsequent outcomes, including protection behaviour and online well-being. This 
study, thus, seeks to address the following overall research question: “What mechanism 
underlies the impact of data vulnerability on consumers’ privacy protection behaviour and 
online subjective well-being?” To address this inquiry, the paper has two primary 
objectives:
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(1) to investigate data vulnerability as a driver of privacy concerns, protection 
responses (both proactive and reactive behaviours) and the ramifications on online 
subjective well-being; and

(2) to determine the moderating role of customers’ emotional exhaustion in these 
relationships.

The study provides an important contribution to the current body of knowledge related to 
online subjective well-being and consumers’ privacy. First, by integrating the APCO and 
SOBC paradigms, we extend previous research, which predominantly focuses on evaluative 
and behavioural outcomes of privacy concerns, by including online subjective well-being as 
a key consequence (Okazaki et al., 2020). This enriches the conceptualisation of privacy as 
the ability to manage privacy threats by taking protection actions in response to perceived 
vulnerability to achieve online well-being (Palmatier and Martin 2019).

Second, our study provides evidence for the distinct effects of proactive and reactive 
protection behaviours within the APCO model, rather than solely examining general 
protection behaviours as seen in previous studies (e.g. Soomro and Hussain, 2019; Yang, 
2013) or focusing predominantly on one type of response (e.g. van Ooijen et al., 2022; 
Wisniewski et al., 2015; Wottrich et al., 2019). Quach et al. (2022) emphasised the 
importance of considering both proactive and reactive protection behaviours, as they 
represent distinct approaches to addressing privacy concerns in the digital landscape. 
Reactive protection behaviour involves responding to immediate threats or following 
explicit advice, while proactive protection behaviour involves preemptively addressing 
privacy threats and taking measures to prevent privacy risks from materialising. Although 
both types of protection behaviours aim to preserve consumers’ privacy, they may have 
disparate effects on consumers’ well-being because of differences in the level of social 
interaction required and the amount of effort involved. By acknowledging these differences, 
our study underscores the need for a nuanced approach when investigating consumers’ 
privacy protection behaviour and subjective online well-being.

Finally, this study highlights the moderating role of emotional exhaustion, answering the 
call of Dinev et al. (2015). Going beyond recent studies (Augustin et al., 2022; Choi et al., 
2018; Pomfret et al., 2020), which suggest that fatigue decreases coping measures while 
increasing non-protective behaviours, we shed light on the boundary condition of emotional 
exhaustion in relationships between vulnerability, privacy concerns, two types of privacy 
protection behaviours and online subjective well-being. The paper provides important 
implications to marketers and customers about privacy protection. The following sections of 
the paper provide a review of the theoretical underpinnings of the study, research methods 
and the findings of the study. The paper concludes with a discussion of the results, research 
implications, limitations and future research directions.

Literature review
The antecedent–privacy concern–outcomes model
Previous research has proposed privacy concerns as a proxy for measuring privacy (Buck 
et al., 2022). Following an interdisciplinary review of 320 privacy articles and 128 books and 
book sections, Smith et al. (2011) proposed the model, namely, the APCO model 
(antecedents ! privacy concerns ! outcomes), which has been the cornerstone for 
information privacy research. The APCO model rests on the assumption that consumers’ 
deliberation from external stimuli drives their privacy-related responses and behaviours 
(Buck et al., 2022). However, this rational premise that people operate on logical decisions 
has been challenged by privacy experts (Buck et al., 2022; Palmatier and Martin, 2019), with 
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the privacy paradox highlighting inconsistent behaviours in the literature (Choi et al., 2018; 
Dienlin and Trepte, 2015; Kokolakis, 2017; Norberg et al., 2007). Indeed, when people 
suffer emotional distress or cognitive strain, their diminished cognitive processing capacity 
drives them to make effortless decisions such as self-disclosure and give up their personal 
information to swiftly reach a “fatigue” decision (Acquisti and Grossklags, 2005; Acquisti 
et al., 2013; Shao et al., 2022). As such, the fatigue concept has received attention from 
privacy scholars as a solution to explain the privacy paradox. Additionally, Palmatier and 
Martin (2019) placed more emphasis on the concept of vulnerability, because consumers lack 
an understanding of data privacy (Martin et al., 2017). The rationality, thus, fits squarely in 
the APCO as an antecedent to inform heightened privacy concerns.

Furthermore, the outcome of the APCO model is behavioural reactions to privacy 
concerns but not the consequence of such reactions. According to the SOBC paradigm 
(Davis and Luthans, 1980), the environmental stimuli (S) prompt an individual organism (O) 
or mechanism, leading to behavioural responses (B), which subsequently affect covert or 
overt consequences (C). The paradigm integrates stimulus, internal processing and 
behaviour with the consequences, highlighting a feedback loop where outcomes, in turn, 
influence future stimuli, organism states and behaviours. The SOBC has been successfully 
used to explain related interaction contexts such as social media overload (Whelan et al., 
2020). Unlike the stimulus–organism–response paradigms, which typically focus on 
individual responses to specific situational stimuli, the SOBC paradigm expands its scope to 
encompass the broader environmental context. Specifically, as data vulnerability extends 
beyond isolated incidents of data loss or breaches, encompassing the pervasive risk inherent 
in the digital environment (Palmatier and Martin, 2019), it serves as a continuous backdrop 
shaping individuals’ perceptions, emotions and cognitive assessments. This influence 
extends across various contexts, not just in response to specific events. Within the framework 
of the SOBC paradigm, engaging in privacy protection behaviours carries consequences for 
subjective well-being (Lombardi and Ciceri, 2016), emphasising an outcome that surpasses 
the confines of individual incidents. The emphasis on the broader environment within the 
SOBC paradigm allows for a deeper understanding of the mechanisms guiding individuals’ 
responses to data vulnerability. Moreover, it underscores the significance of the mechanism 
shaping behavioural reactions to privacy concerns and the subsequent outcomes, 
highlighting that these effects are not solely confined to specific situations but have enduring 
implications across various contexts and over time. In that vein, SOBC improves APCO by 
considering the organism factor (i.e. emotional exhaustion) as a boundary condition and the 
consequence (i.e. subjective well-being) to extend the privacy coping process and outcomes 
(i.e. protection behaviours). Therefore, we propose that subjective online well-being can be a 
psychological outcome of privacy protection behaviours, and emotional exhaustion can 
explain the boundary condition for such antecedents–privacy concerns–behavioural 
reactions association in APCO. As such, the conceptual framework proposed in this study is 
based on an extended APCO model, incorporating the consequence (i.e. subjective well- 
being) of privacy reaction outcomes (i.e. protection behaviours) and the organism 
mechanism (i.e. emotional exhaustion).

Data vulnerability and privacy concerns. Unified from the famous conceptualisations of 
Westin and Altman, the control-centered definition of general privacy is defined as “Privacy, 
as a whole or in part, represents the control of transactions between the person(s) and 
other(s), the ultimate aim of which is to enhance autonomy and/or to minimise vulnerability” 
(Margulis, 1977, p. 10). Although those works existed way before the debut of digital 
privacy concerns, experts agree that privacy functions in society as a pivotal human necessity 
with corresponding benefits (Palmatier and Martin, 2019; Quach et al., 2022). Nested in this 
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cognate-based definition of privacy is the linkage between privacy and the vulnerability 
concept, which emerges as a critical issue in the digital age. Indeed, data vulnerability is 
defined as users’ susceptibility perception of falling victim to the exploitation and misuse of 
unauthorised personal data (Chou and Chou, 2021; Martin et al., 2017).

In this context, the “data” notion specifically refers to identifiable information that relates 
to an individual, which can range from basic personal details to more sensitive types such as 
biometric and behavioural data. The concept of data vulnerability encapsulates individuals’ 
overall subjective sentiment and perception of insecurity regarding their online presence and 
the digital footprints they generate. Thus, this research focuses on data vulnerability as 
individuals’ perceptions of their insecurity, not the actual vulnerability stemming from 
unknown privacy intrusions. For example, consumers engaging in online shopping for the 
first time during the COVID-19 pandemic may exhibit heightened concerns regarding the 
privacy and security of their shopping data because of lack of experience, increased exposure 
to online risks, heightened awareness of cyber threats, the increased amount of personal data 
shared and trust issues with new platforms. As highlighted by Martin et al. (2017), there is an 
inverse relationship between the reliability of the environment and consumer vulnerability, 
implying that individuals feel less vulnerable when using a trusted and secure service. For 
instance, e-commerce platforms such as Amazon and Shopify, known for their robust 
security measures and customer service, including secure payment gateways and buyer 
protection policies, often foster a sense of safety among users. Similarly, users tend to feel 
secure when accessing major banks’ websites or apps because of their trust in the 
institutions’ reputation and visible security measures, such as encryption, secure login 
procedures and fraud alerts. In line with this, the connection between data vulnerability and 
privacy concerns has been well-conceptualised in mainstream privacy research. Also, 
privacy concern, a focal psychological construct in the field of marketing and consumer 
study (Pomfret et al., 2020), constitutes the negative feeling towards the intrusions of an 
individual’s rights and information (Dienlin and Trepte, 2015).

Consumers’ privacy concerns are amplified in the presence of a sense of vulnerability to 
privacy invasion (Palmatier and Martin, 2019). In fact, in the digital era, highly sensitive and 
personal data (e.g. medical conditions, physical activity) from a multitude of sources (e.g. 
social media, geospatial, biometrics and web tracking technologies), in the era of digital 4.0, 
are subject to various types of monetisation (Quach et al., 2022). Therefore, a feeling of data 
vulnerability can heighten privacy concerns. Besides, vulnerability hints at susceptibility to 
harm or being exploited by others, which limits one’s ability to maximise their utility and 
well-being (Smith and Cooper-Martin, 1997). This explains how anxious consumers feel 
when their information is at stake from potential damage or feelings of violation rather than 
the actual incidence of data misuse or harm (Palmatier and Martin, 2019). As such, it is 
expected that the detrimental effect of data vulnerability with negative emotions (i.e. 
depression or anxiety) can deteriorate consumers’ online subjective well-being, which refers 
to satisfaction with life overall (Azizan and Mahmud, 2018; Rahman, 2021; Voukelatou 
et al., 2021). On the basis of the foregoing discussion, we hypothesise the following:

H1. Data vulnerability is positively related to privacy concerns.

H2. Data vulnerability is negatively related to online well-being.

Privacy responses. Privacy literature has documented two main types of privacy 
management strategies, namely, reactive and proactive responses (Quach et al., 2022). While 
proactive protection is preventive measures (e.g. using privacy-enhancing technologies) 
conducted beforehand to avoid information leakage without involving interpersonal 
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relationships, reactive protection denotes actions in response to an occurred privacy incident 
and often involves reducing or changing social interaction to deal with privacy intrusions 
(e.g. untagging oneself from a social media post) (Chou and Chou, 2021). Past and recent 
privacy literature has pointed out the positive relationship between privacy concerns and 
privacy protection behaviour (Baruh et al., 2017; Strycharz et al., 2019; Wottrich et al., 
2019; Yang, 2013). In the Helsinki Privacy Experiment of household surveillance, a mixture 
of privacy-seeking behaviours was observed, both active privacy-seeking means (proactive), 
such as going to the café to discuss personal matters, and reactive means, such as avoiding 
nudity, sexual intercourse or alcohol/substance use in front of the camera (Oulasvirta et al., 
2012). As such, it is expected that privacy concerns can increase both reactive and proactive 
privacy protection behaviours. We proposed the following hypothesis:

H3. Privacy concerns are positively related to (a) reactive privacy protection behaviour 
and (b) proactive privacy protection behaviour.

Research into the psychological functions of privacy suggested that privacy can be 
considered as a boundary control process involving restricting and seeking interaction to 
attain a desirable amount of access to self or others (Pedersen, 1997). Lombardi and Ciceri 
(2016) argue that because of frequent privacy intrusions in digital space, privacy protection is 
a prerequisite for obtaining privacy and its quality of well-being. Furthermore, it is also 
worth noting that achieving the preferable amount of social interaction can be challenging, as 
too much interaction might lead to privacy invasion, and too little yields isolation or a sense 
of detachment (Pedersen, 1997). In this vein, proactive and reactive protection are distinctive 
regarding interaction with others or interpersonal conflicts. If proactive protection is 
analogous to personal management without involving social relationships (De Wolf, 2020), 
reactive protection requires users to take interpersonal resorts or tradeoffs (Chou and Chou, 
2021) in the social capital building; for example, untagging themselves from a friend’s social 
media post might be considered exasperated (Wisniewski et al., 2015).

Thus, we argue that, although both protection behaviours aim to preserve consumers’ 
privacy, they might have the opposite effect on consumers’ well-being because of tradeoffs 
in the social interaction required and the level of effort. In other words, the increased reactive 
protection corresponds to an equivalent effort spent to deal with privacy problems that have 
already happened and often involve unfavourable changes in social interactions, thus might 
be jeopardising one’s well-being. In contrast, proactive protection is deployed in advance to 
deter any potential issues arising, which, in turn, might enhance life satisfaction and lessen 
distress. Hence, we posit the following:

H4. Reactive privacy protection behaviour is negatively related to online well-being.

H5. Proactive privacy protection behaviour is positively related to online well-being.

The moderating role of privacy emotional exhaustion. Emerging from Mashlach’s burnout 
framework, emotional exhaustion was defined as “a chronic state of emotional and physical 
depletion” (Cropanzano et al., 2003, p. 160). Emotional exhaustion best captures the 
elemental meaning of burnout (Shirom, 1989) and constitutes a core component of the 
concept of fatigue drawn from burnout literature (Agozie and Kaya, 2021; Choi et al., 2018; 
Tang et al., 2021). Unlike privacy cynicism, which involves frustration, hopelessness and 
disillusionment because of unmet expectations, emotional exhaustion relates to a sense of 
tiredness arising from privacy demands (Choi et al., 2018). Fatigued people are deviated 
from rational privacy choices because of reduced efficacy in processing apposite information 
(Acquisti et al., 2013), which eventually results in the inefficient performance of tasks or 
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activities (Choi et al., 2018). Because exhausted people are of a low level of hardiness (i.e. 
daily activity involvement, a sense of control and openness to change) under high workload 
and stress (Maslach et al., 2001), and emotional exhaustion also signals emotional and 
physical depletion (Cropanzano et al., 2003), it is plausible that among exhausted people 
who experience a heightened sense of helplessness, the effect of data vulnerability on 
privacy concern will be greater than those who remain energetic in terms of privacy. On the 
other hand, the impact of data vulnerability on well-being (H2) can be reduced in the 
presence of emotional exhaustion. Indeed, the Helsinki privacy experiment has offered 
useful evidence to prove that chronically privacy-intruded users tend to accept the situation 
to the point that their annoyance and anxiety fade away and begin to feel normal with the 
surveillance (Oulasvirta et al., 2012). Therefore, we suggest the following hypotheses:

H6. Privacy emotional exhaustion moderates the effect of data vulnerability on privacy 
concerns, in which the positive effect of data vulnerability on privacy concerns will 
be stronger at a higher level of privacy emotional exhaustion.

H7. Privacy emotional exhaustion moderates the effect of data vulnerability on online 
well-being, in which the negative effect of data vulnerability on well-being will be 
weaker at a higher level of privacy emotional exhaustion.

The privacy paradox is a well-known phenomenon in which people are willing to share their 
personal information while manifesting a high degree of privacy concern (Norberg et al., 
2007; Pomfret et al., 2020). In spite of great attention given to untangling this paradoxical 
outcome through multiple concepts such as the privacy calculus or the privacy cynicism 
(Augustin et al., 2022), the underpinning mechanism and a mutually agreed cross- 
disciplinary explanation are far from being achieved (Baruh et al., 2017; Kokolakis, 2017; 
Pomfret et al., 2020). In light of the privacy calculus theory, the act of privacy information 
disclosure is an empowering exercise of control over the act itself (Dinev et al., 2013), and 
purposeful cost–benefit tradeoffs were made before conducting privacy-related decisions; 
while some consumers find the benefits of privacy sharing outweigh its costs of 
consequences and make rational sharing decisions, others exercise a calculus refusing to 
trade their personal information for inequivalent benefits (Palmatier and Martin, 2019). Choi 
et al. (2018) reported that privacy fatigue weakens the negative relationship between privacy 
concerns and online non-protective behaviours (i.e. disclosure of personal information and 
disengagement coping). Intuitively, the same mentality can also be applied to privacy coping 
measures because those with fatigue would want to diminish decision-making effort (Levav 
et al., 2010). We argue that reactive protection measures are actions that can be taken at a 
later stage only when privacy issues occur, whereas proactive measures refer to preventive 
treatments that need to be taken now to prevent later incidences. As protective measures 
demand more time and effort, and as individuals become more emotionally exhausted, the 
effect of privacy concerns will be stronger for reactive protection behaviour but weaker for 
proactive responses. Therefore, we hypothesise the following:

H8. Privacy emotional exhaustion moderates the effect of privacy concerns on privacy 
protection behaviour, which will amplify the effect of privacy concerns on reactive 
behaviour not on proactive behaviour.

The proposed conceptual framework, which extends the APCO model to include protection 
behaviours and subjective well-being as the consequences of privacy outcomes, is illustrated 
in Figure 1. We discussed the data collection process and provided details about the 
measurement scales for the constructs in the model in the following methodology section.
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Methodology
Data collection
We recruited 706 participants on MTurk, which is an online platform that facilitates 
crowdsourcing by connecting requesters with a large pool of participants who can perform 
various tasks, including survey participation (Aguinis et al., 2021). MTurk was selected for 
its efficiency in providing a diverse and substantial participant pool, crucial for statistical 
analysis (Goodman and Paolacci, 2017). The study aims to explore the relationships among 
data vulnerability, privacy concerns, privacy protection behaviours and online subjective 
well-being, while also examining the moderating role of emotional exhaustion. The choice to 
use an online survey for data collection is particularly fitting, given the digital nature of the 
research focus. Collecting data through an online platform not only ensures relevance but 
also provides access to a diverse sample of participants who are directly engaged with these 
issues in their daily lives.

While MTurk offers convenience, we acknowledge a primary concern is the quality and 
engagement of participants. MTurk workers may not always engage with the survey as 
attentively as a more carefully selected sample, potentially leading to variability in data 
quality. This variability could affect the reliability of findings. Therefore, we implemented 
several quality control measures, including strict screening criteria (only accepting 
respondents with a 95% approval rate who resided in the USA) and attention checks such as 
“It is important to pay attention to the survey. Please choose strongly disagree” to verify that 
respondents were paying attention and providing legitimate responses. These checks were 
designed to filter out any participants who might not have been fully engaged with the 
survey, ensuring the integrity of our data. We dropped 94 responses that were incomplete or 
failed the two attention checks. The final sample size was 706, including a range of 
respondents to account for various levels of digital engagement. This approach allowed us to 
capture a wider spectrum of experiences and perceptions, thereby providing a more 

Figure 1. The proposed framework antecedents–privacy concerns–behaviour–outcomes (APBO) 
based on the enhanced APCO model (Dinev et al., 2015) and SOBC (Davis and Luthans, 1980) 

Source: Authors’ own work 
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comprehensive understanding of the different levels of vulnerability among users of digital 
technologies. In the final sample, 44.5% of them were females. A total of 60.2% had a 
bachelor’s degree and 22% had a postgraduate degree. 30.7% of the respondents were from 
18 to 28 years old, 36.5% from 29 to 38 years old, 17.7% from 39 to 48 years old, 10.2% 
from 49 to 58 years old and 4.8% from 59 years old or older. In terms of education, 12.7% of 
the respondents picked high school as their highest qualification, 5.1% vocational education, 
60.2% bachelor’s degree and 22% postgraduate degree. In terms of income, 21.2% earned 
less than $35,000, 17.7% earned between $35,000 and $49,999, 26.2% between $50,000 and 
$74,999, 22.8% between $75,000 and $99,999, and 12.1% from $100,000.

Measures
Previously validated scales were adapted to measure the constructs in this study. Data 
vulnerability and privacy concerns were measured using the scales from Martin, Borah and 
Palmatier (2017), in which respondents were asked how they felt about the personal 
information that businesses had about them. Here, “data” refers to identifiable information 
about an individual, and “data vulnerability” encompasses the overall sentiment that 
consumers hold regarding their online experiences. Given the substantial digital footprint left 
by Internet users because of their reliance on digital technologies, this study specifically 
explores participants’ reflections on their feelings about the personal information held by 
businesses. The data vulnerability measures focus on evaluating the extent to which 
individuals perceive themselves as insecure, vulnerable and susceptible to potential harm 
resulting from the disclosure of their personal data. The emotional exhaustion scale was 
taken from Choi et al. (2018), and online subjective well-being from Kaur et al. (2021). All 
constructs were measured using a seven-point Likert scale.

The items of the privacy protection behaviour were developed based on the typology of 
privacy protection by Quach et al. (2022) and interviews with five customers in a pilot study. 
Specifically, we conducted interviews with five consumer informants aged 27–41 years of 
age, all of whom were avid users of digital technologies. The primary goal of these 
interviews was to gain preliminary insights and refine the items used in our main study, rather 
than to generalise findings. Therefore, a sample size of five can be adequate for identifying 
common themes and insights (Guest, Namey, and Mitchell, 2013), particularly when the 
objective is to explore the overall behaviours and attitudes. The five informants interviewed 
were not restricted to a specific product but were selected based on their diverse experiences 
with digital technologies. They were from various countries, including China, Australia, 
Vietnam and Thailand, which helped provide a broader perspective on privacy behaviours 
and concerns. This diversity was intentional to capture a range of experiences and insights 
that could inform the development of our survey items. We identified our participants 
through our network within a research cluster. The interviews were carried out through either 
face-to-face interactions or via a video conference platform, with the sessions recorded and 
subsequently transcribed. Our interview protocol consisted of 18 questions that delved into 
topics such as digital technologies, data collection and utilisation and privacy protection 
behaviour. These questions were structured based on the conceptualisation of proactive and 
reactive behaviour outlined by Quach et al. (2022).

Our study explores the broader landscape of online experiences instead of focusing on a 
specific industry. This wide-ranging approach is driven by the recognition that heavy reliance 
on technology may contribute to a decline in mental well-being (Dienlin and Johannes, 
2020). The primary objective of our pilot interviews was to refine the items in our study. To 
ensure the face and content validity of our measures, we engaged in iterative discussions 
with the interview participants. These discussions involved reviewing and refining our 
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measures based on their feedback to ensure that the items accurately captured key constructs, 
such as privacy protection behaviours and data vulnerability. Additionally, we used 
previously validated scales to measure data vulnerability and privacy concerns (Martin, 
Borah and Palmatier, 2017) as well as emotional exhaustion (Choi et al., 2018). This 
approach, combined with the pilot interviews, helped confirm that our measures were both 
relevant and reliable for the broader study. Through iterative discussions and analysis, the 
five participants reached a consensus on the most common behaviours used to protect their 
data. This convergence among informants strengthened our confidence in the validity and 
representativeness of the insights gathered, affirming the adequacy of our chosen sample 
size. As the result of the pilot study, we excluded underperforming items, namely, “I use The 
Onion Router”, “I use virtual private networks (VPNs)” and “I delete apps when being asked 
for information”. This could be because of the limited popularity of third-party applications 
within the general population. Additionally, the act of deleting apps in response to 
information requests has become less prevalent, given the widespread practice of apps 
requiring information in today’s digital landscape. Age, gender, education and income were 
included as control variables, as they might influence customer privacy behaviour and 
perception of well-being. Following Podsakoff et al. (2003), respondents were assured about 
the anonymity of the survey responses and informed that there were no right or wrong 
answers. This helped minimise common method bias (Bandara et al., 2021). We report the 
validity and reliability of constructs in the below section.

Data analysis
Validity and reliability of constructs
Given that privacy protection behaviour was measured via scale items not previously 
validated in the literature, construct validity was conducted on the measurement items of the 
latent constructs using Exploratory Factor Analysis (EFA). Before performing EFA, the data 
were randomly split into halves. EFA was conducted in the first half, and confirmatory factor 
analysis (CFA) was conducted in the second half to determine whether the factor structures 
required any modification. During this process, items were inspected for poor factor loadings 
(i.e. < 0.50), significant cross-loadings (i.e. > 0.40) (Schertzer et al., 2008) and poor- 
performing items (“I turn to other non-digital alternatives such as face-to-face 
communication and traditional media”, and “I minimize disclosing my information in public 
platforms such as in social media posts and comments”) were dropped from further analyses. 
As digital behaviours evolve, certain practices may become less common or less relevant, 
affecting their effectiveness. The remaining data produced satisfactory factor loadings (i.e. 
ranging from 0.586 to 0.905) for each of the constructs (Fornell and Larcker, 1981). All 
constructs were unidimensional. CFA was conducted using IBM AMOS 28, and the results 
are provided in Table 2.

According to Table 2, construct reliabilities range from 0.818 to 0.911 and the factor 
loadings range from 0.672 to 0.915. Composite reliabilities (CRs), average variance 
extracted (AVEs) and correlations are provided in Table 3. The fit statistics for the 
accompanying CFA were satisfactory:  χ2 (194) = 490.002 (p < 0.01), standardized root mean 
square residual (SRMR) = 0.031, root mean square error of approximation 
(RMSEA) = 0.047, comparative fit index (CFI) = 0.969, NFI = 0.950 and goodness-of-fit 
index (GFI) = 0.939. All of the CRs were greater than the 0.70 threshold (Nunnally and 
Bernstein, 1994), and AVEs were higher than the recommended 0.50 (Hair et al., 2016), 
demonstrating convergent validity. The correlations and descriptive statistics of the 
constructs are provided in Table 2. Moreover, squared correlation coefficients between each 
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pair of constructs in the model were below the corresponding AVEs (Table 3), confirming 
discriminant validity (Fornell and Larcker, 1981).

Age and gender differences
We have conducted an independent sample t-test to test the difference between males and 
females on emotional exhaustion. The results show no difference between males and females 
(Mfemale = 5.037, SDfemale = 1.319, Mmale = 5.092, SDmale = 1.477, t(704) =0.521, p = 0.602). 
In addition, a regression analysis suggested that age did not have a significant effect on 
emotional exhaustion (B = 0.010, SE = 0.046, t = 0.219, p = 0.827).

In terms of privacy concerns, the results show no difference between males and 
females (Mfemale = 5.230, SDfemale = 1.221, Mmale = 5.288, SDmale = 1.249, t(704) = 0.622, 
p = 0.534). In addition, a regression analysis suggested that age was positively related to 
privacy concerns (B = 0.131, SE = 0.041, t = 3.215, p = 0.001). In terms of privacy 
behaviour, the results from independent sample t-tests reveal that there was no difference 
between males and females in reactive behaviour (Mfemale = 4.331, SDfemale = 1.600, 
Mmale = 4.518, SDmale = 1.753, t(704) = 1.481, p = 0.139). However, males were more 
likely to engage in proactive behaviour than females (Mfemale = 4.838, SDfemale = 1.296, 
Mmale = 5.037, SDmale = 1.388, t(704) = 1.968, p = 0.049). Regression analysis suggested 
that age did not have a significant effect on reactive privacy behaviour (B = 0.065, 
SE = 0.056, t = 1.165, p = 0.245) but was positively related to proactive privacy behaviour 
(B = 0.169, SE = 0.044, t = 3.819, p = 0.001).

Overall, the findings suggest that online users experience similar levels of privacy-related 
emotional exhaustion regardless of age and gender. In spite of no significant difference in 
privacy concerns and reactive protection behaviour between genders, males tend to engage 
more in proactive privacy protection measures, possibly because of their greater use of 
privacy-enhancing technologies. Additionally, older individuals show higher levels of 
privacy concerns and are more likely to adopt proactive protection measures, consistent with 
prior research indicating that age correlates positively with privacy concerns and proactive 
behaviour (Goldfarb and Tucker, 2012).

Main model testing
To effectively analyse these complex interactions, the study uses structural equation 
modelling (SEM) to test the hypotheses. SEM is a powerful statistical technique that 
facilitates the specification, estimation and testing of theoretical models comprising both 
observed and latent (unobserved) variables (Byrne, 2001; Kaplan, 2009). This method is 
particularly well-suited for the current study, as it allows for the examination of both direct 
and indirect relationships among multiple variables (Hair, Black, Babin, Anderson, and 
Tatham, 2006). This capability is essential for testing the proposed model, especially in 
assessing how privacy concerns mediate relationships among variables and how emotional 
exhaustion moderates various pathways within the model. SEM, therefore, provides a robust 
framework for understanding the complex dynamics that influence online well-being.

Shook et al. (2004, p. 397) describe SEM as “a set of linear equations that simultaneously 
test two or more relationships among directly observable and/or unmeasured latent 
variables”. This method allows researchers to assess model fit and rigorously test 
theoretically derived and a priori specified causal hypotheses (Voss, 2023). The advantages 
of SEM include its ability to simultaneously examine a series of dependence relationships, 
incorporate multiple independent variables, mediators and dependent variables (Voss, 2023), 
account for measurement errors and other sources of error (Bagozzi et al., 1998), empirically 
test theoretical measurement models and hypotheses (Chin, 1998), and provide simultaneous 
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estimation (Iacobucci et al., 2007). Furthermore, covariance-based SEM stands out as a 
powerful tool for researchers, offering a comprehensive approach to assessing and refining 
theoretical models (Anderson and Gerbing, 1988, p. 411). Notably, SEM exhibits robustness 
even in the presence of violations of underlying distributional assumptions, enhancing its 
reliability and applicability in various research contexts (Reinartz et al., 2009, p. 332).

In terms of sample size, SEM typically requires a relatively large number of participants 
to ensure robust and reliable results. According to Kaplan (2009) and Raykov and 
Marcoulides (2000), a sample size of 200–400 is generally considered adequate for models 
with 10–15 indicators. As a general guideline, Loehlin (1992) suggests that the minimum 
sample size should be at least 50 plus eight times the number of variables in the model. 
Mitchell (1993) recommends a ratio of 20 cases per variable, while Stevens (1996) advises a 
subject-to-predictor ratio of 15:1. Given that this study includes 22 observed variables, the 
minimum sample size would be 226 according to Loehlin (1992), 440 according to Mitchell 
(1993), and 330 according to Stevens (1996). Therefore, with a sample size of 706 
participants, our study comfortably exceeds these minimum requirements, ensuring that the 
analysis is well-supported by a sufficient number of cases.

The fit indices for this structural model are as follows: χ2(202) = 723.726, p < 0.001, 
SRMR = 0.057, RMSEA = 0.061, CFI = 0.936, Tucker-Lewis Index = 0.920 and GFI = 0.917. 
These results suggest a good fit between the model and the data. The results support four of 
our six hypothesised relationships (Table 4). Overall, vulnerability was positively related to 
privacy concerns, which increased both reactive and proactive privacy protection. However, 
only proactive privacy protection positively and significantly influenced online well-being. 
Therefore, H1, H3a, H3b and H5 are supported, and H2 and H4 were not supported. 
Additional analysis reveals that the indirect effect of data vulnerability on online subjective 
well-being via privacy concerns and proactive behaviour was significant (b = 0.0354, 
se = 0.0080, 90%CI [0.0211, 0.0525]).

Among the control variables, only the effects of age on privacy concerns and education 
on reactive privacy protection were significant. Specifically, the older the respondents were, 
the more likely they were to be concerned about privacy. In addition, greater education 
increased reactive privacy protection behaviour.

Privacy emotional exhaustion as a moderator
Following Cheah et al. (2020) and Little et al. (2006), we adopted the orthogonalised 
approach to test the moderation effects of privacy emotional exhaustion. First, the 
uncentered emotional exhaustion indicators were multiplied with the uncentered indicators 
of each of the independent variables (i.e. vulnerability and privacy concerns) to form 
indicators for the corresponding interaction variables. For each interaction variable, new 
residual-based indicators were created from the residuals of the regression of all exogenous 
indicators on each of the new corresponding interactive variable indicators. The regression 
residuals were used as measures of each of the respective latent interaction variables. In the 
second step, the moderator and interactive terms were included in the model. The residuals of 
the product indicators of each of the latent interaction variables were covaried based on the 
guidelines of Cheah et al. (2020) and Little et al. (2006) to make sure that there was no 
shared variance between the indicators of the interaction term and the indicators of the 
independent variable and the moderator. The results are provided in Table 5.

It was found that the interaction term between emotional exhaustion and data 
vulnerability had a significant effect on privacy concerns and well-being. In addition, the 
interaction term between emotional exhaustion and privacy concerns had a significant effect 
on reactive protection behaviour but not proactive protection behaviour. Therefore, H6, H7 
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and H8 were supported. In general, as customers become more emotionally exhausted about 
privacy, their level of data vulnerability will have a stronger effect on privacy concerns and a 
weaker effect on online well-being; in addition, as the level of emotional exhaustion 
increases, the effect of privacy concerns on reactive protection behaviour (but not proactive 
behaviour) will become stronger (Figures 2, 3 and 4). The following section provides a 
detailed discussion of our findings.

Discussion
The current study extends the APCO theory by incorporating subjective (online) well-being 
as a consequence. The results, although not directly, reveal insights into the renowned 
debates of the privacy paradox by considering the role of emotional exhaustion. 
Furthermore, a novel tension (thereby exhaustion tension) undocumented in literature was 
found on how privacy concerns prompt emotionally exhausted consumers to exercise more 
reactive (active) but not proactive (passive) protection decisions. Last but not least, we 
revealed the disparate influences of protection behaviours (i.e. reactive and proactive) on 
online well-being. These insights collectively address the overarching research question: 
What mechanism underlies the impact of data vulnerability on consumers’ privacy 
protection behaviour and online subjective well-being?

The findings confirmed that data vulnerability magnifies privacy concerns (H1). Our 
result corroborates the finding of Smith et al. (2011) that users’ privacy concerns are 
aggravated in the presence of privacy events or abuses. While firms’ exploitation of personal 

Table 5. Results regarding moderating effects (standardised regression weight on DV)

IV DVa Β (IVb) β (MODc) β (IATd)

Vulnerability Privacy concerns 0.479*** 0.090+ 0.084*
Vulnerability Online well-being −0.130* −0.266*** 0.262***
Privacy concerns Reactive privacy protection 0.450*** 0.479*** 0.104***
Privacy concerns Proactive privacy protection 0.632*** 0.184*** 0.019+

Notes: aDV = dependent variable; bIV = independent variable; cMOD = moderator; dIAT = interaction term; 
+not sig., *p < 0.05; ***p < 0.001
Source(s): Authors’ own work

Figure 2. Moderating effect of privacy emotional exhaustion on the relationship between vulnerability 
and privacy concerns 

Source: Authors’ own work 

EJM 
59,13    

226  

Downloaded from ftp.​nowpublishers.​com/​ejm/​article-pdf/​59/​13/​207/​10084031/​ejm-12-2022-0953en.​pdf by guest on 17 August 2026



data has increasingly become a norm, most consumers still have limited or no strategies to 
safeguard themselves from privacy threats (Young and Quan-Haase, 2013). We further 
supported the importance of consumers’ perception of vulnerability, supporting earlier 
research highlighting concerns evoked from consumers’ understanding of the state of their 
privacy regardless of actual data breach experience (Palmatier and Martin, 2019).

Although the statistical results for the relationship between data vulnerability and online 
well-being (H2) are not significant (p = 0.083), the observed negative relationship hints at a 
psychological impact on consumers’ well-being as an indirect consequence of their feelings 
of vulnerability. This suggests that data vulnerability affects online subjective well-being 
through a mediating mechanism involving privacy concerns and proactive (but not reactive) 
behaviour. This finding aligns with the APCO model, which outlines the sequential 
relationship between data vulnerability, privacy concerns, proactive protection behaviour 
and online subjective well-being.

Our findings align with prior research that emphasises the indirect impact of data 
vulnerability on various privacy-related outcomes. For example, Martin et al. (2017)
demonstrated the indirect effects of data vulnerability on privacy behaviours such as 
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Figure 3. Moderating effect of privacy emotional exhaustion on the relationship between vulnerability 
and online well-being 

Source: Authors’ own work 

Figure 4. Moderating effect of privacy emotional exhaustion on the relationship between privacy 
concerns and reactive protection behaviour 

Source: Authors’ own work 
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falsifying information, negative word-of-mouth and switching, mediated by perceptions of 
violation and trust. Their research underscores the pivotal role of data vulnerability in 
shaping consumer responses to firms’ information practices, highlighting its significance 
beyond direct privacy concerns or financial implications. Similarly, Liu et al. (2023) revealed 
the indirect effect of data vulnerability on consumers’ continued usage intention of sharing 
accommodation platforms. Their study indicated that consumer data vulnerability positively 
influences privacy concerns, subsequently leading to a negative impact on continued 
platform usage. This suggests that individuals are more likely to respond unfavourably to the 
use of their data when they perceive heightened privacy concerns. Moreover, research by 
Tucker (2014) suggests that individuals exhibit more favourable responses to data usage 
when they have control over their personal privacy settings, indicative of lower privacy 
concerns. Our findings further extend this understanding by highlighting the indirect effect of 
data vulnerability on online subjective well-being through privacy concerns and proactive 
protection behaviour. Eventually, privacy protection measures must arise to answer the 
urgency of consumers’ privacy concerns (H3). While existing studies have confirmed that 
consumers take both proactive and reactive actions to protect their privacy when concerns 
are heightened (Baruh et al., 2017; Choi et al., 2018; Yang, 2013), none have explicitly 
distinguished or considered both behaviours simultaneously. Our study, therefore, adds value 
by advancing understanding and highlighting the need to consider both behaviours within the 
same context.

Contrary to the common expectation that privacy protection alleviates anxiety and stress, 
thereby enhancing life quality, our results confirmed that only proactive (H5), not reactive 
(H4), privacy protection behaviours positively relate to online well-being, indicating that not 
all protection measures yield the same effect. Although not statistically significant, reactive 
measures seem to have a negative effect on well-being on account of the changes in social 
interaction, which are central to the reactive responses (Quach et al., 2022). In contrast, 
performing proactive protection behaviour can prevent future privacy problems (Chou and 
Chou, 2021), which can lead to peace of mind and overall satisfaction with life.

Regarding emotional exhaustion – a pivotal component of the fatigue concept – fatigue 
literature suggested that emotionally depleted people tend to be reluctant to go any further or 
unable to make privacy decisions (Ream and Richardson, 1996; Shao et al., 2022) and are 
more likely to do nothing in response to their personal information misuse (Choi et al., 2018; 
Shao et al., 2022; van Ooijen et al., 2022). Our study found that emotional exhaustion 
increased the impact of data vulnerability on privacy concerns (H6). It also amplified the 
effect of privacy concerns on reactive, but not proactive, protection behaviours (H8). 
Emotionally exhausted consumers would exhibit more privacy concerns when their 
vulnerability increases, and their concerns are more likely to translate into reactive protection 
behaviours. Our findings underscore the heightened mental burden faced by modern 
consumers (Bright et al., 2021). We highlight how high privacy demands and limited 
cognitive resources contribute to burnout and anxiety, emphasising the role of emotional 
exhaustion (Choi et al., 2018) within the broader context of psychological well-being. Unlike 
privacy cynicism, which reflects frustration, hopelessness and disillusionment because of 
unmet expectations, emotional exhaustion in our study pertains to the fatigue that arises from 
constant privacy demands. This indicates that emotional exhaustion is one of the key 
mechanisms underpinning the privacy paradox (Agozie and Kaya, 2021; Choi et al., 2018; 
Tang et al., 2021). Furthermore, the impact of vulnerability on consumers’ well-being is 
weaker in the presence of high emotional exhaustion (H7). Previous research found that the 
negative impact of vulnerability gradually decreased to a point where privacy intrusions no 
longer caused negative feelings (Oulasvirta et al., 2012). We further provided evidence to 
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enrich existing findings, demonstrating that high emotional exhaustion mitigates the negative 
effect of privacy vulnerability on the end-state outcome of online well-being.

Finally, concerning demographic differences, the findings demonstrate that online users 
experience the same level of privacy and emotional exhaustion regardless of their age and 
gender. Furthermore, although extant studies such as Bartel Sheehan (1999) and Hoy and 
Milne (2010) found a significant relationship between gender and privacy concerns, our 
results support Jensen et al. (2005) and Yao et al. (2007), which suggest that the effect of 
gender on privacy concerns is inconclusive and may be contingent on specific contexts, such 
as social media. In spite of exhibiting no difference in privacy concerns and reactive privacy 
protection behaviour, males were more likely to engage in proactive privacy protection 
behaviour. This inclination could be attributed to the fact that proactive measures often 
involve using privacy-enhancing technologies, and males are more likely to leverage 
technology as tools for privacy protection compared to females (Hoy and Milne, 2010). It is 
worth noting that proactive protection involves preventive measures, typically uzing 
privacy-enhancing technologies, while reactive protection entails actions in response to a 
privacy incident, applicable to any affected individual (Chou and Chou, 2021). Finally, our 
results indicate a positive correlation between age and privacy concerns, as well as a 
tendency for older respondents to adopt proactive privacy protection measures. This aligns 
with previous research, such as the work of Goldfarb and Tucker (2012), suggesting that as 
individuals age, they become more conscious of privacy issues and are more proactive in 
safeguarding their online privacy. Building on the results, the next section provides insights 
into theoretical and practical implications.

Implications
Theoretical implications
The study contributes to the emerging literature on online subjective well-being and 
consumers’ privacy in several ways. First, bridging the privacy literature and subjective 
well-being literature, the current study extends the ACPO model by incorporating data 
vulnerability as an antecedent of privacy concerns and online well-being as the ultimate 
outcome. Whereas the majority of current research examines subjective online well-being 
from the perspective of social media use (Verduyn et al., 2017), our study offers evidence of 
the impact of overall data vulnerability and privacy responses on customers’ subjective 
online well-being. This study supports earlier research such as Rahman (2021), who 
postulates that individual-driven sources are among the key factors that influence satisfaction 
with life (i.e. online well-being). The paper also enhances understanding of the ultimate 
psychological benefits of privacy protection behaviours, namely, online well-being 
(Palmatier and Martin 2019). Furthermore, we contribute to the discourse on the privacy/ 
vulnerability tradeoffs identified by Martin et al. (2017) by delineating the boundary 
conditions that intensify the impact of data vulnerability on consumers, particularly when 
they are experiencing emotional exhaustion. Under these circumstances, individuals are 
more likely to adopt reactive protection behaviours as opposed to proactive strategies.

Second, we provide evidence to support the significant and positive impacts of proactive 
rather than reactive protection behaviours on consumers’ subjective online well-being, 
extending existing privacy research such as Martin et al. (2017) and Quach et al. (2022). 
Specifically, drawing on the privacy protection typology outlined by Quach et al. (2022), our 
study represents the first empirical endeavour to operationalise the distinctions between 
proactive and reactive protection behaviours. Unlike many prior privacy studies that often 
focus solely on one type of protection behaviour (e.g. Soomro and Hussain, 2019; Yang, 
2013) or fail to clearly distinguish between proactive and reactive behaviours (e.g. 
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Wisniewski et al., 2015), our research underscores the importance of considering these 
distinctions. By recognising the disparate effects of proactive and reactive protection 
behaviours, our study emphasises the need for a nuanced approach when investigating 
consumers’ privacy concerns and subjective online well-being. This understanding is crucial 
for developing targeted interventions and strategies aimed at enhancing individuals’ online 
experiences and well-being. In addition, we also shed light on the conditions influencing 
consumers’ selection of protective actions, thereby elucidating their impact on online well- 
being as a consequential effect of privacy-related decisions. Our findings provide compelling 
evidence supporting the significant and positive impacts of proactive protection behaviours 
on consumers’ subjective online well-being. This innovative approach not only expands the 
insights provided by Quach et al. (2022) and Martin et al. (2017) but also paves the way for 
exploring a wider range of consequences stemming from privacy-related decisions.

Finally, this study extends the current understanding of privacy tension in the presence of 
emotional exhaustion. Recent studies corroborated that emotional exhaustion is one of the 
key mechanisms behind the privacy paradox (Augustin et al., 2022; Choi et al., 2018; 
Pomfret et al., 2020). Emotionally exhausted consumers are more likely to avoid coping 
measures and engage in non-protective behaviours (e.g. self-disclosure). Our findings 
suggest that among emotionally exhausted consumers, high privacy concerns translate into 
reactive protection measures but not proactive ones on account of reservation efforts (Levav 
et al., 2010). Individuals who prioritise privacy often exhibit different responses to 
immediate threats, with some leaning towards reactive behaviour. Reactive behaviour 
involves addressing issues as they arise rather than taking proactive steps to prevent them. 
Conversely, these individuals may hesitate to engage in proactive behaviour, which entails 
taking preemptive measures to safeguard their privacy. This reluctance towards proactive 
measures can be attributed to their preventive nature, where the potential benefits, being 
uncertain and not immediate, may not seem to outweigh the costs. Consequently, the 
perceived advantages of proactive protection may not convincingly outweigh its associated 
expenses, thus limiting its impact.

Practical implications
Several practical implications emerge from the study results. First, privacy concerns play a 
central role in the relationship between vulnerability, behavioural responses (i.e. protection 
behaviours) and consumers’ well-being. The positive correlation between privacy concerns 
and both reactive and proactive protection behaviours confirms that consumers are likely to 
embark on different privacy paths (i.e. proactive and reactive) consistent with findings from 
the Helsinki experiment. However, only proactive protection measures result in subjective 
well-being. This reflects the tumultuous digital world where preventive, not remedial, 
responses are preferable. Customers need to be encouraged to engage in more proactive 
behaviour instead of reacting only after an incident happens. To bolster proactive privacy 
protection, businesses should implement several key strategies. First, they should develop 
user-friendly privacy controls, including intuitive dashboards that allow users to easily 
manage privacy settings and data-sharing preferences (Grünewald et al., 2023). Robust 
default privacy settings, combined with granular customisation options, will further 
empower users. Regular internal and third-party privacy audits are crucial for identifying and 
addressing vulnerabilities and ensuring compliance with industry standards.

Additionally, businesses should adopt privacy by design and rights management practices 
(Abomhara et al., 2024). Privacy by default, embedded in IT systems and business practices, 
ensures automatic protection of user privacy without requiring user intervention. Rights 
management software can aid users in visualising and exercising their privacy controls, allowing 
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them to edit, download, share and toggle privacy settings as needed. Advanced digital 
fingerprinting techniques can be used to track intruders with details such as date, time, username 
and email, deterring screenshot data theft. By preventing breaches and enhancing preventive 
measures, businesses can significantly reduce customer vulnerability, promote proactive privacy 
protection and improve overall online well-being.

Moreover, our study extends beyond the scope of previous research, such as Martin et al. 
(2017), by offering actionable insights into the role of emotional exhaustion and its 
implications for consumer behaviour. Consumers’ irrational evaluations and behaviours are 
influenced by emotional exhaustion, highlighting the need for tailored approaches to enhance 
their well-being in the context of data vulnerability and privacy concerns. Overexploiting 
users’ information and data breaches would likely induce mental fatigue, which represses 
user enthusiasm for protection measures (Maslach et al., 2001) This poses a significant risk 
to businesses reliant on personal data, jeopardising the value derived from such information 
(Tang et al., 2021). Additionally, overly complex privacy policies can contribute to 
emotional exhaustion, further exacerbating the issue. To mitigate emotional exhaustion and 
promote user well-being, firms should prioritise transparency and user empowerment in their 
privacy practices. This includes using clear and concise language in privacy policies, 
simplifying privacy options and empowering users to control their privacy settings. For 
example, firms can adopt measures such as turning off non-essential cookies by default and 
implementing active opt-in mechanisms for data collection. Furthermore, offering incentives 
such as digital discount vouchers or monetary rewards (e.g. crypto tokens) in exchange for 
user consent to track basic information, with an opt-out option readily available, can help 
foster a more collaborative and transparent approach to privacy management without 
triggering emotional exhaustion.

Conclusion, limitations and future research directions
The current study investigates the relationship between data vulnerability, privacy concerns, 
privacy protection behaviours and subjective online well-being in the presence of privacy 
emotional exhaustion. Though the study offers important implications, there are several 
limitations. First, we used cross-sectional data in this study, which only captured a 
“snapshot” of the phenomena of interest at a specific time. As the digital environment is 
rapidly changing with emerging technologies and data protection regulations, a longitudinal 
study will be beneficial to understand the evolution of privacy. Furthermore, the APCO 
model could be extended to embed other privacy calculus constructs such as trust, risks/costs 
and perceived benefits (Dinev et al., 2015), along with self-efficacy, response-efficacy, or 
privacy literacy.

Another limitation arises from the use of MTurk for data collection. While using MTurk 
for data collection offers significant efficiency advantages for researchers (Goodman and 
Paolacci, 2017), it also presents several challenges related to generalisability. MTurk 
participants tend to be younger and more educated, which may not accurately reflect the 
broader population of internet users (Chandler et al., 2019). Additionally, participants’ 
motivations, often driven by monetary incentives, could introduce bias, potentially affecting 
the authenticity of their responses. While quality control measures were implemented to 
mitigate these concerns, future research should compare MTurk results with data from other 
sources or methods to assess the robustness and generalisability of the findings. 
Incorporating alternative recruitment platforms or sampling methods could help improve the 
diversity and representativeness of the participant pool.

Furthermore, all research participants in the main study were consumers from the USA. 
Given that cultural differences can significantly influence privacy attitudes and behaviours 
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(Chen et al., 2013), future research should validate these findings in other cultural contexts. 
Specifically, investigating how cross-cultural or cross-national variations in privacy concerns 
shape attitudes and behaviours (Martin et al., 2017) would provide valuable insights into 
privacy dynamics. It would also be valuable to explore how consumers in different cultures 
perceive their vulnerability to privacy violations, especially in societies where privacy may 
not be a top priority. Additionally, examining how varying levels of data vulnerability and 
emotional exhaustion impact privacy protection behaviours in different situations could offer 
important insights. Understanding the boundary conditions under which reactive and 
proactive privacy protection behaviours enhance subjective online well-being is another 
promising avenue for future research.

Several key research areas remain underexplored and warrant further investigation to 
advance the understanding of digital privacy management, consumer protection strategies 
and online well-being. One important area is the psychological mechanisms that influence 
privacy protection behaviours. Cognitive biases, such as optimism bias, may cause 
individuals to underestimate privacy risks, leading to a preference for reactive over proactive 
protection measures (Cho et al., 2010). Moreover, personality traits play a role in privacy 
decision-making, as individuals high in agreeableness tend to exhibit greater privacy 
concerns (Korzaan and Boswell, 2008), while those high in neuroticism may engage in more 
structured privacy protection behaviours because of perceived vulnerability and severity 
(Chennamaneni and Gupta, 2023). To address this, future research could explore questions 
such as: How do cognitive biases (e.g. optimism bias) shape proactive vs reactive privacy 
protection? and What role do personality traits play in privacy decision-making?

The temporal evolution of privacy concerns is another area requiring attention. Privacy 
concerns are not static; they fluctuate over time, particularly with repeated exposure to data 
vulnerability incidents, often leading to privacy fatigue and reduced protective behaviours 
(Choi et al., 2018). At the same time, increasing digital literacy and shifts in data protection 
regulations can influence privacy coping strategies (Lyu et al., 2024) by giving consumers 
more control over their personal data. This opens up several important research questions, 
such as: How do privacy concerns fluctuate over time with repeated exposure to data 
vulnerability? and How do digital literacy and regulatory shifts impact privacy coping 
strategies?

Contextual differences in privacy behaviours also need further exploration, particularly in 
relation to cultural norms. Privacy concerns and coping mechanisms vary across societies 
with different privacy expectations. For instance, individuals in collectivist cultures may 
prioritise privacy risks to protect the collective, whereas those in individualist cultures may 
focus more on personal control and freedom (Li et al., 2022; Trepte et al., 2017). Regulatory 
environments, such as the EU’s General Data Protection Regulation (GDPR), enforce 
stringent privacy protections, leading to different privacy behaviours compared to more self- 
regulatory environments such as the USA. To understand these variations, research should 
address questions such as: How do privacy concerns and coping mechanisms differ across 
cultures with varying privacy norms?

Finally, the role of organisational responsibility in privacy protection remains an open 
question. Surprisingly, privacy policies, while potentially increasing emotional exhaustion, 
which influences privacy fatigue (Agozie and Kaya, 2021), can also be effective in 
mitigating privacy concerns, particularly when implemented through privacy-by-design 
principles and ethical AI practices (Zhu et al., 2021). Further research is needed to determine 
how firms can develop transparency tools that minimise privacy-related stress and what 
regulatory frameworks are most effective in ensuring ethical and consumer-centric privacy 
protection. Key questions for future studies include: How can firms design transparency 
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tools to mitigate privacy-related emotional exhaustion? and What regulatory frameworks are 
necessary to ensure ethical and consumer-centric privacy protection? Addressing these 
research areas will further advance theoretical and practical understanding of digital privacy 
management, consumer protection strategies and online well-being.
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