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Purpose — The purpose of this paper is to improve the understanding of cloud service users’ privacy
concerns, which are anticipated to considerably hinder cloud service market growth. The researchers have
explored privacy concerns from dimensions that were identified as relevant in the cloud context.

Design/methodology/approach — Content analysis was used to identify privacy problems that were
most often raised in previous cloud research. Multidimensional developmental theory (MDT) was used to
build a conceptual model of cloud privacy concerns. Literature review was made to identify the privacy-
related constructs used to measure privacy concerns in previous cloud research.

Findings — The paper provides systematization of recent cloud privacy research, proposal of a conceptual
model of cloud privacy concerns, identification of measuring instruments that were used to measure privacy
concerns in previous cloud research and identification of categories of problems that need to be addressed in
future cloud research.

Originality/value — This paper has identified the categories of privacy problems and dimensions that have
not yet been measured in the cloud context, to the best of the authors” knowledge. Their simultaneous examination
could clarify the effects of different dimensions on the privacy concerns of cloud users. The conceptual model of
cloud privacy concerns will allow cloud service providers to focus on key cloud problems affecting users’ privacy
concerns and use the most appropriate privacy protection communication and preservation approaches.

Keywords Cloud privacy concerns, Cloud services, Privacy dimensions, Privacy problems

Paper type Research paper

1. Introduction
Cloud computing is a model for enabling convenient, on-demand access to a shared pool of
configurable computer resources that can be rapidly provisioned and released with minimal
management effort or service provider interaction (Cloud Computing Basics, 2022). Building
upon this definition, literature identifies three service models for cloud computing: Software
as a Service (SaaS), Platform as a Service (PaaS) and Infrastructure as a Service (IaaS). The
most commonly used model of cloud service is SaaS, which is popular because of its simple
and straightforward nature (Al-Madhagy, 2018). However, because of the collection and
processing of a large amount of data, SaaS is often considered the biggest threat to user
privacy. This paper tackles the privacy issues arising from the use of SaaS services (e.g.
Google Drive, Dropbox, OneDrive, etc.)

Although all major cloud service providers have implemented certain privacy protection
mechanisms, privacy remains one of the most prominent concerns. Moreover, privacy
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ICS problems are frequently discussed as a major barrier to using cloud services (Fox, 2021).
30,5 According to the Privacy Survey (CISCO, 2019), 84% of cloud users care about privacy and
want more control over their data, and 48% already switched providers because of their data
policies or data-sharing practices. Privacy concerns in cloud services are closely related to the
main attributes of cloud environments: outsourcing (delegating the responsibility for
performing data storage and processing to a third party), multi-tenancy (sharing the
654 infrastructure with multiple users) and massive data (storing a large volume of dynamic data).
Transparency is much lower, and the data are open to more vulnerabilities. Data are often
transferred beyond international borders, requiring consideration of legal requirements in
different jurisdictions and complicating the user’s ability to manage data flows and preserve
privacy (Fox, 2021). Users’ privacy concerns and related behaviors are expected to differ from
other contexts because of complex data collection and storage methods, new ways of using
data, and the possibility of interlinking data. These problems are anticipated to considerably
hinder cloud service market growth (Personal Cloud Market, 2020). However, little is known
about cloud service users’ privacy concerns and consequent attitudes, as most privacy research
in the cloud domain focuses on technical solutions (Nikkhah ef al, 2018). Therefore, it is
important to explore which dimensions of privacy concerns are relevant in the cloud context.

The objectives of this paper are to identify the key cloud privacy problems, to group
cloud privacy problems into meaningful categories, to propose a conceptual model of cloud
privacy concerns and to identify the categories of problems that need to be addressed in
future cloud research.

The remainder of this paper proceeds as follows:

The theoretical and methodological frameworks are defined in Sections 2 and 3. The
results of the research are then presented within four subsections in Section 4. First, the
search results based on search strings are presented. Second, key cloud privacy problems
were extracted, and similar problems were grouped into the same category. Third, a
conceptual model of cloud privacy concerns is proposed. Fourth, the privacy-related
constructs used to measure privacy concerns in previous cloud research were presented, and
the categories of problems that need to be addressed in future cloud research were identified.
Afterward, a discussion was offered in Section 5 to describe the scientific contribution of the
research, followed by a conclusion designed to summarize the research results in Section 6.
Finally, the research implications and recommendations for future work are presented.

2. Theoretical framework

Privacy involves different dimensions whose importance changes according to the
research context. Because of the inability to measure privacy itself, privacy research
relies on the measurement of privacy-related constructs (e.g. privacy risk, privacy concerns,
privacy perception, etc.).

While previous studies have reached a consensus on the effects of privacy-related
constructs on the use of technology, there is limited consensus about the dimensionality of
cloud users’ privacy concerns. Different dimensions of privacy have not been separated, and
users’ beliefs related to various privacy antecedents remain unexplained. Previous studies
have mostly focused on generic factors, such as general security and privacy (Alkhater ef al.,
2018; Arpaci, 2016; Arpaci et al., 2015; Asadi et al, 2020; Lim et al, 2015; Moryson and
Moeser, 2015) and information privacy concerns (Ali et al.,, 2019; Nakayama and Chen, 2019),
while a minority have focused on context-specific factors, such as privacy protection risks
(Yang, 2015) and privacy concerns in cloud computing services (Asadullah et al, 2015).
Although both types of findings are correct and useful, they need to be integrated into a
unified framework. To do so, Multidimensional developmental theory (MDT) (Laufer and
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Wolfe, 1977) will be used. Compared with theories built on the privacy calculus idea, MDT Privacy
provides a broader understanding of the antecedents of privacy concerns. The theory argues concerns of
that privacy concerns are a result of self-ego, environmental and interpersonal impacts. In cloud users
the cloud context, the self-ego dimension can be interpreted as the impact of a user’s

individual characteristics (e.g. personality, experience and computer literacy) on their

concept of privacy in the cloud. The environmental dimension can be interpreted as the

impact of external factors (e.g. government legislation and privacy regulations) on users’ 655
ability to perceive and exercise their privacy rights. Interpersonal dimension can be
interpreted as the impact of the relationship between a user and a cloud service provider (e.g.
transparency, collection and use practices of cloud service providers) on users’ beliefs
regarding the protection of data entrusted to cloud service providers.

While the popular instruments for measuring privacy concerns (Malhotra et al., 2004;
Smith et al, 2011), are commonly used in other contexts, the majority of cloud privacy
studies do not use them (Fox, 2021). Privacy concerns in the cloud have mostly been
conceptualized as a single first-order factor. The authors argue that cloud privacy concerns
are a particular case of a general privacy concern, whose dimensions have yet to be
determined. The existing research was therefore used to identify the specific privacy issues
associated with cloud services (ie. lack of visibility, control and transparency,
vulnerabilities related to the nature of the cloud and the difficulty of achieving regulatory
compliance, confidentiality and accountability), while the contribution of the paper lies in
the categorization of identified problems and proposal of a conceptual model representing
cloud privacy concerns. In this paper, the term cloud privacy concerns (CPC) is defined as
users’ negative beliefs regarding the protection of data entrusted to cloud service providers.

3. Methodology

The review of the literature was made to identify the key privacy problems that were most often
raised in previous cloud research, categorize cloud privacy problems and propose dimensions of
cloud privacy problems and identify the privacy-related constructs that were used to measure
privacy concerns in previous cloud research. The following search string was used:

TITLE-ABS-KEY [(“privacy issue®” OR “privacy problem™” OR “privacy challenge*” OR “data
protection issue*”) AND (cloud service*)], with a time limit from 2015 until 2021 and a subject
area limited to computer science. Only papers published in English were included, and only peer-
reviewed articles and conference papers were considered. The main idea was to identify the cloud
related problems and build conceptual model using bottom-up approach. The word “privacy
concern” was excluded from the search string because the papers returned as a result used
primarily standard instruments for measuring general privacy concern. The limitation in years
was set to include only current cloud problems and exclude those that are outdated or handled.
The literature search consisted of two phases. In the first phase, the search was made in Scopus
and WoS, as they have the biggest coverage of computer science content, provide a respectable
number of papers, allow the use of the same search string and are accessible to the authors of the
paper. In the second phase, the search was made in ScienceDirect to check if any further relevant
papers would emerge and to assess whether additional databases should be included in research.
The databases providing technical literature (e.g. IEEE) were excluded from the search.

For a paper to be considered, it had to satisfy at least one of the following criteria:
(1) provide a review of cloud privacy problems;
(2) develop a conceptual model or framework to explain cloud users’ privacy perceptions; or

(3) explore the privacy perceptions of cloud users through various means (questionnaires,
experiments, etc.).
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ICS Cloud privacy problems addressed in previous research served as an input for a new
30,5 conceptual model. Previous conceptual models and frameworks were used to explore
different approaches and study the dimensionality of cloud privacy concern. Methods of
exploring privacy perceptions were analyzed to determine the constructs used within
existing privacy-related measuring instruments and to recognize the research gap.
The selection of papers was conducted in two stages:

656 (1) a document title and abstract screening was conducted, which segregated the
papers as included or excluded; and

(2) a full-text screening of available papers was conducted, and the data were
extracted.

The next step of the research was to consider the dimensionality of users’ privacy concerns
when using cloud services. Content analysis (Erlingsson and Brysiewicz, 2017) was used to
identify privacy problems that were most often raised in previous cloud research. Although
the research frequency may not ideally match users’ privacy perceptions, this approach has
been successfully used in previous research with related topic (Earp et al, 2005; Smith ef al,
2011). The objective was to transform privacy problems into organized and compact
categories. After gaining a general understanding of privacy problems in the cloud
environment, each paper was divided into meaning units. The code for each meaning unit
was formulated to make it easier to identify the connections between the measuring units.
The codes were then compared and assessed to determine which seemed to belong together,
thereby forming a category. Each category consists of privacy problems that appear to
present the same concept. The preparation and initial proposal of categories was done by
one author. The other author made a thorough review of the proposed categorization and
suggested a few minor modifications.

MDT (Hong and Thong, 2013; Laufer and Wolfe, 1977) was used to build a conceptual
model of cloud privacy concerns. This theory provides a broad description of the different
dimensions that affect users’ privacy perceptions. According to MDT, users’ privacy
concerns are defined by users’ individual characteristics, their interactions with others and
environmental factors, while control/choice is a mediating variable that influences and is
influenced by the situation.

Finally, a review of all items used in instruments that were measuring privacy concerns
in cloud services was conducted. The aim of this step was to identify the categories and
dimensions of privacy problems that were addressed in previous research, to compare them
with the ones identified in this paper and to recognize the research gap.

4. Results

4.1 Presenting the search results

The first phase of search resulted in 423 papers in Scopus, and 373 papers in WoS, of which
260 were duplicates. The second stage of a search resulted in 14 papers in ScienceDirect, of
which 12 were duplicates, confirming the adequate coverage of the topic. Therefore, no
additional databases were included in research. After removing the duplicates, 538 papers
remained (423 in Scopus, 113 in WoS and 2 in ScienceDirect), and they were reviewed based
on the document title and abstract. Only 88 papers that met the inclusion criteria were
included in the next stage of selection. Papers dealing solely with technical issues
(encryption, algorithms, protocols, etc.) as well as papers related to IoT, fog computing, 5 G
networks, blockchain and similar technologies were excluded from research. The full-text
screening of 88 papers resulted in the final set of 51 studies (42 in Scopus and 9 in WoS),
which were included in the subsequent analysis.
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4.2 Extracting and categovizing privacy problems arising from the use of cloud services Privacy
During the content analysis of the papers that matched the first inclusion criteria (i.e. concerns of
provided a review of cloud privacy issues), each paper was broken into smaller units. The cloud users
extraction of cloud privacy problems resulted in a comprehensive list of 58 codes. The

comparison and evaluation of the codes resulted in their further categorization into

13 categories of privacy problems. The codes and categories are presented in Table 1. Such

categorization enables further processing of results and classification of the identified 657
categories of privacy problems into one of the dimensions of cloud privacy concerns.

Descriptions of the most relevant cloud privacy problems identified in each category of
privacy problems in the cloud are provided in Table 2. The descriptions were composed
based on a synthesis of the problems proposed by several authors. The synthesis consisted
of thorough processing of each research paper and the extraction of plausible descriptions.
These descriptions are based on the most discussed privacy problems relevant to the cloud
context.

Out of 184 mentions of identified privacy problems, most were categorized as
confidentiality, integrity and availability problems. These three categories of problems had
more than 20 mentions in the reviewed set of papers. On the other hand, the least mentioned
problems, with fewer than 10 mentions in the reviewed set of papers, were related to
transparency, collection, and storage limitation practices of cloud service providers. The
frequency of occurrence of privacy problems assigned to each category was identified by
quantitative analysis (Table 3).

4.3 Building the conceptual model of cloud privacy concerns

After the main categories of cloud privacy problems were identified, the final set of papers
(51 papers) was reviewed to identify the proposed privacy dimensions. The literature review
found little consensus regarding the conceptualization of cloud privacy concerns. Some
authors have conceptualized cloud privacy concerns as a second-order factor; few have
conceptualized them as a combination of second-order and first-order factors, while most

Category Code

Accountability Data provenance, right for investigating abnormal or illegal activities
investigative support, compliance, enforcement, liability, dynamic provision, non-
repudiation

Authentication and Identity security, denial of service, data recovery
authorization
Availability Data-long-term viability, unexpected incidents, data backup and redundancy,
data leakage, data sanitization, data protection, data encryption, well-secured data
Confidentiality Abuse of cloud services, data access, data breach, unauthorized access,
unnecessary access
Control Data location, insecurity, access, individual participation, consent/choice
Collection Limitation of collection, purpose detailing, data ownership, data duplication
Data sharing Transborder data flow, multitenancy
Integrity Modified or harmed data, data manipulation
Regulatory compliance Laws and regulations, policy issues, compliance and legal issues, different laws/
jurisdictions, laws of data protection, governance and legal issues, privacy policy
governance, data locality issue, data segregation Table L
Reliability Data loss, appropriate human resources, misuse, unwanted advertising Categorlzatl.on of
Secondary use Fraud, theft, unauthorized use, use limitation, privacy, notice cloud privacy
Transparency Awareness, openness problems
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ICS

Problem Description of the problem
30,5 P P

Accountability Multiple parties can be involved in providing the service. It is difficult to ensure that
privacy policies and practices are followed by all parties and to determine who is
responsible for the certain action

Authentication and The use of different identity tokens and identity negotiation protocols can result in

authorization interoperability drawbacks
658 Availability It is difficult to provide on-demand service of different levels in the event of an
incident or change in the terms of service
Confidentiality It is difficult to keep data confidential and protected when relying on external
providers
Control Because of the lack of visibility, it is difficult to ensure that the user has control over

their data. Customers are not comfortable storing their data on systems that reside
outside of their physical range

Collection The processing and storing of various data in cloud services (personal data,
documents, metadata, keywords, etc.) create the possibility of large-scale privacy
intrusions

Data sharing It is difficult to ascertain which specific storage device will be used for data transfer
and to track the transfer of data acquired by service providers to third parties

Integrity The integrity of the encrypted data in cloud services is endangered due to the dynamic

nature of the cloud. It is difficult to protect the data from unauthorized deletion,
modification or use

Regulatory It is difficult to harmonize different legal and regulatory frameworks in multiple
compliance states. There is a concern about potential data misuse during the transfer to another
country
Reliability The use of multiple systems increases reliability but raises severe privacy issues
Secondary use It is common for cloud service providers to find new uses for data (i.e. data analysis,
text mining)
Tabl(? 2,' Storage limitation ~ The number of copies is difficult to trace, and it is difficult to ensure that all of them
Dgscrlptlon of ) will be properly destroyed at the user’s request
privacy problemsin  Transparency It is difficult to determine where the provider’s responsibilities end. There is a lack of
the cloud information about the actions that they perform

authors did not recognize them as a multidimensional (higher-order) construct or did not
discuss their conceptualization at all. More precisely, nine authors have conceptualized
cloud privacy concern as a second-order factor, two authors have conceptualized it as a
combination of second-order and first-order factors, 18 authors have conceptualized it as a
mix of various first-order factors and 22 authors did not discuss its conceptualization.

A review of the proposed factor structures analyzed from the papers that matched the
second criteria (i.e. developed a conceptual model or framework to explain cloud users’
privacy perceptions) is presented in Table 4. As the definitions and descriptions of
dimensions have varied considerably across studies, MDT was used to build a conceptual
model for cloud privacy concerns. Interaction and information management were identified
as important for research on cloud users’ privacy concerns, while none of the identified
categories seemed to be part of the self-ego (e.g. personality, previous experience, computer
literacy) dimension.

Furthermore, although MDT proposes control/choice as an additional component of
privacy concerns, previous research identifies it as part of interaction management. Namely,
control/choice has been a strong predictor in explaining the variance of privacy concerns
(Dinev and Hart, 2004; Earp et al,, 2005; Hong and Thong, 2013; Malhotra et al., 2004;
Sheehan and Hoy, 2000). Therefore, the authors propose a conceptual model of cloud privacy
concerns that consists of three dimensions:
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Table 3.

problems in the cloud

Categories of privacy
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(1) Interaction wmanagement. control, collection, secondary use, data sharing, Privacy
transparency and reliability. concerns of

@) Information management. confidentiality, storage limitation, integrity, availability, cloud users
authentication and authorization.

(3)  Legislation: regulatory compliance and accountability.

Interaction management describes how the cloud service users perceive their interaction 663
with the cloud service provider. It relates to the user’s beliefs about the collection, control,
secondary use, and data-sharing practices of the cloud service provider, as well as to the
user’s beliefs about the transparency and reliability of the cloud service provider. Managing
privacy in the cloud is challenging because of complex collection, processing and storage
practices and the transfer of information across multiple platforms and jurisdictions. The
service provider is responsible for storing data, thus limiting visibility and control. There is
a threat of data misuse or theft, as consumers have no control over the cloud. Transparency
is therefore vital to allowing users to make informed decisions. To manage privacy in the
cloud, users need to have the right to access their information and take actions to protect
their privacy.

Information management describes how cloud service users perceive the management of
their personal information by cloud service providers. It relates to the user’s beliefs about
storage limitations and the integrity, confidentiality and availability of the data, as well as to
users’ beliefs about authentication and authorization services. Access to sensitive
information should be restricted to individuals who have specific permission to use that
information. In case of data breach, it is necessary to know how far outsourced data can be
used, verified or recovered by the data owners. Data can be affected temporarily or
permanently, and the situation can result in partial or complete data loss. Finally, the
destruction of data is challenging because replicas can be stored in different geographical
locations.

Regulatory compliance and accountability are part of the environmental dimension,
which was classified as legislation because both categories relate to users’ beliefs about laws
that impact their privacy and no other categories (i.e. cultural, sociophysical or life cycle
elements) that compose the environmental dimension have been identified as cloud privacy
problems. Different countries have defined similar principles to identify the framework on
which privacy protection is based. Currently, the General Data Protection Regulation
(GDPR) is one of the most important data protection laws that apply to both EU and non-
special case-EU organizations. Cloud providers must ensure that privacy policies and
practices are followed. In addition, rules enabling cloud users to exercise their rights should
be made to meet privacy obligations.

The conceptual model of cloud privacy concerns is presented in Figure 1.

4.4 Measuring privacy in the cloud

After identifying the categories and dimensions of privacy problems related to cloud
services, the final set of papers was analyzed to detect the instruments that were used to
measure privacy concerns in cloud services. Only 10 publications met the third inclusion
criterion (measuring privacy perceptions of cloud users). The items used in measuring
instruments used in those papers were examined. The aim was to identify relevant cloud
privacy problems that were tackled by previous research, compare them with the categories
of privacy problems proposed by the authors and determine which of them are insufficiently
explored in the cloud context. The following section describes the privacy-related constructs
used in previous research on cloud services. These constructs are listed in Table 5, where
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Figure 1.

A conceptual model
of cloud privacy
concerns

Table 5.
Privacy-related
constructs mapped on
authors’ conceptual
model of cloud privacy
concerns

Secondary use

Availability

Interaction
management

Cloud privacy
concerns

Information
management

Data sharing

Storage
limitation

Reliability

Legislation

Regulatory
compliance

Accountability

Constructs

Categories

References

Security-Privacy

Perceived internet privacy risk, cloud
information privacy concern
Privacy

Perceived privacy

Privacy protection risk, lack of
privacy-policy risk

Perceived security risk
Security-Privacy

Perceived obstacles

Privacy concerns

Privacy risk, Privacy concern
Privacy control and regulatory
compliance

General
Secondary use, data sharing

Control, Secondary use
General

Secondary use, Regulatory
compliance

General

General

General

Secondary use

Secondary use, Data sharing,

Control, Regulatory compliance

Asadi et al. (2020)
Aliet al. (2019)

Alkhater ef al. (2018)
Arpaci (2016)
Yang (2015)

Moryson and Moeser (2015)
Arpaci et al. (2015)

Lim et al. (2015)

Nakayama and Chen (2019)
Asadullah et al. (2015)
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they are matched with the corresponding categories of privacy problems identified by the Privacy
authors. o o , . _ concerns of

The constructs security-privacy, perceiwed privacy, percewed security risk and perceived cloud users
obstacles were used to measure users’ beliefs related to sending data to the cloud (general
privacy concern). These constructs contained a mix of questions concerning users’ trust in
cloud services and beliefs related to providers’ management practices. The constructs cloud
information privacy concern and privacy concern were used to measure users’ beliefs that 665
their data in the cloud would be improperly accessed or disclosed (data sharing). The
constructs perceived internet privacy visk, privacy protection risk, privacy concerns and
privacy risk were used to measure users’ concerns that their data would be used in an
inappropriate manner (secondary use). The construct privacy was used to measure users’
concern for theft or misuse of their personal data (control and secondary use). The construct
Dprivacy control was used to measure users’ beliefs about control over processing and access
to personal data in the cloud (control). Finally, the constructs lack of privacy-policy risk and
regulatory compliance were used to measure users’ beliefs about being protected by privacy
regulations (regulatory compliance).

It is important to note that only a few papers have used some kind of instrument for
measuring privacy-related constructs. The rest of the papers focused on providing technical
solutions to cloud privacy problems (i.e. encryption). Most of the instruments were based on
items that had been used in previous research on Internet privacy concerns. Furthermore,
not only were all measuring instruments unidimensional but they were also intended to
measure only one, or in the best case, a limited number of categories of cloud privacy
problems. Therefore, they were unable to explain users concerns related to different privacy
problems. Problems concerning collection, transparency, reliability, storage lLimitation,
integrity, availability, accountability, authentication and authorization were not measured
explicitly. Although some authors mentioned the collection and data-sharing practices of
cloud service providers when measuring general privacy concerns, the summary of results
does not explain users’ particular concerns. Therefore, the constructs used with existing
privacy-related measuring instruments need to be complemented with the new cloud-
specific constructs identified in this research.

5. Discussion
This section discusses the significance of the research results compared to what is already
known about cloud privacy concerns.

Previous research has been inconsistent with the terminology regarding cloud privacy
problems. The same problems were often labeled and defined in a different manner across
studies, while different problems were defined using the same concept. This research
provides systematized and concise categories for privacy problems and their descriptions
and definitions.

Previous research has proposed various dimensions of privacy concerns, some of which
overlap, and some of which comprise completely different categories of privacy problems.
However, most authors did not recognize the multidimensional structure of privacy
concerns, because they were focused on explaining privacy problems from a technical
perspective. This research identifies three dimensions that form the basis for the
conceptualization of cloud privacy concerns. By using MDT as a theoretical framework, the
identified categories of privacy problems were grouped into three key dimensions:
interaction management, information management and legislation. A similar approach was
used by Hong and Thong (2013) in their study on internet privacy concerns.
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ICS As only a few reviewed papers have focused on measuring the privacy concerns of cloud
30,5 users, a wide range of privacy problems has remained insufficiently explored. The impact of
these problems on user’s cloud privacy perception is yet to be determined, and the
theoretical framework provided in this paper is intended to serve as the stepping stone into
future research. Furthermore, as the measuring instruments used in previous research were
unidimensional, there is a gap in the knowledge about users’ perceptions of the core cloud
666 privacy problems highlighted in this research. It should be noted that users probably do not
care equally about all the categories of privacy problems proposed within the paper.
Nevertheless, their perceptions regarding various categories of privacy problems should be
considered to better understand their needs. The categories of privacy problems presented
within the paper will provide a higher degree of abstraction and facilitate the exploration of
the relationships between them.

6. Conclusion

The use of cloud services depends greatly on perceived privacy. However, our research
shows that cloud privacy concerns are a complex and comprehensive issue that needs to be
further studied. Namely, research conducted to understand privacy problems in the cloud
lacks an understanding of current privacy issues. Without an understanding of users’
privacy concerns, privacy protection cannot be successfully communicated to users, and
actions aimed at encouraging the use of cloud services can easily fail. Although the use of
cloud services is higher than ever before, the number of users is still relatively low. Only
35% of the total EU population (16-74 years old) uses cloud services (Individuals - use of
cloud services, 2020). Therefore, it is important to explore how to address cloud users’
privacy perceptions.

To maximize the potential of cloud services and to better understand behaviors related to
users’ privacy concerns when using cloud services, users’ beliefs regarding specific privacy
dimensions should be considered. To get closer to achieve that goal, this paper provided the
following outcomes:

» systematization of recent cloud privacy research;

e categorization of cloud privacy problems and proposal of a conceptual model of
cloud privacy concerns;

¢ identification of measuring instruments that were used to measure privacy concerns
in previous cloud research; and

 identification of the categories of problems that need to be addressed in future cloud
research.

6.1 Research implications

The findings of this research are useful for researchers and cloud service providers. First,
researchers were provided with an overall review and categorization of cloud privacy
problems. As the findings of previous research were inconsistent, it would be beneficial to
jointly study the various possible antecedents of cloud privacy concerns. The
simultaneous examination of the identified categories of problems should clarify
the effects of different dimensions on the privacy concerns of cloud users. Second, the
conceptual model of cloud privacy concerns will allow cloud service providers to focus on
key problems affecting users’ privacy concerns. This will help them use the most
appropriate privacy protection communication and preservation approaches.
Furthermore, proposed model can be used when implementing the principles of data
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protection in the cloud. Finally, a gap in the knowledge about users’ perceptions of the Privacy
core cloud privacy problems was detected. The measuring instruments used in previous concerns of

research were unidimensional and unable to explain users concerns related to different loud
. . .. . clouad users
privacy problems. Most cloud privacy problems were not measured explicitly. This
research has provided new cloud-specific constructs that were needed to tackle this
problem.
667

6.2 Limitations and future work

This paper has a few limitations that could be explored in future work. First, although the
databases used to search the relevant literature are the most widely used for bibliometric
analyses and provide the most exhaustive coverage, future work may be expanded by
including more databases [e.g. the IEEE/IET Electronic Library, Inspec and The Directory of
Open Access Journals (DOAJ)]. Second, it relies solely on the work of other authors. As a
result, it gives a clear categorization of cloud-related privacy problems, but does not provide
any insight into user’s perceptions of these problems. This exclusive reliance on previous
work can be handled in future work by discussing the proposed dimensions with cloud
users. Third, the proposed conceptual model was not validated. The paper’s main focus was
on summarizing and conceptualizing cloud privacy issues. As a result, a theoretical
framework on the dimensionality of cloud user’s privacy perceptions was provided and new
context-specific dimensions were presented. The relationships between the constructs
should be estimated in future research to check the predictive capabilities of the proposed
conceptual model. Fourth, none of the identified categories of cloud privacy problems were
part of the self-ego (e.g. personality, previous experience, computer literacy) dimension.
However, this dimension should not be neglected in future research; rather, it should be
treated as having a moderating effect on the relationships between the other three
dimensions and cloud privacy concerns. Fifth, only the privacy-related constructs identified
in the papers that met all the inclusion criteria were presented. Although this list provides
valuable insight into the practices of measuring privacy in the cloud and supports claims
from previous papers, further research is advised to identify existing measuring
instruments that could be relevant to the context of cloud services. Finally, future research
should focus on the development and validation of instruments that will measure the more
specific concerns of cloud users. As it is likely that users do not perceive all cloud issues as
equally concerning, future research should compare the importance of the proposed
constructs.
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