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Abstract
Purpose – Information security awareness (ISA) mainly refers to those aspects that need to be addressed to
effectively respond to information security challenges. This research used focus groups to empirically
investigate the main ISA dimensions that emerge from the Italian public health-care sector. This study aims to
identify the most critical dimension of ISA and to evaluate the diffusion and maturity of information security
policies (ISPs) of health-care infrastructure and training programs.

Design/methodology/approach – This research adopted a qualitative research design and focus groups as a
research methodology. Data analysis was conducted using the NVIVO 14 software package and followed the
principles of thematic analysis.

Findings – The focus group results highlighted that health-care personnel find it difficult to comply with the
main ISA dimensions, a situation that leads to risky behaviors. Password management, data storage and
transfer and instant messaging applications emerged as the most critical of the main ISA dimensions in the
context of this research. It also transpired that ISPs are not all-encompassing as they mainly focus on privacy
problems but neglect security concerns. Finally, training programs are not fully implemented in the
investigated context, thus undermining their positive enhancing role for ISA.
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Originality/value – The public health-care sector emerged as a critical yet still under-investigated context.
The need for an in-depth investigation of organizational sciences approaches to overcoming information
security challenges is also recommended in several prior research studies.
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Paper type Research paper

1. Introduction
According to the World Economic Forum (2022), “human error is responsible for 95% of
cybersecurity incidents” (p. 52). This has led to the widely acknowledged idea that the
adoption of only technological solutions is insufficient to manage cyber threats and incidents
(Furnell and Clarke, 2012; Neri et al., 2024; Wiley et al., 2020). As humans are seen as the
weakest link in information security (Van Niekerk and Von Solms, 2010), the interplay
between organizational sciences and cybersecurity is attracting increased interest from
researchers and practitioners (Dalal et al., 2022).

Information security awareness (ISA) is a major driver that needs to be addressed by
organizations as the first step to overcome cyber challenges. ISA has been defined in several
ways. Bulgurcu et al. (2010) define ISA as “an employee’s general knowledge about
information security and his cognizance of the ISP of his organization” (p. 2), referring
respectively to “an employee's overall knowledge and understanding of potential information-
security-related issues” (p. 2) and of ISPs’ requirements. This is consistent with the ideas of
Parsons et al. (2017), who conceive ISA as:

The extent to which an organization’s employees understand the importance and implications of
information security and the extent to which they behave under the organization’s information
security policies and procedures (p. 41).

In line with this brief overview, the two main ISA aspects are the understanding of information
security risks and the user’s alignment with the organization’s ISPs (Rohan et al., 2023).

Several dimensions of ISA have been identified over the years, including password
management, internet and e-mail use, mobile device security, information handling, and
incident reports (McCormac et al., 2017; Kruger and Kearney, 2006; Parsons et al., 2017;
Rohan et al., 2023). In addition, a significant body of research highlights the importance of
training in influencing employees’ overall ISA level (Hwang et al., 2021; Parsons et al.,
2014). Training programs and ISP provision are important institutional antecedents in
shaping ISA (Haeussinger and Kranz, 2013). According to this perspective, Khando et al.
(2021) depict training as a factor significantly and positively involved in ISA development in
both private and public organizations. Researchers also focus on understanding which
training characteristics could enhance ISA (Shaw et al., 2009; Zwilling et al., 2022).

Cybersecurity assumes a particularly relevant role in the health-care sector. According
to the International Business Machines Corporation (IBM) (2023), “the healthcare
industry reported the most expensive data breaches, at an average cost of USD 10.93
million” (p. 1). Italy, the context of this research, is no exception to the growing number of
cyberattacks and related incidents. Indeed, according to the latest Italian Association for
Information Security (CLUSIT) report (2023), health-care is a major sector affected and
impacted by cyber-criminals, and it “remains a convenient target both for economically
motivated cyberattacks and for causing damage to society basic services” (p. 26). In
addition, cyberattacks have struck players across the board in the health system, with a
major concentration on public hospitals (Jalali and Kaiser, 2018), which lag in protecting
their data (Kruse et al., 2017).
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Despite the acknowledged need to address cyberattacks via a holistic approach (Pollini
et al., 2022), human-based and organizational variables regarding information security in the
health-care context appear under-researched (Jalali et al., 2019).

Insert in this context, this research focuses on empirically investigating the ISA main
dimensions in the public health-care sector. Specifically, this research has a twofold
objective: to identify the most critical areas of ISA and to explore ISP and information
security training in the investigated context.

The study used four focus groups comprising medical and administrative staff from two
public health-care organizations in an Italian region. Results show that it is critical for
participants to comply with many of the ISAmain dimensions, with noncompliance resulting in
risky behaviors. These results need to be seen alongside those relating to ISPs, which currently
mainly focus on privacy issues. In addition, training programs are not fully implemented in the
investigated context, thus undermining their positive enhancing role for ISA.

2. Research methodology
This research used a qualitative investigation based on focus group analysis (Morgan et al.,
1998) which “involves engaging a small number of people in an informal group discussion
(or discussions), ‘focused’ around a particular topic or set of issues” (Wilkinson, 2004,
p. 177). Focus groups are deemed appropriate in the context of this research as they provide
an emphasis on a specific topic that needs to be explored in depth (Bell et al., 2018). Focus
groups also ensure that participants both question and explain to each other, resulting in an
interaction that provides valuable data on the extent of agreement and disagreement
(Freeman, 2006; Morgan, 1996; Morgan and Krueger, 1993).

Based on insights from prior research, the conventional recommendation for achieving
data saturation in qualitative studies has been three to six focus groups (Morgan et al., 1998;
Krueger, 1994). Our research thus used four focus groups involving administrative and
medical staff (e.g. doctors and nurses). This appeared sufficient for both theoretical and data
saturation (Onwuegbuzie and Collins, 2007; Sandelowski, 2008; Strauss and Corbin, 1990).

The focus groups ranged from 7 to 10 participants to ensure consistency with the
suggested number of participants (Morgan et al., 1998; Krueger, 1994; Freeman, 2006). In
addition, Guest et al. (2017) suggested that more than 80% themes saturation could be
reached with a small sample and with a total of focus groups that ranges from two to three.
Accordingly, Hennink and Kaiser (2022) performed a review on sample size saturation in
qualitative studies and the results:

Demonstrate saturation can be achieved in a narrow range of interviews (9–17) or focus group
discussions (4–8), particularly in studies with relatively homogenous study populations and
narrowly defined objectives (p. 9).

Each focus group session lasted about 90 min. This timing is consistent with previous
research, which suggests focus groups range from 1 to 2 h (Freeman, 2006; Morgan, 1996).
The focus groups were held online via Google Meets. Gathering data via online platforms
has frequently been established as a viable way of conducting research, especially after the
mandatory social distancing rules caused by COVID-19. Lobe et al. (2020) suggested that
the digital society has increased people’s familiarity with several methods of online
communication and interaction, which enhance online data research collection and
participation. Data collection took approximately three months, starting from June 2023.

Before starting each focus group session, one researcher explained the overall research
objectives. Participants were ensured of the anonymity of data treatment. One researcher
took the role of a moderator and another one that of the assistant moderator, thus establishing
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the moderation team (Krueger, 1994). The moderator was formally responsible for
facilitating and promoting the discussion, following the interview layout, and explaining
focus group material. The assistant moderator managed call participation (e.g. ensuring that
all attendees had access to the link to the virtual classroom) and took notes. Data analysis was
conducted using the NVIVO 14 software package and followed the principles of thematic
analysis in accordance with Braun and Clarke’s (2006) prescriptions. Each focus group
transcription was analyzed by two independent researchers. This allowed for a wider
perspective on the analysis, reduced the intrinsic subjectivity of qualitative research methods
and enhanced inter-rater reliability (Bryman and Bell, 2015). Interviews were conducted in
Italian and transcribed verbatim. Quotes from the interviews presented in the results section
were translated into English.

3. Results and discussion
3.1 Information security awareness main dimensions
Starting with the investigation of main ISA dimensions, several emerged as critical and
posing challenges in the execution of daily job activities. These attitudes are related to both
individual (e.g. cyber skills) and organizational (e.g. procedures) dimensions.

Findings revealed that password management was the most challenging issue. In all focus
groups, it emerged that the password management procedure (e.g. different passwords for each
account to be updated periodically) was overcomplicated, given the large number of passwords
to be managed. Participants therefore admitted to engaging in risky behaviors. However, some
differences emerged between the administrative and medical staff. The latter repeatedly
admitted to performing improper behaviors to speed upwork practices. As an example:

In the medical area, we deal with so many people. Having to change passwords all the time is such
a time-consuming process that we end up using other colleagues' passwords to get work done. We
know this is a major issue (FG4).

In general, the time issue emerged as a decisive factor. Indeed, health-care services delivered
on time were often prioritized over secure behaviors. In addition, the medical staff claimed
that the current ISPs did not meet their operational needs. However, greater attention to
password management emerged from the administrative staff that regularly observed
password management policies. Many participants trace unattended procedures back to
distraction. As an example:

Everyone knows not to share our passwords with other people, however, I then get up and leave
my PC unattended with my password in. This certainly is a shortcoming that happens daily yet
unintentionally (FG3).

However, even the administrative staff underlined that existing procedures were not suitable
for their work needs. As an example:

We need rules that could simplify passwords choice and reduce their number. Because of work
passwords, those needed in private life, and all kinds of passwords, I often find myself in situations
where devising a password for the accounting software takes me even a week. What I wanted to
point out is that in organizations like ours, the inability to log in because of a password affects the
management of emergencies we experience daily (FG1).

To summarize, password management requires both proper training and procedures with
simplified technologies that align with daily activities.

Another significant issue is related to data management, i.e. communication and storage.
Overall, issues related to how the organization exchanges information with internal and
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external parties emerged in all focus groups, although more specifically in the medical staff
sector. One participant underlined that:

[e]veryone asks us for emails to get medical results faster or to get copies. We know what the
practice is (e.g., encrypted emails) but the implication is that it appears as if the operator did not
want to help the patient. As a result, it happens that, in the rush or under time pressure, mistakes
are made. A mistake can also be transmitted to the wrong person. The risk is out there (FG4).

In this regard, it also emerged that the lack of procedures is a contributing factor to these
concerns:

We don't have a secure computer system to send reports to patients. If technically there was an
option where encrypted passwords could be created then we could securely email the reports,
avoiding so many errors (FG4).

In all four focus groups, many issues related to data storage, such as cloud repositories, then
surfaced. Participants perceived both data transfer and storage as insecure. However, the need to
use these for operational purposes emphasized the need to change the tools provided. For example:

Ideally, we would balance the need we have to use these tools and the need to still make them as
secure as possible. It is clear that there is a danger, but it is equally clear that there is a need (FG1).

Instant messaging applications also emerged as a critical factor. As a result of the COVID-19
pandemic, new communication habits have been established between patients and medical
staff, especially doctors, and with these new potentially risky behaviors arose. For example,
one participant stated: I now reserve the latter part of the day for prescribing medications or
medical certificates. Requests often happen via text or chat, unsafe tools (FG2).

In general, massive use of instant messaging applications emerged among the medical
staff. This approach was not appropriately matched with sufficient knowledge levels about
proper usage procedures, thus leading to information security and privacy risks. In addition,
the use of personal and non-business devices also increased. For example: Medical images
(e.g. ulcers) are transferred, even to private cell phones, because we cannot always provide
corporate devices (FG2).

To summarize, it appears that many main dimensions of ISA appear critical to deal with.
This is especially true while dealing with daily activities and operational needs, with a
resulting increase in risky behaviors. These results should be linked to those of training and
ISP, which are depicted in the following section. Table 1 summarizes ISA themes and the
corresponding main issues reported by participants.

3.2 Training and information security policy
Findings showed that the lack of training for both administrative and medical staff is another
relevant issue that compromised the ISA dimensions. Specifically, medical staff reported:

There is a lot of ignorance in our field. Unless someone is an administrative employee. Otherwise,
medical staff learns from the field, but no one pays attention to the subject (FG2).

The administrative staff consequently had limited knowledge of information security.
However, they exhibited a prevailing cautious attitude:

I tend to be more cautious, before opening an email I wait, I ask, I have it checked, maybe exactly
because I have no training or knowledge on the subject, I take such a particularly suspicious and
cautious attitude (FG1).

It emerged that participants did not feel sufficiently trained, although they were willing to attend
training sessions. Participants from all focus groups were fully aware of the ways in which
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information security is a key driver of today's business activities, and theywished for both cultural
and operational improvements, as “[w]e handle a lot of data, so the importance of this topic is
real heartfelt. […] I think enhancing the culture of cybersecurity is critical and important (FG4).

Administrative staff called for more pragmatic training that can support them in daily
work operations. For example:

I experience passive training that focuses on the law. However, I do not remember active training
with some examples. If there was training with more practical examples, showing what should be
done if the system is breached it would be better (FG3).

The medical staff discussion was more diversified. Those more familiar with the topic called
for more specific training programs. For example:

We know data security well, especially on what data we handle and that we should not risk sending
out sensitive data. But a specific training in the cybersecurity area is not sensitized enough (FG4).

Those who were less educated on information technology (IT) matters expressed a need for
real computer literacy regarding both the IT tools they use daily and the related information
security practices. As an example:

I really need to be cyber literate, acknowledging my profound ignorance on the subject, but also my
great desire to increase my literacy, precisely because cyber tools are being used dangerously (FG2).

Participants’ response concerning the willingness to invest some of their work time in
training activities was affirmative. However, some difficulties emerged regarding time
availability. Medical staff highlighted that:

I think the awareness of the importance of the topic is present. The real problem is finding time in
work rhythms that are not usual at the moment. Anything that is not the clinical profession is seen
as bureaucracy. This has created a rejection regardless. What then happens is that only those who
have a sensitivity and a predisposition for IT pay attention to such issues (FG2).

For the administrative staff, an additional need was to make sure that procedures are
established and then followed by everyone. A participant reported that:

[w]e are very sensitive, so it is far from a waste of time for us, as long as it does not hinder. We
need to find tools and ways that are followed by everyone. This is because if I do it but the
colleague sitting next to me does not then what is the point? (FG3).

Table 1. ISA themes and related main issues summary

ISA themes Main issues

Password management • Over complicated procedures that do not consider
operational needs
• Distractions while working can cause risky behavior

Data management • Lack of secure data-sharing systems
• Lack of defined procedures on how to share data
• Patients’ needs to have clinical results increase the use of
insecure systems for both data sharing and storage

Mobile devices usage • Use of personal devices to perform work-related activities
• Use of instant messaging applications to meet patients’
requests

Source:Authors’ own work
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Overall, training programs appeared to be mostly focused on privacy concerns. Indeed,
information security and so cybersecurity occupy a small part of these courses, which are
mainly about privacy (FG3). A medical staff participant added: I have covered the topic not
in a dedicated way, but only within other courses, such as those on data treatment (FG4).

The training is “incidental” to other training courses. This suggested that privacy risks are
prioritized by top management. A consequence of such training gaps is the consistent use of
“spread the word” systems in the exchange of knowledge among colleagues. Indeed, we
move forward in our activities also thanks to spread the word, a scheme by which theoretical
concepts are frequently transformed (FG1).

When discussing ISPs, administrative staff reported:

I have outdated information, but to my knowledge, there is no cybersecurity policy, there is a
privacy policy of which cybersecurity is one of many aspects covered. There is no published
policy that you can find anywhere (FG3).

This was confirmed in several statements frommedical staff, including that:

[w]e certainly have a framework for privacy and how to handle sensitive data. I believe that we
have to work on it, doing specific insights on cybersecurity. I don't feel ready. I wouldn't know
how to deal with it (FG2).

It emerged that some guidelines related to software usage (e.g. password management for the
specific software) did exist. This practice led to a fragmentation of the information possessed by
staff, thus creating uneven levels of awareness and behavior. As reported by administrative
staff: There is no homogeneity in policy behavior among the various entities that manage all
the applications (FG3).

This mechanism drove staff to find alternative solutions. Individual training spontaneously
generated a homemade policy. In a few cases, staff assumed the responsibility for informing
themselves. Conversely, themajority of participants (bothmedical and administrative staff) reported
lacking specific security skills, thus relying on ITassistance as a regular procedure. As reported:

If I have any doubts I ask (name of a colleague) or I make a ticket to ask for support. What happens
after that I don't know. I remain cautious instead of taking action (FG1).

Some participants supported the idea of the need for a structural intervention by management
to establish ISPs. However, this perspective was still far from being realized. For example:

Awareness should be brought to the highest management level. As much as all the institutional
positions and the necessary profiles are established, such as the DPO, etc., it still seems that they
are not able to create that awareness, which helps in paying attention (FG3).

From the analysis of the past comments, the important role assumed, either directly or indirectly,
by management and leadership was very clear. Senior managers should collaborate with technical
experts (e.g. data protection officer) to develop an ISP to be shared in thework environment.

Many participants expressed a desire to have a more comprehensive policy, and to be
properly informed about it. As an example: Avademecum would be useful and helpful (FG1).

The training and ISP topics allowed room for consideration about the absence of appropriate
procedures and training, especially in handling cyber incidents. Awareness of their skill
limitations, yet the simultaneous willingness to improve by learning through well-defined
reporting and handling procedures, emerged frequently. In this regard, one participant stated:

Doing some training and making explicit the rules on how to check a suspicious email, would be
particularly useful. The same thing should be done for reporting incidents. It would be appropriate
in my opinion, but also talking with some colleagues, to establish more structured and predefined
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procedures, making it mandatory to report such incidents. The goal would be to be able to increase
user awareness of the issues and give them clear guidelines on how to behave (FG1).

A need for training programs and procedures emerged as fundamental, considering that
participants reported often being exposed to cyberattacks (e.g. phishing) that challenge them daily.
In addition to countlesswork-related communications, they also claimed to receive a large number
of emails with malicious content in their corporate inboxes. An administrative staff participant
claimed that [s]ome (phishing) emails are easily recognizable, while others are done quite well
andmany colleagues, mainly because they were overworked, failed to perceive the danger (FG1).

As participants reported their experiences, they appeared reasonably aware of both the
risks associated with their behaviors and the lack of the necessary tools to mitigate those
risks. Those who experienced this either directly or indirectly reported that they flagged the
most recognizable e-mails as spam and contacted the IT department for any other concerns.
As reported by onemedical staff participant:

If you saw unusual e-mails with strange content, the advice was to ignore and delete them. This is
the simple and diffuse instruction that we all follow. Coming to a reporting culture or to the
existence of special procedures to follow at least personally, I'm not aware of that (FG2).

Overall results suggested that participants would be able to recognize and therefore reduce
cyber incidents deriving from phishing when equipped with elementary phishing detection
techniques combined with a balanced workload and a limited stress level. Conversely, work
overloads, high levels of stress (which have been depicted as standard conditions by medical
staff) and sophisticated phishing techniques resulted in a combination that often led to errors and
cyber incidents. Administrative staff expressed a deep concern about risky behaviors and the
knowledge needed to recognize a cyberattack. These concerns were also confirmed by medical
staff:Honestly, I couldn't tell if the emails included the real one or the fake one (FG2).

The above discussion reinforced both observations and concerns that most cyberattacks
exploit human vulnerabilities. Table 2 summarizes the main issues that emerged concerning
training, ISPs and cyber-incidents.

4. Conclusions
This study investigated ISA’s main dimensions, as well as ISP and training in the Italian
public health-care sector through a qualitative study based on focus groups.

Among the ISA’s main dimensions, password management, data storage and transfer and
instant messaging applications emerged as the most critical in the research context. Although
there was a relatively widespread perception of information security risks, both medical and
administrative staff tended to embrace risky behaviors to facilitate their work-related
activities. For example, sending medical reports via instant messaging applications seemed
to be an established practice to accommodate patient needs and speed up daily activities.

Concerning information security training, health-care organizations did not provide specific
courses to their staff. However, focus groups showed a consistent need for training, especially
for the medical staff that exhibited a lower literacy level. According to these results, the positive
and enhancing role of training (Hwang et al., 2021; Parsons et al., 2014) emerged as severely
undermined for both medical and administrative staff. Although both staffs contingents
expressed the need to be fully trained and informed about appropriate procedures, top
management was seen to be more focused on privacy-related matters and rules – an
understandable behavior given the general data protection regulation-sanctioning regime. As
many participants relied on a sort of homemade policy, this approach compromised the overall
level of ISA in the organizations which, as prior research suggested, is closely related to
employees’ understanding of and alignment with ISP (Parsons et al., 2017).
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This research has some limitations that open the way for future research. The qualitative
approach is a limitation due to its intrinsic subjectivity. However, the main research
prescriptions to reduce subjectivity were followed. In addition, the focus group interpretation
was performed by two different researchers, thus allowing an interactive interpretation
process, and enhancing inter-rater reliability (Bryman and Bell, 2015). Future research could
adopt a quantitative research design to address the ISA dimensions. This may allow for a
reduction in subjectivity and could numerically estimate the relevance of ISA dimensions
and their relationships. Additional research may include the evaluation of the impact of
different forms of training on ISA, e.g. training courses or simulations.

As this research focused on an Italian regional government, the results are context-
dependent and limited in their generalizability. Future research could extend the focus and
perform cross-country comparisons (both European and non-European). This would allow
future research to take into consideration the relevant role of economic, cultural, and legal
implications in ISA development.
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