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Abstract 
Purpose – This study aims to develop and test a framework to associate learning styles and social influencing 
vulnerabilities with different personality types in the context of tailoring information security awareness (ISA) 
methods for people with different personality types. 
Design/methodology/approach – The framework was developed following directed content analysis and 
applied to match distinct personality types with ISA methods identified through a systematic literature search. 
The directed content analysis was conducted in two parts: a) Describe and identify keywords for the DISC 
(dominance [D], inducement [I], submission [S] and compliance [C]) personality types, Kolb’s learning styles 
and Cialdini’s social influencing principles; b) Identify the relationships between personality types, learning 
styles and social influencing vulnerabilities and create the PLS (i.e. personality types, learning styles and social 
influencing vulnerabilities) framework. As a result, four relationships are identified for each distinct 
personality type in the PLS framework. 
Findings – The study has theoretically demonstrated the framework’s feasibility of finding best-matched ISA 
methods for distinct personality types, considering their linked learning style and social influencing vulnerabilities. 
Research limitations/implications – The study provides two main theoretical contributions: 1) PLS 
framework: presenting the relationship of personality types with their linked learning style and their social 
influencing vulnerabilities; 2) Examples of matching distinct personality types with ISA methods, including 
suggestions for a theoretically best matched ISA method. Therefore, this study contributes to building a sound 
theoretical ground for tailoring ISA methods for people with different personality types. In addition, the 
derived keywords are helpful to capture a good understanding of the different dimensions of the selected 
theories. Furthermore, following the examples provided in this paper, the developed PLS framework can be 
used as a base for managers to use ISA methods for people with different personality types in organizations. 
Practical implications – Furthermore, following the examples provided in this paper, the developed PLS 
framework can be used as a base for managers to employ ISA methods for people with different personality 
types in organizations. 
Originality/value – To the best of the authors’ knowledge, this study is the first of its kind in developing and 
testing a framework for matching distinct personality types with information security awareness methods. 
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1. Introduction 
Information is an essential asset in organizations and must be protected to not affect its 
confidentiality, integrity and availability (Kritzinger and Smith, 2008). Previous studies 
(e.g. Mouton et al., 2016; Murray et al., 2024; Stahl et al., 2012) indicated that many 
organizational information security incidents were due to the exploitation of human 
elements, and a large number of information security breaches are caused by employees 
(Khatib and Barki, 2020). A common reason for security breaches in organizations is 
employees’ lack of information security awareness (ISA) (Parsons et al., 2014; Soomro
et al., 2016

 
). ISA is in research perceived and managed in different ways, and there is no 

common definition, method and approach of ISA, as it is a socially constructed concept 
(Tsohou et al., 2008). ISA tends to focus on the extent to which an employee understands 
the importance and implications of information security policies, rules and guidelines, 
and the extent to which they behave in accordance with these policies, rules and 
guidelines (Kruger and Kearney, 2006). 

Different ISA delivery methods (ISA methods) such as classes, workshops, educational 
emails, posters and gamification have been proposed to rise employees’ information security 
awareness in the organization. The different ISA methods may be combined in an ISA 
program. The main goal with an ISA program is to give employees skills that help them 
identify, disable and report any malicious attempts by attackers (Aldawood and Skinner, 
2019c). However, an individual’s knowledge of information security is not the sole factor 
that determines his/her security behavior (Schutz, 1982). Different people may respond 
differently to a specific ISA method, depending on their personality (e.g. risk-taker vs. 
cautious), learning preferences or perception of the situation, which would have an influence 
on their security behavior. 

Although there are many existing studies on ISA methods (e.g. Alyami et al., 2024; 
Khando et al., 2021; Pahlavanpour and Gao, 2024), there is still a lack of research on 
how to adjust ISA programs to the targeted audiences (Hu et al., 2022). Previous studies 
suggested that an individual’s personality played an important role in understanding 
information security behaviors (Aharony et al., 2020; Flowerday and Van der Schyff, 
2019; Hadlington et al., 2019), and ISA methods should be adjusted to individual 
employee personality type (Hadlington et al., 2019). Furthermore, previous studies also 
indicated that personality types are influenced in different ways by social influencing 
principles (e.g. Alkış and Temizel, 2015) and that ISA is improved when training is 
provided in line with an individual’s preferred learning style (Pattinson et al., 2020). 
However, to our knowledge, none of the previous studies have theoretically addressed 
matching distinct personality types with existing ISA methods by considering learning 
styles and social influencing vulnerabilities. 

Therefore, the aim of the study is to develop and test a framework to associate learning 
styles and social influencing vulnerabilities with different personality types in the context of 
tailoring ISA programs by matching distinct personality types with ISA methods. The 
framework was initially presented at the HAISA2024 conference (i.e. Jashari et al., 2024). 
This paper extends the conference paper by testing the framework to tailor ISA programs for 
targeted audiences. 

The rest of the paper is organized as follows. The related work is presented in Section 2. 
Section 3 describes the theoretical background for forming the foundation for the framework 
development. Section 4 illustrates the research method. The developed framework is 
presented in Section 5. In Section 6, we describe ISA methods identified in the literature 
review and in Section 7, we show how the PLS framework can be used to much distinct 
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personality types with ISA methods. This is followed by discussion and conclusion in 
Section 8. 

2. Related work 
According to the literature, the ISA methods are often randomly chosen and applied without 
considering the targeted audiences (Haeussinger and Kranz, 2017). This in turn leads to 
users’ unwillingness to actively participate in ISA training (Micallef and Arachchilage, 
2017) and results in insufficient knowledge and ISA that do not sustain (Reinheimer et al., 
2020). 

A recent literature review (Hu et al., 2022) found that content in an ISA program needs 
to be adjusted to the targeted audiences (Tsohou et al., 2015) and to the knowledge level 
of the users (Tse et al., 2013). Since personally adjusted ISA training has a higher chance 
of being successful, various scholars emphasize the importance of tailoring ISA 
programs, for instance, by dividing employees into smaller groups according to their 
preferences and information security skills (Caldwell, 2016). Previous studies have also 
shown that learner-centered, contextually based and group-oriented security programs are 
effective in improving employees’ security behavior (Bauer et al., 2017). The delivery 
methods included in an ISA program are also of importance and need to be chosen with 
consideration of the target group’s preferences and capabilities (Hu et al., 2022). 
Moreover, previous studies (i.e. Abawajy, 2014; Hart et al., 2020) show that different ISA 
delivery methods (e.g. conventional and game-based) have different effects and therefore 
should be adapted differently for different target groups. Furthermore, previous studies 
suggest that factors such as culture (Wiley et al., 2020) or/and personal characteristics, for 
example conscientiousness and agreeableness, may explain the variance in employees’ 
security awareness (Kajzer et al., 2014). 

Past research indicates that one important factor influencing ISA and information 
security behavior is an individual’s personality type (Pattinson et al., 2015). Therefore, 
individual differences such as personality types (Glaspie and Karwowski, 2017) need to 
be considered to choose relevant ISA delivery methods and provide effective ISA 
programs (Hadlington et al., 2019). Furthermore, previous research shows that 
personality types are influenced in different ways by social influencing principles (Alkış 
and Temizel, 2015) and that ISA is improved when training is provided in line with an 
individual’s preferred learning style (Pattinson et al., 2020). 

Although previous studies show that ISA is influenced by an individual’s 
personality type (Hadlington et al., 2019), and that personality types are influenced by 
social influencing principles (Alkış and Temizel, 2015), as well as that ISA is 
improved when training is provided in line with an individual’s preferred learning 
style (Pattinson et al., 2020), none of the previous studies has combined these three 
theoretical backgrounds to support tailoring of ISA methods to targeted audiences. 
The current study contributes to previous research by suggesting and testing a 
theoretical framework combining distinct personality types with learning styles and 
social influencing vulnerabilities. In this way, this study also addresses the call made 
by many researchers (e.g. Abraham and Chengalur-Smith, 2019) for more theory- 
grounded approaches to ISA programs. 

3. Theoretical background 
3.1 Personality types 
Personality types do not fully explain human behavior; however, they provide a means 
for describing how individuals are different from one another and give a foundation 
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from which future behavior can be predicted (Funder, 1994). DISC personality types 
(i.e., DISC model) are developed from the DISC theory introduced by Marston (1928). 
The DISC theory divides individual emotional behavior into four different dimensions 
of dominance (D), inducement (I), submission (S) and compliance (C). These 
dimensions have evolved over the years, with certain terms being refined. For example, 
“influencing” dimension has been proposed instead of “inducement,” and “submission” 
dimension is alternatively referred to as “steady.” The following four personality types 
in the context of DISC theory: dominant, influencing, steady and compliant. The theory 
identifies that the emotions and behaviors of a normal person come from an individual’s 
sense of self in interaction with the environment (Alshehri et al., 2018). The DISC 
model, similarly, as other personality models, has been criticized in the literature mainly 
for reducing human behavior into simplistic categories that do not fully capture all 
important aspects of personality in different contexts and cultures. 

We have chosen the DISC model for this study because it is considered to be widely 
used for the assessment of personality types, and it provides enough information for 
lecturers to deliver teaching material to students that suits their personalities (Agung
and Yuniar, 2016

 
). The DISC model has been widely used by over 50 million people 

and is one of the oldest and validated assessments for personality types (Puccio and 
Grivas, 2009). We believe that using the DISC model for adjusting security awareness 
education for users can be a valuable approach because 1) the DISC model categorizes 
individuals based on their behavioral tendencies, which can help tailor security 
awareness messages to different user groups; 2) by understanding users’ 
communication preferences and behavioral styles, security awareness education can 
be made more relevant and relatable, increasing engagement and information 
retention; 3) the DISC model emphasizes observable behavior, making it potentially 
useful for promoting specific behavioral changes in security practices. Tailoring 
educational content to match users’ behavioral styles may encourage better adherence 
to security guidelines. 

3.2 Learning styles 
Previous studies indicated that personality types can give rise to different learning capabilities 
(Busato et al., 1998), and a tailored individual training with a matched learning style was able 
to enhance an individual’s ISA level in a positive manner (Pattinson et al., 2020). Felder 
(1996) defined an individual’s learning style as “characteristic strengths and preferences in the 
ways they take in and process information.” Pattinson et al. (Pattinson et al., 2020) found that 
an individual’s level of ISA was increased if the received training was matched with an 
individual’s preferred learning style. Several models have been developed to explain learning 
styles. For instance, Gardner (Gardner, 1993) developed the multiple intelligences on the 
following eight identified intelligences that are required for real-world activities: musical, 
kinesthetic, logical–mathematical, spatial, linguistic, interpersonal, intrapersonal and 
naturalist. Moreover, the developed VARK model by Fleming (Fleming, 2011) can assess an 
individual’s learning preferences across four different perceptual modalities: visual (V), aural 
(A), read/write (R) and kinaesthetic (K). Furthermore, Kolb’s learning style inventory (LSI) 
(Kolb, 2014) contains four basic learning types: accommodating, diverging, assimilating and 
converging. 

The suggested learning style models above have been used in previous studies in information 
security management. For instance, Kolb’s model has been used to combine pedagogical 
practices and cybersecurity modelling to support dynamically adaptive training procedures 
(Hatzivasilis et al., 2020). In addition, Konak (2018) proposed a curriculum and a pedagogical 

Information & 
Computer 

Security  

249  

Downloaded from http://ftp.nowpublishers.com/ics/article-pdf/34/2/246/11607775/ics-03-2025-0091en.pdf by guest on 03 June 2026



approach to expose K–12 students to cybersecurity concepts and skills, where inspiration has 
been taken from Kolb’s model. The findings above demonstrated that having a good 
understanding of learners’ learning styles would contribute to improving learners’ learning 
outcomes. A tailored ISA program with a matched learning style would contribute to an 
improved individual’s ISA level. In this study, Kolb’s learning style is adopted to further explore 
the associated learning styles with different personality types in the context of tailoring ISA 
methods for different individuals. 

3.3 Social influencing vulnerabilities 
Another factor affected by individual differences is social influence (Parsons et al., 2019). 
Social influence refers to attitude or behavior change caused by external pressure that is 
either real or imagined (Cialdini, 2009). Cialdini and Trost (1998) indicated that social 
influence can be used to foster growth and move people away from negative habits and in 
more positive directions, thereby creating the conditions for new change opportunities. There 
are some suggested principles that explain social influence. For instance, Cialdini (2009) 
proposed six principles of influence: authority, commitment, liking, reciprocity, scarcity and 
social proof. 

The suggested social influencing principles can be used to convince people to act and 
think in a wanted way (Cialdini, 2009). These suggested influencing principles have been 
used in previous information security research. For instance, Parsons et al. (2019) developed 
a social influence framework based on Cialdini’s six principles of influence to examine the 
success of various email phishing attacks. In addition, Wright et al. (2014) applied Cialdini’s 
six principles of influence to investigate the relative effectiveness of phishing strategies. 
Therefore, it is necessary to also consider social influencing principles used by attackers in 
ISA programs. 

In this study, Cialdini’s six social influencing principles are selected to explore the 
associated social influencing vulnerabilities with different personality types in the context 
of tailoring ISA methods for different individuals. These principles could provide an 
explanation for why some people are more likely to be vulnerable to a cyberattack 
(Parsons et al., 2019). 

4. Research method 
The PLS framework was developed according to a directed content analysis approach, which 
aims to validate or extend conceptually a theoretical framework or theory (Hsieh and 
Shannon, 2005). The framework was then tested in the context of tailoring ISA programs by 
matching distinct personality types with ISA methods. Figure 1 illustrates the methods 
applied in this study. Firstly, the directed content analysis was used to create the PLS 
framework (see Section 4.1). Secondly, the created PLS framework was applied to match 
distinct personality types with ISA methods identified through a systematic literature search 
(see Section 4.2). 

4.1 Development of the framework – directed content analysis 
The keywords describing DISC personality types, Kolb’s learning styles and Cialdini’s social 
influencing principles were primarily retrieved from the theories’ original descriptions, namely, 
the DISC theory (Marston, 1928), the learning styles (Kolb and Kolb, 2005) and the social 
influencing principles (Cialdini, 2009). 

To further enrich the data and increase our understanding of the theories and their use, we 
conducted a search for empirical studies using the three theories. The empirical studies were 
retrieved by searching in the following five databases: IEEE Xplore, ACM Digital Library, 
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Elsevier Science Direct, Emerald Insight and Google Scholar. The papers were selected if 
they included character traits on DISC personality types, Kolb’s learning styles and 
Cialdini’s social influencing principles. Studies that did not contain traits were excluded. The 
search strings used included the following keywords: DISC model, DISC theory, DISC 
personality types, DISC personality traits, Kolb’s learning styles, Kolb’s learning traits, 
Kolb’s program, Kolb’s method, Cialdini’s social influencing principles, Cialdini’s 
principles and Cialdini’s principle of influence and have applied the theories empirically. 

• 

• 
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Figure 1. The research methods applied in this research 
Source: Created by authors 1 and 2   

A directed content analysis (Hsieh and Shannon, 2005) was used to interpret the 
theoretical data on the DISC theory (Marston, 1928), learning styles (Kolb and Kolb, 2005) 
and social influencing principles (Cialdini, 2009) collected in the previous step. Following 
the directed content analysis (Hsieh and Shannon, 2005), the theories were described under 
their categories of types, styles or principles as defined in the following theories:  

personality types: dominant, influencing, steady and compliant;
learning styles: diverging, assimilating, converging and accommodating; and
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• social influencing principles: authority, consistency, liking, reciprocity, scarcity and
social proof.

The next step of the analysis was to read through the retrieved theoretical data from the 
search and highlight descriptive paragraphs, sentences or keywords of each personality type, 
learning styles and social influencing principles, as shown in Figure 2. 

The goal of the directed approach is to extend conceptually a theoretical framework 
(Hsieh and Shannon, 2005) and form new categories “X” as seen in Figure 3, which in our 
case meant to find a relationship between DISC personality types, learning styles and social 
influencing principles, and to form the PLS framework, as described in detail in section 5. 

4.2 Matching distinct personality types with information security awareness methods 
The framework was then applied to match distinct personality types with ISA methods 
identified through a systematic literature search following Webster and Watson (2002). 

The following keywords were used for the literature search: 
(“Cyber security awareness” AND training) OR (“Cyber security awareness” AND 

education) OR (“Cyber security awareness” AND program) OR (“Cyber security 
awareness” AND method) OR (“Information security awareness” AND training) OR 
(“Information security awareness” AND education) OR (“Information security awareness” 
AND program) OR (“Information security awareness” AND method). 
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Figure 2. An example of keyword extraction 
Source: Created by authors 1 and 2   

Figure 3. Forming new categories x from the three theories 
Source: Created by authors 1 and 2   

The selected databases for the literature search were IEEE Xplore, ACM Digital Library, 
Elsevier Science Direct, Emerald Insight and Google Scholar. Note: The Google Scholar 
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database search string only searched in the title due to the huge amount of irrelevant hits 
returned. In contrast, the other databases searched across all metadata (such as title, abstract 
and indexing terms). These five databases were chosen as they are among the leading 
electronic databases (Nasir et al., 2019) and are widely used in information security research 
(Cram et al., 2017). Both journal and conference papers were chosen, as Siponen and Oinas- 
Kukkonen (2007) indicate that both have a broad coverage of information security efforts 
and security topics. The search included articles published from 2000 onward, as studies 
before 2000 (Siponen, 2000) rarely provided detailed descriptions of ISA methods and 
instead emphasized the importance of considering social aspects in information security 
(Wood and Banks, 1993). 

To ensure that retrieved articles contained information on ISA methods, we applied the 
inclusion criterion, where the title needs to contain one of the following phrases: 1) 
information security or cyber security; 2) training, education, program or method; 3) such as 
conventional (email, newsletter and poster), instructor-led (classroom, seminar and 
workshop), game-based, online or web-based methods (Abawajy, 2014; Ghazvini and 
Shukur, 2017). The retrieved papers were downloaded and reviewed for descriptions of ISA 
methods, and only those containing such descriptions were selected for the study. 
Furthermore, a backward search (Webster and Watson, 2002) identified an additional 20 
papers. In total, 54 papers were included (see Appendix). 

The PLS framework was used as glasses when looking at the selected articles in 
Appendix to find how different factors such as personality types, learning styles and social 
influencing principles can be combined or matched with ISA methods. As shown in Figure 4, 
the coding of these articles was done in a four-step process, called “sentence unit,” 
“condensed sentence unit,” “subcategory” and “code” (Graneheim and Lundman, 2004). 

The sentence unit was used to gather sentences or paragraphs from the selected articles. 
All information (e.g. abstract, introduction, background, method, results and conclusion) in 
articles was used to find information. The focus of the sentence unit was to find descriptions 
of ISA methods that explain, for example, what the method is used for and its characteristics. 
The sentence unit was then decoded further through condensing the sentence by 
summarizing the ISA methods’ key characteristics. The key characteristics were later 
decoded by deciding its subcategory, with that said, its keywords. The subcategory 
(keywords) was then linked with keywords found in the PLS framework to decide the 
personality type that can be matched with the ISA method. An extract of the conducted 
coding is shown below (see Table 1). 

Figure 4. Coding process 
Source: Created by authors 1 and 2   

The coding of the articles was divided among the first two authors. The results of the 
coding were later checked and confirmed by both authors. Based on the ISA method 
citations, six ISA method groups were created by the authors, namely, conventional, 
instructor-led, group discussion, video-based, computer and mobile-based and game-based 
methods (see Section 6). For example, as seen in Table 1, “Computer games” was grouped 
under the game-based method, as the description was similar to other game-based methods 
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found in the ISA method citations. Section 7 presents the results of matching the four distinct 
DISC personality types with the ISA methods found in the systematic literature search. 

Table 1. An extract of the conducted coding 

Sentence unit 
(Descriptive quotes of the 
ISA method) 

Condensed 
sentence unit 
(Summary of ISA 
method characteristics) 

Subcategory 
(ISA method keywords) 

Code 
(DISC personality type 
founded on match with 
PLS framework and 
subcategory)  

“Computer games are 
approaches that provide 
direct interaction with the 
player interface to produce 
visible reactions towards 
the game device or 
computer and encourage 
diversion, play, and 
competition […] Video 
games have many benefits; 
it improves the 
imagination and logical 
thinking of the players. It 
also helps to teach 
collaboration between 
players. […] Game-based 
Learning provides a 
combination of 
motivation, simulation, 
engagement, adaptivity, 
collaboration, and data 
collection […] challenging 
games.” (Alserri et al., 
2018, p. 1351, 1352, 1354) 

An ISA method that is 
interactive, 
competitive, 
collaborative, 
challenging, engaging 
and motivative 

Interactive 
Competitive 
Collaborative 
Challenging 
Engaging 
Motivative 

Dominant 
(Solve issues, problem 
solving, likes 
challenges, competitive, 
converging – solving 
issues, decision-making 
skills 
Influencing 
(Interaction, 
collaboration, 
accommodating 
learning style)  

Source(s): Created by authors 1 and 2  
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5. PLS framework 
Firstly, as described in the previous section, the selected theories were carefully described, 
then for each theory, a set of keywords was identified and listed. These keywords were used 
to create the framework that describes the relationship or link found among DISC personality 
types, Kolb’s learning styles and Cialdini’s social influencing principles. Secondly, the 
developed PLS framework is presented in Section 5.4. Space restrictions do not allow us to 
present the thorough process of identifying the keyword for each theory; therefore, in each 
subsection, we just present the identified keywords for each theory. 

5.1 The DISC theory 
The DISC theory, first introduced by (Marston, 1928), divides individual emotional behavior 
into four different dimensions of: dominant, influencing, steady and compliant. The theory 
identifies that the emotions and behaviors of a normal person comes from an individual’s 
sense of self in interaction with the environment (Alshehri et al., 2018): 
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• Keywords dominant: aggressive, blunt, bottom-line-oriented, change environment, 
competitive, confident, confrontative, control, deals with problems, dominance, 
direct, dominate, fast-mover, forceful, get immediate results, likes challenges, more 
powerful than other, predominate, prevail, strong-willed, results oriented, straight to 
point, superiority, task-oriented;  
Keywords influencing: affiliation, collaboration, friendly, dislikes to be ignored, 
entertain others, enthusiasm, extroverts, influence, independent, interaction, lead, 
likes to share ideas, lively, likes to give opinion, optimistic, outgoing, persuasive, 
pleasing, process oriented, sociable, talkative;  
Keywords steady: calm approach, casual, deliberate, dislikes changes, dislikes 
quick decision, follow commands, good listeners, help people, humble, likes 
stable environments, logical, organized, obedient, loyal, likes close ended 
questions, logical solutions, modest, patient, predictable, secure environments, 
service oriented, structured, submissive, yield power/authority; and  
Keywords compliant: accuracy, adapt to environment, analytical, business like, 
conformity, complacent, compliant, comply, courteous, detail-oriented, diminution, 
fears being wrong, following those having a superior power, independent, logic, 
readjust, task-oriented. 

• 

• 

• 

5.2 Kolb’s learning styles 
Kolb’s LSI is based on the Experiential Learning Theory (ELT), which is a comprehensive 
theory of learning and development (Kolb, 2014). According to Kolb and Kolb (2005), the 
LSI is an educational tool to help increase individuals' understanding of the process of 
learning from experience and to understand their approach to learning. Learning style in ELT 
is defined as a social psychological concept that is only partly determined by personality. 
Individuals who are tested on the LSI show many different patterns of scores. However, 
research using the tool has identified four basic learning styles: diverging, assimilating, 
converging and accommodating (Kolb and Kolb, 2005). The keywords identified for these 
learning styles are described next:  

• Keywords diverging: brainstorming, collaboration, communicative, feelings, gather 
information, helpful, introverted, listen, observer, open-minded, valuation skills, 
work in groups;  
Keywords assimilating: concise, explore analytical models, have time to think, 
introverted, logical, lectures, soundness, systematic planning, understand wide range 
of information, watching, work on their own;  
Keywords converging: apply what they have learned, decision skills, dominant in the 
technology field, extroverted, make decisions, practical, think, simulation, solve 
problems; and  
Keywords accommodating: action skills, challenging experiences, extroverted, field 
work, gut feeling, hands-on experience, relies on people, set goals, test, work with 
others. 

• 

• 

• 

5.3 Cialdini’s principles of social influence 
Cialdini (2009) introduces six principles of social influence: authority, consistency, liking, 
reciprocity, scarcity and social proof. These principles are used universally in human interactions 

Information & 
Computer 

Security  

255  

Downloaded from http://ftp.nowpublishers.com/ics/article-pdf/34/2/246/11607775/ics-03-2025-0091en.pdf by guest on 03 June 2026



to influence and to convince people to do, act and think the way one wants (Cialdini, 2009). 
Keywords for the six principles of social influence are presented next: 

(1) Keywords authority: authority, fear, follow commands, obedient, readily; 
(2) Keywords consistency: consistent, commitment, compliance, rules, trap; 
(3) Keywords liking: association, extroverted, familiarity, liking, positive, social, trust; 
(4) Keywords reciprocity: attention, compliance, depth, favor, not wanting to be 

disliked, obliged, repay; 
(5) Keywords scarcity: impulsivity, limited availability, reactance, scarcity; and 
(6) Keywords social proof: actions/behavior of others, follow, mimic, observe, 

similarity, social evidence. 

5.4 PLS framework 
This section presents a PLS framework, illustrating the four distinct DISC personality 
types with their linked learning style and their identified social influencing 
vulnerabilities. Table 2 illustrates how the relationship for dominant, DISC personality 
type, its learning style and social influencing vulnerabilities was found through the 
keywords presented in the above sections. The same procedure was repeated for each 
DISC personality type, but the page limit allows us to only show one example. 

The PLS framework in Figure 5 is a summary of all identified relationships, 
without the descriptions of how the relationship was made, as illustrated in Table 2. In 
summary, the following relationships were identified for each distinct personality 
type:  

• Dominant: has a converging learning style and is vulnerable against the authority 
and scarcity social influencing principles;  
Influencing: has an accommodating learning style and is vulnerable to the liking and 
reciprocity social influencing principles;  
Steady: has a diverging learning style and is vulnerable to the authority, consistency 
and social proof social influencing vulnerabilities; and  
Compliant: has an assimilating learning style and is vulnerable to the authority, 
consistency and social proof social influencing principles. 

• 

• 

• 

6. Information security awareness methods 
This section presents the ISA methods found in the systematic literature search and directed 
content analysis, described in the method section. The ISA methods have been grouped by 
similarity under the six headings of conventional, instructor-led, group discussion, video- 
based, computer and mobile-based and game-based methods. 

6.1 Conventional method 
The conventional ISA methods include emails, posters and newsletters in print or 
electronic format (Abawajy, 2014). These methods are a flexible way to convey one or 
more messages to a large or targeted audience, that can consume the information in 
their own time (Abawajy, 2014; Khan et al., 2011a). One of the drawbacks with these 
methods is that the message may be ignored or not understood (Abawajy, 2014). 
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Figure 5. PLS Framework 
Source: Created by authors 1 and 2   

6.2 Instructor-led method 
The instructor-led ISA method is a formal top-down approach using an expert to 
disseminate information to the attendees (e.g. Abawajy, 2014; Khan et al., 2011a) in a 
classroom (e.g. Dupuis and Gordon, 2018; Stefaniuk, 2020), brown-bag seminars or 
online sessions (Cone et al., 2006). This approach creates an interactive relationship 
between instructor and student providing timely answers to questions (Abawajy, 2014; 
Mathoosoothenen et al., 2017) and giving the instructor the opportunity to modify 
instructions accordingly (Abawajy, 2014), as the success of this method is dependent on 
the instructor to engage the audience (Cone et al., 2006). This method can be criticized 
for not giving hand-on experience (Dupuis and Gordon, 2018). A variant of the method 
is a brain-compatible teaching technique where students can move around the classroom 
and address multiple modes of learning (Reid et al., 2011). 

6.3 Group discussion method 
According to Khan et al. (2011b) and Stefaniuk, (2020), the group discussion ISA 
method can be used to discuss different ISA-related issues. Albrechtsen and Hovden 
(2010) explain that users have the possibility to reflect on their working situation. These 
reflections are later discussed in smaller groups (Albrechtsen and Hovden, 2010). The 
groups can be between 15 and 20 people, where the purpose is to share knowledge and 
experience with each other (Khan et al., 2011b; Stefaniuk, 2020). The strategy of group 
discussion is to motivate them in workshop environments while increasing their IS 
attention and intention (Khan et al., 2011b). The group discussions (workshops) are 
interactive and enhance collective reflections, group work, experience transfer (e.g. 
Abawajy, 2014; Khan et al., 2011b), motivation, attention and awareness level (Khan 
et al., 2011b). 

6.4 Video-based method 
Video clips or video-based ISA methods provide security knowledge in an interactive way 
(Chmura, 2017) and provide visual and audio learning for users (Abawajy, 2014). Users can 
study the content independently (Aldawood and Skinner, 2018), learn whenever they have 
time (Stefaniuk, 2020) and at their own pace (Abawajy, 2014; Chmura, 2017). Video clips 
are also flexible and effective since they can be watched and re-watched whenever it is 
needed (Abawajy, 2014). 

Learning style Social influencing vulnerability 
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6.5 Computer and mobile-based method 
The computer and mobile-based ISA method offers training that is flexible (e.g. Abawajy, 
2014; Cone et al., 2006), self-paced (e.g. Abawajy, 2014; Abraham and Chengalur-Smith, 
2019), learner-controlled (Abraham and Chengalur-Smith, 2019) and repeatable (Dupuis and 
Gordon, 2018). The training is often online (Abawajy, 2014; Mathoosoothenen et al., 2017) 
in the form of e-learning (Gundu and Flowerday, 2013), broadcasting, online discussion, 
blogging, videos, social media sites (Mathoosoothenen et al., 2017) and can also be in 
sandbox labs offering users hands-on experience, using imaging (Dupuis and Gordon, 2018) 
or on mobile platforms (Abawajy, 2014). One of the drawbacks with these methods is that it 
is passive, can become unchallenging, provide no dialogue for questions (Cone et al., 2006; 
Khan et al., 2011b) and users try to complete sessions with minimal time and thought (Cone 
et al., 2006). 

6.6 Game-based method 
There are different types of definitions for game-based ISA methods. Some of these 
definitions are gamification (e.g. Qusa and Tarazi, 2021), games (e.g. Chmura, 2017) or 
serious games (e.g. Mettler and Pinto, 2015). 

Game-based methods are used for alternative or active learning (Dupuis and Gordon, 
2018; Lugnet et al., 2020; Mettler and Pinto, 2015) and provide an interactive way for users 
to educate themselves in various security topics (Alotaibi et al., 2017) (Holdsworth and 
Apeh, 2017) or simulated environments (Ghazvini and Shukur, 2018; Tioh et al., 2019). This 
interactive approach engages and motivates users while exploring a risk-free environment 
during the learning process (Ghazvini and Shukur, 2018; Qusa and Tarazi, 2021). Learning 
becomes an active and meaningful process (Hart et al., 2020), potentially influencing 
impulsive behaviors by stimulating achievement and competition (Cone et al., 2006; 
Holdsworth and Apeh, 2017). Games also aid problem-solving in resource-limited scenarios 
(Cone et al., 2006) and track users’ progression through points and rankings, fostering 
competition (Alotaibi et al., 2017; Tioh et al., 2019). Users are motivated to reach in-game 
goals and follow security rules (Nagarajan et al., 2012). 

Some games promote collaboration, such as card games (Aldawood and Skinner, 2019b; 
Lugnet et al., 2020; Yasin et al., 2018), which enhance teamwork and decision-making 
through dialogue and creativity (Lugnet et al., 2020). These games improve security 
awareness, particularly against social engineering attacks (Aldawood and Skinner, 2019b). 
Games can also be addictive and engaging, effectively increasing information security 
awareness (Chmura, 2017; Khan et al., 2011b). Their combination of knowledge and 
entertainment fosters commitment (Alotaibi et al., 2017; Lugnet et al., 2020) and allows 
experimentation in risk-free environments (Qusa and Tarazi, 2021). Challenges within these 
games enhance problem-solving (Abawajy, 2014; Lugnet et al., 2020; Mettler and Pinto, 
2015) and critical thinking (Cone et al., 2006; Labuschagne et al., 2011), improving 
decision-making skills (Aldawood and Skinner, 2019b; Ghazvini and Shukur, 2017). 

7. Matching DISC personality types with information security awareness methods 
This section presents the results of matching the four distinct DISC personality types with the 
ISA methods found in the systematic literature search (using the analysis and coding 
described in section 4.2). Section 7.1 illustrates the analysis and presents the best-matched 
ISA methods for the dominant personality with the help of converging learning style and 
social influencing vulnerabilities. The same procedure was repeated for each DISC 
personality type, but the word limit allows us to only show one example. Sections 7.2–7.4 
summarize the results of the matching for the other DISC personality types. Figures 6–9 
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illustrate the best match ISA method(s) for DISC personality types, through their linked 
learning style and social influencing vulnerabilities. The figures also include other ISA 
methods that can be linked with each personality type, but the match is weaker. 
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Figure 6. Dominant personality analysis match 
Note(s): —> indicates a stronger link, whereas - - -> represents a weaker link 

Source: Created by authors 1 and 2   

7.1 Analysis of matching of dominant personality type with the information security 
awareness methods – an example 
Figure 6 depicts the best matched ISA method for the dominant personality with the help of 
converging learning style and social influencing vulnerabilities (scarcity and authority), 
which were earlier linked with dominant personality presented in the PLS framework. 

7.1.1 An example of analysis of best-matched information security awareness method 
for the dominant personality. Kolb and Kolb (2005) explain that a person with a converging 
learning style is more likely to think and do, which can be related to game-based ISA 
methods that are used as active learning by doing, rather than solely listening, or reading 
(Mettler and Pinto, 2015). The converging style prefers to work with simulations, to 
experiment, and likes new ideas (Kolb and Kolb, 2005), which the game emphasizes by 
offering a simulated environment with different scenarios (Ghazvini and Shukur, 2018; Tioh 
et al., 2019) and at the same time offering a risk-free environment that can be explored (e.g. 
Ghazvini and Shukur, 2017; Qusa and Tarazi, 2021). Furthermore, problems are solved 
throughout the game with limited resources, which is especially attractive to people with 
short attention spans (Cone et al., 2006). This can be linked to the dominant personality 
being a fast-mover (Jones and Hartley, 2013) and their converging style when it comes to 
solving problems (Kolb and Kolb, 2005). Games allow users to activate their competition 
instinct (e.g. Alserri et al., 2018; Tioh et al., 2019) by keeping track of their individual 
progression when it comes to level, points, and rankings (Cone et al., 2007). Competition 
and individual progression in games can be drawn by the dominant personality as they are 
competitive (Beamish, 2005) and results-oriented (Sugerman, 2009). 
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Figure 7. Influencing personality analysis match 
Note(s): ▯ indicates a stronger link, whereas - - -> represents a weaker link 

Source: Created by authors 1 and 2   

As games are addictive in nature (Holdsworth and Apeh, 2017), they can catch users’ 
attention and raise their ISA (e.g. Chmura, 2017; Khan et al., 2011b) and at the same time 
challenge them (e.g. Aldawood and Skinner, 2018, 2019b). These challenges enhance 
problem-solving (Lugnet et al., 2020), their critical thinking (Cone et al., 2007) and their 
decision-making (Ghazvini and Shukur, 2018). People with a dominant personality are 
therefore more likely to be engaged in a game as they like challenges (Beamish, 2005) and 
have a converging learning style where they like decision making and solving problems 
(Kolb and Kolb, 2005). Card games are another form of game-based ISA method, where 
collaboration is included (Alserri et al., 2018) and where multiple players play in competing 
teams (Lugnet et al., 2020). Card games contain challenging situations that enhance 
decision-making skills (Aldawood and Skinner, 2019b), which can be linked with the 
dominant personality who likes challenges and is competitive (Beamish, 2005). It can also be 
linked to the converging learning style where people like to solve problems, have decision- 
making skills and are extroverted (Kolb and Kolb, 2005). 

The dominant personality is influenced by the scarcity social influencing principle as they 
are fast movers and competitive (Jones and Hartley, 2013). This means that competitive 
games are more likely to influence individuals with a dominant personality in a positive way 
(Ferreira et al., 2015), as scarcity influences people by reactance, impulsivity and 
competition (Workman, 2008). 

7.1.2 Weaker matched information security awareness methods. The dominant 
personality is a fast mover (Jones and Hartley, 2013) and can be linked to computer and 
mobile-based, conventional and video-based ISA methods as they are flexible (Abawajy, 
2014). The computer and mobile-based ISA methods, however, are often unchallenging 
(Cone et al., 2006), which is a drawback to the dominant personality liking challenges 
(Beamish, 2005). Furthermore, the dominant personality through its converging learning 
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style prefers practical assignments and practical applications (Kolb and Kolb, 2005) and is 
therefore less likely to learn from the conventional and video-based methods. This means 
that the conventional, computer and mobile, and video-based ISA methods are not well 
suited for the dominant personality, even though we have one keyword match. 
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Figure 8. Steady personality analysis match 
Note(s): ! indicates a stronger link, whereas ! represents a weaker link 

Source: Created by authors 1 and 2   

7.1.3 Summary. From the above analysis, a game-based ISA method is most suitable for 
the dominant personality given their matched converging learning style. Furthermore, the 
dominant personality is more likely to be influenced by authority and scarcity social 
influencing principles, where the scarcity also can point to the direction of game-based 
method to guide the dominant personality to raise ISA. 

7.2 Summary of matching of influencing personality type with the information security 
awareness methods 
Figure 7 depicts the best-matched ISA methods for the influencing personality with the help 
of accommodating learning style and social influencing vulnerabilities (liking and 
reciprocity), which were earlier linked with influencing personality presented in the PLS 
framework. 

7.2.1 Summary. From our analysis, card game methods are most suitable for the 
influencing personality given their matched accommodating learning style. The influencing 
personality is more likely to be influenced by the liking and reciprocity social influencing 
principles, where the liking can point to the direction of instructor-led and group discussion 
methods to guide the influencing personality to raised ISA. 
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Figure 9. Compliant personality analysis match 
Note(s): ! indicates a stronger link, whereas ! represents a weaker link 

Source: Created by authors 1 and 2   

7.3 Summary of matching of steady personality type with the information security 
awareness methods 
Figure 8 depicts the best matched ISA methods for the steady personality with the help of 
diverging learning style and social influencing vulnerabilities (authority, social proof and 
consistency), which were earlier linked with the steady personality presented in the PLS 
framework. 

7.3.1 Summary. From our analysis, the instructor-led and group discussions ISA methods 
are seen as most suitable for the steady personality given their matched diverging learning 
style. Furthermore, the steady personality is more likely to be influenced by authority, 
consistency, and social proof social influencing principles, where the authority and social 
proof can point to the direction of the instructor-led method to guide the steady personality to 
raised ISA. 

7.4 Summary of matching of compliant personality type with the information security 
awareness methods 
Figure 9 depicts the best matched ISA methods for the compliant personality with the help of 
assimilating learning style and social influencing vulnerabilities (authority, social proof and 
consistency), which were earlier linked with steady personality presented in the PLS framework. 

7.4.1 Summary. From our analysis, the video-based and conventional ISA methods are 
seen as more suitable for the compliant personality given their matched assimilating learning 
style. Furthermore, the compliant personality is more likely to be influenced by authority, 
consistency and social proof social influencing principles, where the authority and social 
proof can point to the direction of the instructor-led method to guide the compliant 
personality to raised ISA, but there are some conflicts involved. 
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8. Discussions and conclusion 
8.1 Theoretical contribution 
This study developed and tested a framework, named the PLS framework, to associate 
learning styles and social influencing vulnerabilities with distinct personality types. The 
theoretical contributions are described as follows. 

Firstly, this study contributes to the existing studies on ISA methods. The existing studies 
on ISA methods tend to focus on proposing and developing ISA methods (e.g. Abawajy, 
2014). Previous studies also indicate that content in ISA training needs to be adjusted to the 
targeted audiences (Tsohou et al., 2015) and to the knowledge level of the users (Tse et al., 
2013). However, there is a lack of studies on the matching between personality types and ISA 
methods. Pattinson et al. (2020) find that by adapting training to the preferred learning styles 
or learning preferences of an individual, the individual level of ISA would improve. Their 
study does, however, not consider distinct personality types. The types of employees are 
instead differentiated by age and gender (Pattinson et al., 2020). Based on the existing 
theories, this study developed a PLS framework that illustrates the relationship of each 
distinct personality type from the DISC theory with a learning style from Kolb’s LSI. In 
addition, the framework links each personality type with social influencing vulnerabilities 
from Cialdini’s principles of social influence. This is valuable since previous research argues 
that personality types are influenced in different ways by Cialdini’s social influencing 
principles (Alkış and Temizel, 2015). Therefore, this study contributes to building a sound 
theoretical ground for tailoring ISA methods for people with different personality types. For 
instance, personality types can be considered to design more effective ISA programs for 
different individuals in an organization. 

Secondly, the derived keywords from the selected theories (i.e., the DISC theory, Kolb’s 
LSI and Cialdini’s principles of social influence) have been used to develop the PLS 
framework. The derived keywords are helpful to capture a good understanding of the 
different dimensions of the selected theories. The identified keywords contribute to the 
existing knowledge base on personality types. 

Thirdly, the method for building the framework by using a keywords approach following 
a directed content analysis approach by Hsieh and Shannon (2005) can also be applied to 
associate with some other alternative theories. The PLS framework is built on the DISC 
theory, Kolb’s LSI and Cialdini’s principles of social influence, but the implementation of the 
directed approach can be used as a guide for other researchers in building a new framework 
with other theories for a different research purpose. 

Fourthly, in this study, we theoretically matched distinct DISC personality types with 
different ISA methods using the PLS framework. Through our analysis, we also identified 
the best-matched ISA method(s) for each personality type. The study found that for some 
personality types, such as steady and compliant, more than one ISA method could be 
considered a best match. In contrast, for dominant and influencing personalities, only one 
best-matched ISA method could be determined. Additionally, previous literature studies (e.g. 
Khando et al., 2021) have highlighted the popularity and importance of applying 
gamification or gamified concepts in ISA methods. However, our study shows that no single 
method suits all personality types. It is important to apply a tailored approach when it comes 
to employing ISA methods in organizations. Furthermore, weaker associations with other 
ISA methods were identified for all four personality types. These matches were considered 
weaker when they involved conflicting elements or were directly linked through a single 
personality trait. For example, the dominant personality’s association with conventional, 
video-, computer- and mobile-based ISA methods was deemed weak, as the match was made 
without considering the associated learning style or social influence vulnerabilities. 
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The proposed best-matched ISA methods for the distinct DISC personality types contribute to 
the existing literature on tailored ISA methods for individuals with different personality traits. 
Previous studies (e.g. Hadlington et al., 2019) have emphasized the need to adapt information 
security training and awareness methods to individual employee personality types, as individuals 
react differently to information security threats. 

8.2 Practical implications 
Earlier studies (e.g. Pattinson et al., 2020) indicate that ISA and associated security 
behavior are influenced by an individual’s personality type, and ISA methods therefore 
need to be adapted. Prior research has focused on individual differences such as age, 
gender and preferred learning style to improve ISA, whereas this study investigated how 
distinct DISC personality types (Marston, 1928) can be matched with existing ISA 
methods by considering both learning styles (Kolb and Kolb, 2005) and social influencing 
vulnerabilities (Cialdini, 2009). 

In the study, we were able to theoretically link the DISC personality types with a learning 
style and their social influencing vulnerabilities, presented in a PLS framework. The main 
implication this research offers to practitioners is the PLS framework, that is showing the 
relationships of the distinct DISC personality types with a learning style and their social 
influencing vulnerabilities. The proposed PLS framework can be used as a base for managers 
to employ ISA methods for people with different personality types in organizations. 
Furthermore, the PLS framework can also be used to assist organizations in formulating 
enhanced training and education materials for their employees. 

In this study, we also tested the PLS framework to theoretically match distinct personality 
types with ISA methods using a set of relevant papers from the literature. Both the best- 
matched and weaker-matched ISA methods for each personality type have been identified. 
The collection of these matched ISA methods can serve as a reference for organizations 
when selecting ISA methods. Organizations may consider offering multiple ISA methods to 
effectively enhance their employees’ ISA. However, they also need to evaluate the costs 
associated with implementing various ISA methods and assess the return on investment. In 
addition, it is important to recognize that individuals may exhibit personality traits that place 
them between two or more personality types. Organizations should take such mixed 
personality traits into account when planning the implementation of ISA methods. 

8.3 Conclusion 
This study developed and tested a framework, named PLS, to associate learning styles and 
social influencing vulnerabilities with different personality types in the context of tailoring 
ISA methods for people with different personality types. Both best-matched and weaker- 
matched ISA methods have been identified for each personality type. According to the 
results, game-based methods have been suggested as the best-matched ISA method for the 
dominant personality. For the influencing personality, game-based methods, specifically card 
games, have been identified as the best match. Group discussions and instructor-led methods 
have been suggested as the most suitable ISA methods for the steady personality. 
Meanwhile, video-based and conventional methods have been identified as the best-matched 
ISA methods for the compliant personality. 

8.4 Limitations and future studies 
We are also aware of some limitations of this study. This provides some opportunities for future 
studies. Firstly, although we used some existing theories to develop the PLS framework, there 
are some other alternative theories (e.g. the big five personality) that could have been used 
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instead. Researchers could investigate the possibility of using other theories to redevelop and 
complement the framework in the future. Secondly, apart from the directed approach by Hsieh 
and Shannon (2005), other content analysis methods could also be applied to the collected 
theoretical data. Thirdly, the applicability of the proposed PLS framework has only been tested 
theoretically using a set of papers from the literature. However, we have not measured the 
effectiveness and efficiency of the suggested best-matched ISA methods for the distinct 
personality types in practice. 

In the future, we plan to further validate the effectiveness and efficiency of the suggested 
best-matched ISA methods for distinct personality types in real organizational settings.  
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