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Abstract

Purpose — The increased dependence on information technology for storage, access and analysis of information
has increased the vulnerability of states, organisations and individuals in the last decade. Despite cyberattacks
being one of the major risks perceived by citizens, little research has addressed how the public sector at local
level is managing the challenges that raising society’s preparedness in relation to cyber threats entails. The aim
of this study is therefore to analyse the extent to which municipalities are taking measures to increase citizens’
awareness of information and cybersecurity risks and to discuss why potential challenges might arise.
Design/methodology/approach — A cross-sectional survey was used by the Swedish Association of Local
Authorities and Regions (SALAR) to collect data from 234 of Sweden’s 290 municipalities in the period 10/3-
25/4 2023.

Findings — The results show that 81% of the municipalities are not engaged in raising citizens’ awareness of
information and cybersecurity risks, and that established working procedures for information and cybersecurity
are relevant in understanding this lack of engagement. Interpretive insight from previous literature also shows
the relevance of the range of professional logics, which does not provide sufficient incentives for the profession
engaged in planning and managing the information and cyber risks to cooperate.

Originality/value — The paper addresses the citizen perspective in relation to work carried out on information
and cybersecurity risks at the municipal level. The article’s contribution is to show that the citizen’s perspective
does not have any prominence in the work that municipalities conduct on information and cybersecurity risks.

Keywords Information security, Cybersecurity, Risk communication, Municipalities, Citizen engagement
Paper type Research article

Introduction

Questions about cybersecurity, i.e. how to protect digital information and information systems,
as well as their users, from various threats (cf. ENISA, 2015; von Solms and van Niekerk,
2013), are high on the agendas of public organisations, local authorities and nation states
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(Backman, 2021; Preis and Susskind, 2022; Sandstig, 2025) [1]. However, public authorities’ International

preparedness for cyber threats is documented to be at a low level (Preis and Susskind, 2022; Journal of
Andreasson et al., 2024). Some research has been conducted into how to strengthen Emergency
cybersecurity, with the consequences of cyber crises from a technical or defence perspective Services

often researched at national level (Backman, 2021; Dunn Cavelty, 2025). This while the local
government level for the most part is under-explored (Preis and Susskind, 2022).

Most studies of cybersecurity in local government focus on the United States (Norris et al.,
2023; Hossain et al., 2025), with more limited research addressing the European context,
Germany, for example (Wirtz and Weyer, 2017). This literature consistently finds that
municipalities are facing persistent cyber threats but often lack the capacity to manage them
effectively. Efforts to strengthen cybersecurity are further complicated by competing priorities
as security objectives do not always align easily with values of transparency and openness
(Macmanus et al., 2012; Caldarulo et al., 2024). At the same time, insights drawn from specific
political and administrative systems cannot be transposed uncritically across countries or time
periods, nor related to previous findings. For example, the COVID-19 pandemic and the war in
Ukraine have heightened the need for cybersecurity in public organisations, driven by an
accelerated reliance on digital technologies and an increase in security threats (Andreasson
et al., 2024). Despite the rapid changes in the field, we argue that some previous insights still
remain broadly relevant. Municipalities in both the USA and Europe are political and
bureaucratic institutions confronted with the complex task of managing cybersecurity under
conditions of limited capacity and resources, and with competing institutional demands.

Numerous questions remain to be answered on how municipalities engage with
cybersecurity issues. Given the societal consequences of inadequate cybersecurity, it is
important to study how the public sector at the local level is managing challenges in raising
society’s preparedness in relation to cyber threats (Norris et al., 2019; Hatcher et al., 2020).
Revealing how municipalities are dealing with cybersecurity will enable it to be managed
more effectively in practice (Preis and Susskind, 2022).

Along with the issue of what municipalities are doing to enhance the security of their
organisations, an important question is what work they are doing in relation to the security of
citizens. A lack of awareness of information and cyber threats means that there is a risk of
exposure to unnecessary vulnerabilities both within the organisation as well as in relation to the
citizens. For example, previous studies have shown that risk awareness within organisations
has positive effects on security (Bulgurcu et al., 2010). And, that citizens’ awareness of
cybersecurity risks is beneficial in authorities’ communication with citizens in times of crisis
(Backman, 2021). It is therefore important to examine how and to what extent municipalities
engage in protecting their citizens from cyber-related threats (Frandell and Freeney, 2022).
Raising public preparedness requires knowledge about how, if at all, municipalities
communicate risks to citizens (Boholm, 2019; Graham et al., 2015; Sutton et al., 2015).

179

The aim of this study is therefore to analyse the extent to which municipalities are working to increase
citizens’ awareness of information and cybersecurity risks and to discuss why potential challenges
might arise.

For local authorities, there is a tension here between conflicting demands (Macmanus et al.,
2012; Caldarulo et al., 2022). On the one hand, the demands for openness and transparency,
expected from enlightened and engaged citizens. And on the other hand, the demands from
within to protect sensitive information and data (Macmanus et al., 2012; Caldarulo et al.,
2022). The local authorities need to manage this inherent challenge, which is growing as the
dependence on digital tools increases (Backman, 2021; Chodakowska et al., 2022).

Case of Sweden as a critical case
The case studied here is assumed to be transferable to municipalities in other European
countries. As in several European countries (Fuchs et al., 2012), risk and vulnerability
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1JES assessments (RVA) are an integrated part of municipalities’ public risk communication (Rabe
15,2 et al., 2024). Furthermore, as Sweden is one of the most transparent countries in the world,
Swedish municipalities have highly beneficial conditions for promoting transparency and
openness in public activities (Hood and Heald, 2006; Roberts, 2006; Lidberg, 2009;
Transparency International, 2024). If the citizens’ perspective is not taken into account in
Sweden, it is reasonable to assume that the perspective is not a priority in other countries’
public activities either. The study can therefore be regarded as a critical case.

180

Citizen perspective in risk and crisis communication
Risk communication
Risk communication is in this paper defined as part of a social process, a democratic dialogue:
“Risk communication is an interactive process of exchange of information and opinion among
individuals, groups and institutions. It involves multiple messages about the nature of risk and
other messages, not strictly about risk, that express concerns, opinions or reactions to risk
messages or to legal and institutional arrangements for risk management” (NRC, 1989:21).
The reasons for communicating risks can be several. To inform or educate to fill a presumed
knowledge gap among citizens (Fischhoff, 1995). Here to raise risk awareness, for example,
around cybersecurity risks, which in turn facilitates communicating recommendations in a
crisis situation (Backman, 2021). Also, to encourage preparations and protective actions by
changing, reinforcing or discouraging certain behaviour (Covello et al., 1986). Or to warn and
disseminate emergency information (Covello et al., 1986). Risk communication can also be
used to invite citizens to participate in solving common problems and conflicts, for example, in
environmental, health or security issues (Covello et al., 1986).

Similarities and differences between risk and crisis communication

Similarly, to risk communication, crisis communication is defined by the diversity of
communicators involved as well as the instrumental and functional elements of
communication during a crisis: “Crisis communication could simply put be understood as
the ongoing process of creating shared meaning among and between groups, communities,
individuals and agencies, within the ecological context of a crisis, for the purpose of preparing
for and reducing, limiting and responding to threats and harm.” (Sellnow and Seeger,
2013:13). In this paper, risk communication mainly differs from crisis communication in that it
needs to motivate citizens to take preventive measures (Covello et al., 1986). This is because,
unlike crises, the threats associated with risks have not yet become manifest and may not be
perceived as relevant.

Citizen perspective

The citizen perspective in relation to risk- and crisis communication focuses on the importance
of communication for the public (Johansson et al., 2023; Odén et al., 2016). Central themes are
how the public and specific groups within it react, communicate and act in terms of risk and
crisis situations but also what democratic consequences risk- and crisis communication can
entail (Johansson et al., 2023; Odén et al., 2016). The communication is based on ethical
considerations of how the public should be able to make informed choices (Sellnow and
Seeger, 2013). Free access to information is therefore relevant in relation to the
communication of risks during crises (Sellnow et al., 2009; Sellnow and Seeger, 2013).
When we make an ethical assessment, we evaluate whether a behaviour or a decision is right or
wrong, good or bad. Municipalities have a specific responsibility to communicate risks to
relevant stakeholders and produce reliable and relevant information (Rabe et al., 2024).
The citizen perspective thus represents the enlightened citizen in a democratic society who
makes informed choices based on ethical considerations. The choice can affect citizens’ future
and ultimately enable them to be better prepared to manage crises (Sellnow and Seeger, 2013).
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Broadening the citizen perspective with vulnerable groups International

However, broadening the perspective of what constitutes an informed citizen could be Journal of
beneficial in overcoming some of the barriers to inclusive communication (Aliska et al., 2025). Emergency
Vulnerable groups are traditionally understood to be the groups directly impacted by a risk or Services

crisis (Wisner et al., 2003). They also include those facing a disproportionate amount of risk
due to historical, social, economic and political conditions (Campbell et al., 2020), as well as
due to physical, cognitive or emotional factors (Grohma et al., 2024). An informed citizen in
this broader sense would then be someone who also has the capability to make informed
choices despite communication barriers due to disadvantaged physical, socioeconomic,
cognitive or emotional conditions.

181

Digital literacy and citizens’ cybersecurity awareness

Digital literacy is by the American Library Association (ALA) defined as “the ability to use
information and communication technologies to find, evaluate, create, and communicate
information, requiring both cognitive and technical skills” (ALA, 2025). However, in its broadest
sense, digital literacy, based on Gilster (1997) and further by Bawden (2008), is understood more as
a life skill with an underpinning of critical understanding rather than a mere collection of skills and
competencies. To describe the ability to recognize, interpret and evaluate differing types of data.

The digital literacy of the citizens is here relevant to understand the challenges for
municipalities in using risk communication to raise awareness of information and
cybersecurity risks. One such challenge, associated with the vulnerable groups described in
the section above, is that cybersecurity awareness is influenced by social and digital disparities
(Robinson et al., 2015). Information Security Awareness is here defined as the “[. . .] overall
knowledge and understanding of potential information-security-related issues and their
ramifications, and what needs to be done in order to deal with security-related issues”
(Bulgurcu et al., 2009). Here, the knowledge gap (Fischhoff, 1995) to fill through the use of
risk communication would then be the knowledge awareness of the information and
cybersecurity threats. This while the “how-to-” knowledge (see Rogers, 2003) would be about
what the citizen is expected to do to be able to protect themselves from harm.

There is therefore major value in municipalities taking the citizen perspective into
consideration when tackling cybersecurity. Not least because the way in which an organisation
approaches crisis communication and interacts with society mutually shape each other
(Treurniet et al., 2015). Risk communication can increase citizens’ awareness of risks and their
motivation to deal with them. Aware citizens have a greater capacity to receive crisis
communications and manage crises (Backman, 2021). In contrast to crisis communication,
risk communication can be beneficially planned, but it is dependent on how cybersecurity and
communication of risks are organised in the municipality.

Research into professional norms in risk analysis and communication

Obstacles to cyber risk communication

An obstacle for cyber risk communication identified within the municipal organisation is that
the knowledge gap between IT-experts and generalists at the local level is greater than at the
national level (Caruson et al., 2012). There is also a lack of practical experience in
implementing cybersecurity policies due to resource shortages, ambiguous delineation of
responsibilities and inadequate training (Norris et al., 2023). Another obstacle is that there
might be resistance within the organisation to changes in working methods or organisational
changes (Bouckenooghe et al., 2021), as well as not wanting to lose anything of value in the
change process (Kotter and Schlesinger (1979/[2008]).

Tension between different professions’ expectations and interests

Several professions are involved in municipalities’ risk communication (Satagen et al., 2024).
In practice, collaborations take place between different types of experts and officials within the
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1JES organisation, such as preparedness-/security coordinators and communicators. The processes
15,2 surrounding practical implementation are strongly influenced by the tension between different
expectations and interests that are embedded in institutional frameworks and norms
(Cedergren et al., 2019). With few exceptions, there is limited understanding of these
internal mechanisms within the public sector at the local level. The results of studies on risk
communication at the municipal level are presented below.
182 What we know of risk communication at the municipal level
Municipalities can increase citizens’ awareness of cybersecurity risks by communicating what
the risks are. An initial obstacle is that risk communication at the local level is not planned but
takes place reactively (Graham et al., 2015; Sutton et al., 2015; Mitcham et al., 2016; Avery
and Park, 2019; Fan et al., 2021). A second obstacle constitutes uncertainty about what risk
communication is. And the fact that in practice the boundary between risk- and crisis
communication is blurred (Reynolds and Seeger, 2005; Satagen et al., 2024), limiting the
municipality’s ability to use effective communication strategies (Satagen et al., 2024). There is
also a general lack of information on municipal websites about local risks (MSB, 2019b),
which means that citizens seeking to become more aware must search for information
elsewhere. The third obstacle is the tensions that can arise in the practical implementation of
security work and communication (Rabe et al., 2024). With communicators dependent on the
risk assessments of security managers/preparedness coordinators, and the latter are not
themselves aware of their influence on external risk communication (Rabe et al., 2024).
Furthermore, there is often no mandate from the municipal leadership to provide information
about risks (Satagen et al., 2024; Rabe et al., 2024). The goals and routes to legitimacy also
differ between professions (Rabe et al., 2024). The source of legitimacy for security managers/
preparedness coordinators is security and resilience, while the legitimacy of communicators is
sought among citizens through transparency and inclusion (Rabe et al., 2024).

Conditions of communicating cyber risk

Addressing cybersecurity risks constitutes a significant capacity challenge for municipalities
(Norris et al., 2022; Hossain et al., 2025). From a public administration capacity perspective,
the protection of information and information systems depends on a combination of analytical
capacity (such as systematic risk assessment and information classification), technological
capacity (including the implementation and maintenance of appropriate and up-to-date
technical safeguards) and human resources (notably the training, motivation and retention of
qualified personnel) (Norris et al., 2022). These functions further require coordination and
integration into broader organisational planning and strategic objectives (Norris et al., 2022;
Wirtz and Weyerer, 2017). While technological expertise is a necessary condition for effective
cybersecurity, such expertise is often difficult to recruit and sustain within the public sector
(Hossain et al., 2025). However, cybersecurity is not a purely technical challenge, but a socio-
technical governance challenge that involves security culture, user behaviour and cognitive
understandings of risk (Frandell and Feeney, 2022). Given limited resources, political leaders
must prioritize the security of information system alongside other public concerns that often
receive stronger recognition from the electorate (Boin et al., 2017; Hossain et al., 2025; Wirtz
and Weyerer, 2017). Under these conditions, management and communication of cyber risks is
not a straightforward task, potentially neglected by municipalities.

Even though municipalities have cybersecurity policies, if they have no practical experience
of implementing them in their daily operations, local authorities cannot establish preparedness
(Norris et al., 2023). Other obstacles highlighted are a lack of support from the leadership (Norris
et al., 2023). Swedish and Norwegian municipalities do not have procedures and guidelines in
place for risk communication (Satagen et al., 2024). And a lack of knowledge among officials
and experts about what risk communication is (Reynolds and Seeger, 2005; Satagen et al., 2024).
Questions about working procedures are therefore also intended to address what communication
is like with the leadership (whether the political leadership is kept regularly informed) and
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between officials (ensuring employee awareness). The staff need to have some knowledge about International

risks, as there is a need to select what should be communicated internally and externally. Journal of
Established working procedures for communication and risk analysis are thus understood here as Emergency
akind of prerequisite for communication with residents. For example, to be able to communicate Services

risks to residents, working procedures are first necessary in order to communicate/notify
(internally) the leadership of information and cybersecurity issues. If such capacity is lacking,
it seems unlikely that resources or tools will be available to communicate risks to residents.
Furthermore, to be able to communicate risks to residents, municipalities need working
procedures to classify their information and manage information and cybersecurity risks. If these
procedures are not in place, it is difficult to communicate the risks.

Additionally, to be able to raise the risk awareness of residents, methods are first needed to
raise that of employees. This is because the knowledge gap between IT-experts and generalists
at the local level is greater than at the national level (Caruson et al., 2012). Effective risk
communication requires a capacity for both risk analysis and communication: an analysis of
risks is communicated. Our analysis, therefore, takes an interest in established working
procedures for managing cybersecurity risks, analysed in two steps. First, by analysing the
dimensions that a set of established working procedures entail in municipalities. And then
analysing the independent effect of the established working procedures on the extent to which
municipalities are engaged in increasing residents’ awareness of information and cybersecurity.

183

Methods

The Swedish case

In Sweden, responsibility for communicating risks, including information security and
cybersecurity, is shared across municipal, county and national levels, with the Swedish Civil
Defence and Resilience Agency (MCF), formerly the Swedish Civil Contingencies Agency
(MSB changed its name 1 January 2026), coordinating multi-level governance. MCF provides
guidelines and methodological support for RVAs, and, in collaboration with municipalities,
county councils and other agencies, produces national risk assessments. The role of the MCF is
also to support Sweden’s national societal information security and set national strategies,
action plans and regulations for cybersecurity (see SOU, 2024:18).

Legal responsibilities for crisis preparedness and risk communication

Legal responsibilities for crisis preparedness and risk communication are primarily set out in the
Emergency Preparedness Ordinance SFS 2022:524, with Act 2006:544 and Ordinance SFS
2006:637 covering municipalities and regions. This legislation mandates Swedish
municipalities to carry out systematic RVAs, initiate risk communication activities and
ensure risk information is accessible and comprehensible to a range of vulnerable groups. While
national authorities are in possession of adequate general information about risks, specifically
local communication is crucial for citizens and their basis for preparedness. Swedish
municipalities are also expected to raise awareness and educate citizens about, for example,
cybersecurity threats and how to protect themselves (MSB, 2019a). This includes promoting
digital hygiene, safe online behaviour and preparedness for cyber incidents (MSB, 2019a).

Legal responsibilities for information and cybersecurity

In terms of responsibilities related to information and cybersecurity, they are laid out in
paragraphs 13§-14§ on information security and reporting of IT incidents and 26§-27§ on
authorisation in Ordinance SFS 2022:524. §13 requires each government agency to ensure its
information management systems meet specific, basic security requirements. §14 requires
prompt reporting of IT incidents to MSB when incidents may affect information management
security. §626-27 authorise MSB to issue further regulations pertaining to security
requirements and incident reporting.
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1JES For municipalities, Ordinance 2006:637 mandates systematic information security work,

15,2 integration of information security into management and adherence to MCF (formerly MSB)
rules for reporting of IT incidents. MSBFS 2015:5 requires municipalities to identify
information of national importance and analyse information security risks in their RVAs.

Data
184 A cross-sectional total selection survey was employed to answer the explorative research
question. Data, measurements and statistical analysis are described in the following paragraphs.
Data for this study were derived from a survey sent to all of Sweden’s 290 municipalities in
2023 (10/3-25/4). The survey was administered by the Swedish Association of Local
Authorities and Regions (SALAR), which represents all of Sweden’s municipalities and
regions. 256 municipalities responded (88%), with response rates for the variables between
212 (73%) and 234 (81%).

Measurements

Work on raising citizens’ awareness of information and cybersecurity (dependent variable)
Measuring the extent to which the municipality has a citizen perspective (Johansson et al., 2023;
Odén et al., 2016) in their information and cybersecurity work is relevant because of the
following stated in ordinance SFS 2006:637. These concerning measures are taken by
municipalities and regions in preparation for and during extraordinary events in peacetime and
heightened preparedness. Here, the municipality has a responsibility to communicate risks to a
range of pertinent actors. This includes ensuring that citizens’ needs are met and that
municipalities possess trustworthy and relevant information to evaluate risks, mitigate
vulnerability and enhance municipalities’ resilience and citizens’ capabilities (Rabe et al., 2024).

When asking municipalities about their efforts to protect digital information, information
systems and their users — i.e. cybersecurity as defined here — we encounter a terminological
challenge. Should we speak of “information security” or “cybersecurity”? Although the two
concepts are analytically distinct (Taherdoost, 2022), they substantially overlap in practice.
Given society’s extensive reliance on digital information and information systems, the practices
of information security and cybersecurity have become increasingly intertwined. For most
contemporary organisations, protecting information primarily entails protecting digital
information, which effectively makes information security a matter of cybersecurity.
Reflecting this development, Moustafa et al. (2021) argue that in many contexts, information
security has been subsumed under the broader and more widely used term cybersecurity.

Nonetheless, despite the growing emphasis on digital information (which would favour the
use of “cybersecurity”), public organisations are not always quick to adopt new terminology.
Instead, they often remain tied to the more traditional term information security, especially in
policy contexts. Practitioners in municipalities are therefore more accustomed to this
established vocabulary, whereas cybersecurity is newer and less precisely defined. For this
reason, our survey employs the term “information security”, a concept that is in principle
broader, yet in practice substantially overlaps with cybersecurity. This conceptual
convergence is also reflected in official guidance: for instance, when the Swedish Civil
Defence and Resilience Agency (formerly MSB) (MCF, 2026b) provides recommendations to
municipalities on cybersecurity, these draw directly on its longstanding guidance on
information security. Moreover, the compound formulation “cyber- and information security”
used throughout by MFC, signals the conceptual convergence of the two terms.

To measure this citizen perspective, we asked: “Municipalities can work to increase their
residents’ awareness of information security to a varying extent. To what extent is your municipality
engaged in the following issues?”. The first was: “Increase the municipal residents’ awareness of
information security”. The scale for answers was: “Not at all”, “To a very low degree”, “To a rather
low degree”, “Neither nor”, “To arather high degree”, “To a very high degree” and “Cannot decide”.
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In answering this study’s explorative research question, we report and discuss the International

frequencies of the responses to this question. However, to further analyse, contextualise and Journal of
explain the extent to which municipalities are engaged in increasing municipal residents’ Emergency
awareness of information security risks, we assumed the following. The variable is interpreted Services

as a continuous dependent variable in relation to a set of explanatory variables within the realm
of a set of established working procedures, as presented in the next section.

185

Established working procedures (independent variables)

To gauge the extent to which the municipality works with cybersecurity in various ways, we
asked ten different questions about the municipality’s established working procedures in
relation to information security.

The survey asked municipalities ten questions with the aim of capturing the level of
progress in the implementation of key activities for information security. The questions were
based on the international standard for systematic information security management (ISO
27000). And on questions about working methods developed by SALAR in collaboration with
the MCF’s(formerly MSB’s) methodological support for organisations. The questions asked
was: “In the following areas, does your municipality have, or is it planning to introduce, an
established working procedure so that .. .”: “ . .. the political leadership is regularly informed
about information security risks”; “ ... the administrative leadership is regularly informed
about information security risks”; “. . . information security incidents are managed?”; “. . . the
information assets are classified?”; “. . . continuity of operations is ensured?”; “. . . employees’
information security awareness is ensured?”; “. . . information security requirements are set in
relevant procurements?”; “ . . . the municipal information security policy is determined?”; “. ..
the application of common working methods in the area of information security (e.g.
self-monitoring, supplier follow-up) is followed up?”; “... information security risks are
managed?”.

For each of these activities, the answers were: “No”, “Yes, just started”, “Yes, partly
established”, “Yes, fully established”, “Yes, but cannot determine level of establishment” and
“Do not know” (for a similar scale see Karabacak et al., 2016; Niazi et al., 2020). These answers
are interpreted as continuous variables, ranging from low to high. As the results will show, in
most cases, the extent that municipalities are engaged in the work of informing citizens of
information security risks is low. Therefore, the analysis tests for correlations between lower
levels of progress of information security activities and lower levels of activities to inform
citizens of information security risks. In the factor and regression analysis, the scales are
therefore mirrored, ranging from high to low. The internal consistency for the ten items
measured, Cronbach’s a = 0.845, is interpreted as sufficiently correlated, or robust, to infer that
they are all measuring the same underlying construct of established working procedures.

Control variables
A control was conducted for the municipality’s character and size, but the correlations are not
statistically significant.

A question was asked identifying the role of the respondent: “Who or which has answered
this survey?”. With the answers: “information security coordinators, CISO or equivalent”; “IT
managers, security managers, security coordinators, security strategists, preparedness
coordinators or equivalent”; “registrars, archivists, office secretaries or equivalent” and
“Other office personal, state which”. The last option required an open-ended answer. The results
are presented here as they are relevant for the conclusions and practical implications of this
study. 84% of the municipalities are engaged in security issues. 54% of the respondents are
information security coordinators, CISO or equivalent and 30% are IT-managers/security
managers, security coordinators, security strategists, preparedness coordinators or equivalent.
16% consist of other administrative staff such as registrars, archivists, office secretaries,
digitisation coordinators, office managers, municipal directors, etc.
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1JES Statistical analysis and ethical and data availability statements

15,2 IBM SPSS 29.0.0 was used for statistical analyses. Principal Component Analysis was used as
an exploratory tool for data analysis. This is to reduce the dimensions of the variables for the
information security activities and extract a smaller number of principal components (PC)
according to the eigenvalue >1.0. Eigenvalues close to zero imply there is multicollinearity
between items. Since the eigenvalues are well above zero, this is interpreted as a good sign,
signifying a low multicollinearity between the items.

By generating a Normal Probability Plot (see Appendix 1), we checked for the normality
assumption for residuals. In the plot, the points roughly follow the diagonal line, which is
interpreted as following normality. To help assess the fit of the regression model (see Table 3),
we plotted a residual (observed values vs. predicted values) (see Appendix 1). In looking for
patterns, there seems to be one outlier far from the line, no U-shapes, curves or shapes where
variance changes. The Variance Inflation Factor (VIF) was used to detect multicollinearity in
the regression (see Table 3). Since the values are above 1 and below 5, this is interpreted as a
moderate correlation.

Data is available from the corresponding author upon reasonable request, and the study has
been reviewed and approved by the Swedish Ethical Review Authority (2023-02308-01).

186

Results

Low level of municipal engagement in raising citizens’ awareness

The question of the extent to which municipalities are engaged in work to increase residents’
awareness of information security is answered initially below. The dimensions that the
municipalities’ established working procedures entail are subsequently analysed.

The study’s results show the following. That the majority of Sweden’s municipalities
(81%) state that they work to a rather (23%) or very low (29%) degree, or not at all (29%), to
enhance residents’ awareness of information security (Table 1). Meanwhile, 16% are
uncertain, i.e. they state that they work to neither a low nor a high degree, or that they are not
able to assess it. Only a minor proportion, 3%, of the municipalities state that they are working
to a rather high degree to increase residents’ awareness of information security risks. No
municipality states that they are working to a very high degree on the issue.

Implementation of established working routines

The established working procedures asked for concern about the existence of established
routines in the organisation to perform a task. So that the task is handled in a similar way over
time and regardless of who performs the task. In information security work, municipalities
have established certain types of routines, while others have not. Among those who have
introduced the routines, the implementation of these varies.

Table 1. Proportion of municipalities engaged in raising citizens’ awareness of information security 2023

(per cent)
Total proportion
To a very high degree 0
To a rather high degree 3
Neither nor or cannot decide 16
To a rather low degree 23
To a very low degree 29
Not at all 29
Total proportion 100
Total municipalities 234
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As presented in Table 2, two PCs were extracted from the PCA approach with the International

eigenvalue >1.0. PC1 with positive and strong loading due to the principal established Journal of
procedures for Information security risks (0.743) and incidents (0.713) being managed, and Emergency
PC1 explaining 44.2% of the total variance. PC2 with a negative and strong loading primarily Services

due to the established procedures of the political (—0.551) and administrative leadership
(—0.484) being informed on a regular basis. PC2 explained 11.2% of the total variance.
Together the two PCs explain 55.3% of the variation, which is interpreted as reasonably valid. 187

Two dimensions in established working procedures

How should we then understand these two principal components in how municipalities
responded to the questions regarding established working procedures (Table 2)? One way to
understand them is as two distinct dimensions. Here, the working procedures of securing the
active involvement of top management, both the political leadership and the operational

Table 2. Two dimensions in the municipalities’ established procedures for information security

Component
Established procedures for information security 1 2
Information security risks are managed 0.743 —0.100
Information security incidents are managed 0.713 0.019
Continuity of operations is ensured 0.698 0.244
Information security requirements are set in relevant procurements 0.664 0.239
The information assets are classified 0.637 0.484
Employees’ information security awareness is ensured 0.633 0.082
The municipal information security policy is in place 0.580 0.382
The political leadership is informed about information security risks 0.642 —0.551
The administrative leadership is informed about information security risks 0.695 —0.484
The application of working methods in information security is followed up 0.652 —0.239
Eigenvalues 4.425 1.110
% of Variance 44.253 11.095
Cumulative % 44.253 55.348

Note(s): Extraction method: Principal Component Analysis

Table 3. Independent effects of established procedures for information security in Swedish municipalities on
their work to raise citizens” awareness of information security 2023 (standardised regression coefficient, b-value
and significance, p-value, VIF)

b-value

Established working procedures and p-value VIF
The political leadership is regularly informed about information security risks +0.34%%* 1.81
Information security risks are managed +0.24%* 2.01
Administrative leadership is regularly informed about information security risks —0.19* 1.97
The application of working methods in information security is followed up +0.16 1.62
The information assets are classified —0.08 1.61
Continuity of operations is ensured —0.08 1.65
The municipal information security policy is in place +0.06 1.39
Information security requirements are set in relevant procurements +0.06 1.54
Employees’ information security awareness is ensured +0.05 1.43
Information security incidents are managed —0.04 1.70
Adjusted R? 0.19

Number of municipalities 234

Note(s): Bivariate correlation (stand. B-value). *p < 0.05; **p < 0.01; ***p <0.001. N = 234
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1JES administrative leadership, would be one of these dimensions. This together with following up
15,2 working methods in information security. Here, called Political Governance, in terms of
facilitating means for the political leadership to be actively involved in asserting influence on
the municipal information security management. On the other hand, the second dimension,
here called Continuity in Operations, ensures that information security risks and incidents are
managed operationally and that information assets are classified. As well as that there is more
passive managerial involvement, information security policy is in place, and there is continuity
of operations. As well as that information security requirements are set in relevant
procurements and employees are aware of information security.

188

Relationship between engagement and established working routines

Since the majority of Swedish municipalities are not engaged in increasing residents’
awareness of information security risks, the following results will endeavour to understand and
reason about why this is the case. And, what challenges it may entail. The relationships initially
sought here are between how a lower degree of established working procedures correlates with
a lower degree of work to increase residents’ awareness of information security risks.

Multiple linear regression analysis was used to identify factors associated with Swedish
municipalities’ lower work to raise citizens’ awareness of information security. The model
used does not test all the plausible factors in the literature presented in this paper. Due to the
explorative nature of the study, the model tested focuses on the level of implementation of
established working procedures. The analysis in this section shows that the level of
implementation of established working procedures explained 19% of the changes in the
dependent variable (adjusted R* = 0.19) (Table 3). That is, the level of municipalities’ work to
raise citizens’ awareness of information security.

The multicollinearity in the regression analysis is moderate, meaning that the level of
implementation of established working procedures as a whole is what best can explain the
changes in the dependent variable. With that in mind, the following independent effects of
three of the variables should not be overstated, but looked upon as indications. Among the
variables included in the model, the lower levels of keeping the political leadership regularly
informed about information security risks (b = + 0.34***), were significantly correlated with
the lower levels of work to raise citizens’ awareness of information security. And the lower
levels of managing information security risks (b = + 0.24**). This is in contradiction to the
lower levels of keeping the administrative leadership regularly informed about information
security risks (b = — 0.19**). Those were significantly correlated with the higher levels of
work to raise citizens’ awareness of information security (Table 3).

These observations provide tentative support for the idea that certain internal working
procedures in cybersecurity are prerequisites for effective communication with residents about
cyber risks. First, the ability to communicate risks externally presupposes established routines
for internal communication with municipal leadership; without such a capacity for internal
communication, external communication is unlikely to develop. Second, communicating risks
to citizens requires systematic knowledge of the risks themselves. In other words,
municipalities must have procedures in place to manage information and cybersecurity
risks before they can convey these risks to the public. In particular, our findings indicate two
factors as important for taking steps towards a citizen perspective in municipal cybersecurity.
The capacity for internal communication with political leadership and the capacity for
systematic risk analysis.

Discussion and conclusions

The purpose of the article was to analyse the extent to which municipalities are engaged in
increasing citizens’ awareness of information and cybersecurity risks and to discuss why
potential challenges might arise. Since, as far as we can tell, no previous research has been
conducted into the citizen perspective in relation to work on information and cybersecurity

Downl oaded from http://ftp. nowublishers.conlijes/article-pdf/15/2/178/ 11252675/ es-05-2025-0029en. pdf by guest on 27 June 2026



risks at the municipal level. The article’s contribution is to show that municipalities are not International

engaged to any major extent in increasing residents’ awareness of information and Journal of
cybersecurity. This implies that the citizen perspective is not prominent in the work that Emergency
municipalities carry out in relation to information and cybersecurity risks (Johansson et al., Services

2023; Odén et al., 2016).

In the discussion of why this is the case, based on the empirical findings in this study, we
address the role of internal working procedures for information and cybersecurity that are
established in municipalities. Municipalities with a higher capacity for internal
communication with political leadership and the capacity for systematic risk analysis tend
to engage more in communication of cyber risks to citizens.

Moreover, the discussion of why we find low levels of engagement in communicating
cyber risk to citizens can be further understood by the interpretive insights from previous
literature. In the literature that emphasize the citizens’ increased demands for openness,
transparency and accountability from authorities (Macmanus et al., 2012). Earlier studies
from the USA (Macmanus et al., 2012), which are somewhat dated, highlight the explanation
that there is a contradiction between two perspectives — transparency and integrity.
The contradiction between the two perspectives is what we have chosen to call the
cybersecurity paradox. The contradiction can be seen as a general way to understand why
municipalities do not develop a more comprehensive capacity to protect citizens from a range
of cyber threats. Norris et al. (2023: 652) have further highlighted the incapacity of local
authorities to manage cybersecurity. This has been explained by insufficient funding and
insufficient human resources to achieve sufficient cybersecurity (Norris et al.,, 2023).
The connection between social (weather and perceptions) and technical factors (networks,
capacity, technical infrastructure) and the capacity to manage cyber incidents has also been
previously highlighted in the literature (Frandell and Feeney, 2022, pp. 559-560). What is
generally considered in this article, i.e. what role local authorities should play and where the
boundaries should be for their responsibility towards citizens, is a central and urgent issue.
This contrasts with the authorities’ requirement to protect sensitive information (Frandell and
Feeney, 2022; Caldarulo et al., 2022).

189

Lack of established working procedures

The first challenge is based on the results of this study, which show the relevance of the model
with implemented established working procedures to raise citizens’ awareness of information
and cybersecurity risks. Here, the model used explained 19% of the changes in the level of
municipalities” work to raise citizens’ awareness of information and cybersecurity risks.

A previous study identified the lack of implementation of cybersecurity policies in
everyday operations as an obstacle (Norris et al., 2023). Another study found that there are no
routines and guidelines in place for risk communication and that officials and experts were
unsure of what risk communication was and how it differed from crisis communication
(Satagen et al., 2024). The empirical findings in this article are that the municipalities rarely
engage in raising residents’ awareness of cybersecurity risks, and that the model with
established working procedures is relevant to understand why. Through interpretive insights
from the previous literature mentioned above, the lack of municipal engagement could be
related to the municipality’s lack of implementation of cybersecurity policies. Which may
involve a lack of routines and guidelines for how cybersecurity should be communicated.
Our findings, therefore, suggest that effective communication of cyber risk requires a capacity
for both risk analysis and communication. An analysis of the risks to be communicated, as well
as how to do so.

Security trumps transparency
Based on interpretive insights from the previous literature the second challenge concerns how
security personnel work in relation to risk management in municipalities. Previous research
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1JES suggests that there are strong professional norms in municipalities, where security personnel
15,2 prioritise confidentiality over transparency (Satagen et al., 2024; Rabe et al., 2024). It also
appears that security personnel constitute the dominant professional group in municipal risk
management. They have access to the information and have the highest status in relation to the
process (Satagen et al., 2024; Rabe et al., 2024). It appears that security personnel are
simultaneously unaware of their dominant position (Rabe et al., 2024). Based on these
interpretive insights from the previous literature, a plausible understanding of why
municipalities rarely consider the citizen perspective in cybersecurity work, is the
following. The personnel responsible for cybersecurity in prioritising security over
transparency, rarely have the citizen perspective on their agenda. However, acknowledging
the relevance of transparency here is relevant in understanding why risk communication is
important in the municipality’s work on cybersecurity (Sellnow and Seeger, 2013). This is
because previous literature claim that transparency can affect the individual’s future and
reduce the risk of adverse consequences (Sellnow and Seeger, 2013). Which can include
engaged citizens seeking knowledge elsewhere in order to be better prepared in the event of a
crisis (MSB, 2019a).

190

Cybersecurity paradox

Based on the insights from previous research, we suggest that the tension between, on the one
hand, the demand for transparency and openness. And, on the other hand, security and
confidentiality are reinforced by the fact that the task is divided between different officials
(Rabe et al., 2024). Previous research has shown that the security personnel differ from the
communicators in that they have a technical view of risks. Further, they use hierarchical and
one-way communication with the communicators (Rabe et al., 2024). According to previous
research, there may also be a resistance to change because one party risks losing something of
value (Kotter and Schlesinger, 1979/[2008]). In the study by Rabe et al. (2024), it appears that
security personnel have a high status. And that risk management in the municipality is mainly
conducted by security personnel, implying that the communicators are not involved and
cannot provide information about risks. Based on these interpretive insights from the previous
literature, a plausible understanding of why challenges arise can be found in the locking of
positions described. The dilemma of citizens’ demands to “open up”, and the possibilities for
accountability, and to “lock down” and protect integrity-sensitive data, are reinforced. This is
then interpreted to be due to a major confidentiality norm that is in place. That security is a
higher priority, and status provides little incentive for change. Neither do the security
personnel perceive the problem, with the communicators appearing to be a hidden resource for
supplying the municipality’s residents with information about cybersecurity.

Study limitations

This study has two limitations. The first is that the survey was targeted at the municipality as an
organisation, with the result that the same professions responsible for security and
preparedness have not consistently answered the survey. The second is that the results may
make it difficult to perceive the extent to which municipalities are engaged in increasing
residents’ awareness of cybersecurity in the municipal sector as a whole.

Practical implications and conclusions

The study has three practical implications. The first is that despite Sweden having optimum
conditions for transparency in the public realm and good conditions for communicating risks,
the communicating cyber risk with citizens is given low priority. Municipalities do not make
plans for risk communication, neither specifically for information and cybersecurity risks nor
for risks in general. The study shows that municipalities are not putting work into increasing
residents’ awareness of information and cybersecurity risks. There is a lack of established
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working procedures for dealing with this issue. The results of the study can be used to increase International

municipalities’ awareness of the issue by highlighting its negligence. Journal of
The second implication is that there are low incentives for cooperation between security Emergency
personnel and communicators. To raise citizen awareness, this collaboration most likely needs Services

to be improved. Both professions have crucial roles in communicating cyber risks to citizens.
Security personnel need to assess the risks and the confidentiality of content. Communicators
need to be involved in the strategic planning of risk communication. Through better
collaboration between security personnel and communicators, the cybersecurity paradox can
be mitigated. Established forms of collaboration between these two competencies can be a
good asset for a municipality when an incident occurs.

Thirdly, municipalities need to find an optimal use of internal and external communication,
while at the same time not spreading sensitive information to unauthorized parties. This study
highlights this dilemma, which in a critical situation can have major consequences in the event
of an information or cybersecurity incident.

The recommendation to overcome the consequences of a cybersecurity paradox is then the
following. To more effectively address residents’ awareness of information security and
cybersecurity, a shift in political will is required. Cybersecurity must attain a more prominent
position on the local political agenda, likely accompanied by increased resource allocation.
This process also presupposes enhanced capacity to translate and mediate complex technical
aspects of cybersecurity for non-technical audiences, including elected officials and top
management. Such changes, however, are not easily achieved. Nevertheless, with upcoming
directives in the European Union aimed at strengthening regulatory requirements for
cybersecurity (NIS 2) are likely to elevate attention to and investment in cybersecurity
governance are expected to grow. These capacity-building efforts may also produce spillover
effects, strengthening municipalities’ ability to engage with and enhance cybersecurity
awareness among citizens.

To encourage cooperation between security personnel and communicators one way ahead
would be to strive for a municipal decision to produce a public version of the RVA. This would
neither threaten the legitimacy of the security personnel nor the legitimacy of the
communicators. In this way the political leadership in the municipality is kept informed, as
well as ensuring the early involvement of the communicators in the process. This could ensure
that the extensive and security-classified information in the RVAs could remain secure. What
could be said officially and communicated to residents would also be accessible, as well as
potentially raising citizens’ awareness of cybersecurity risks.

191
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Notes

1. Inbroad terms, cybersecurity refers to the protection of digital information and information systems,
as well as their users, from cyber threats. Narrower definitions restrict “cyber threats” to antagonistic
actions (von Solms and van Niekerk, 2013), while others adopt a broader view (ENISA, 2015).
Although cyberattacks are undeniably central, we define cyber threats as any potential danger to
digital data, systems or users. This inclusive approach reflects the context of our study, which
examines public organisations in Sweden, where protective initiatives are not always differentiated by
the intentionality of the threat. For instance, the Civil Defence and Resilience Agency (MCF, 2026a) -
a central actor in coordinating and supporting public sector cybersecurity — defines cyber threats as
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including not only hostile actions but also human error, system malfunctions and natural events such International

as storms or earthquakes. Related to this is the distinction between cybersecurity and information Journal of
security (Taherdoost, 2022), the latter of which, i.e. the older concept, is typically defined in terms of Emergency
confidentiality, integrity and availability of information (Lundgren and Moller, 2019). While Services

information security encompasses both digital and non-digital domains, the growing centrality of

digitalisation means that protection of digital information has become a main concern, thereby

overlapping with cybersecurity. Consequently, although cybersecurity and information security are

distinct in principle, in practice, management of them within the public sector is substantially 193
convergent. Today, information security is to a large extent — though not entirely — addressed through
cybersecurity measures, as defined here (Moustafa et al., 2021).
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