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Supplementary data S1: Search strategy
PubMed
("Computer Security"[Mesh] OR "Technology"[Mesh] OR cybersecurity[tw] OR "information security"[tw] OR "data security"[tw]) AND (hospital[tw] OR "health system"[tw] OR "healthcare organi*"[tw]) AND ("Risk Management"[Mesh] OR "best practices"[tw] OR "technolog*"[tw] OR "risk management"[tw] OR strateg*[tw] OR framework[tw]) AND ("Health Information Systems"[Mesh] OR "Electronic Health Records"[Mesh] OR "Confidentiality"[Mesh] OR "health information system"[tw] OR "electronic health record"[tw] OR "patient privacy"[tw]) AND ("data breach"[tw] OR "cyberattack"[tw] OR "ransomware"[tw] OR "security vulnerability*"[tw])
Web of Science
TS=("cybersecurity" OR "information security" OR "data security") AND TS=("healthcare" OR "hospitals" OR "health systems") AND TS=("data breaches" OR "cyber attacks" OR "ransomware" OR "privacy protection") AND TS=("health IT" OR "electronic health records" OR "patient privacy" OR "risk management")
Scopus
( TITLE-ABS-KEY ( "cybersecurity" OR "information security" OR "data security" ) AND TITLE-ABS-KEY ( "healthcare" OR "hospitals" OR "health systems" OR "electronic health records" ) AND TITLE-ABS-KEY ( "risk management" OR "cyber attacks" OR "data breaches" OR "security measures" ) ) AND ( LIMIT-TO ( SUBJAREA , "MEDI" ) ) AND ( LIMIT-TO ( DOCTYPE , "re" ) OR LIMIT-TO ( DOCTYPE , "ar" ) OR LIMIT-TO ( DOCTYPE , "ed" ) OR LIMIT-TO ( DOCTYPE , "sh" ) )
IEEE Xplore
("Cybersecurity" OR "Information Security" OR "Data Security") AND ("Healthcare" OR "Hospitals" OR "Health Systems") AND ("Risk Management" OR "Healthcare Data Protection" OR "Patient Privacy" OR "Cyber Attacks" OR "Ransomware") AND ("Technology" OR "Health IT" OR "Electronic Health Records" OR "Security Frameworks") with filters applied: Journals, Early Access Articles, Standards
EBM Reviews (includes the ACP Journal Club, Database of Abstracts of Reviews of Effects, Cochrane Central Register of Controlled Trials, Health Technology Assessment, Cochrane Database of Systematic Reviews, National Health Service Economic Evaluation, and Cochrane Methodology Register)
(Cybersecur*.mp. OR exp "Data Security"/ OR "information security".mp. OR "data security".mp. OR "Security Vulnerab*".mp OR "data breach*".mp. OR cyberattack$.mp. OR ransomware.mp.) AND (exp Hospitals/ OR "Health System$".mp. OR "Healthcare Organization$".mp. OR hospital$.mp. OR "healthcare organization$".mp. OR "Health Information System$".mp. OR "Patient Privacy".mp. OR "health information system$".mp. OR "electronic health record$".mp.) AND ("Best Practice$".mp. OR exp "Risk Management"/ OR Strateg*.mp. OR "best practice$".mp. OR recommendation$.mp OR technolog*.mp. OR "risk management".mp. OR framework$.mp.)
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Supplementary data S3: Glossary (Source: Authors’ own work)

	Term
	Definition

	Access monitoring
	Access monitoring is proactively or reactively observing and analysing what happened while a user was in a session. A session is defined as a single event where a user exercised their access rights, or the period of time a user was "logged in" to an asset, presumably performing work. It’s the security camera watching bank employees access the vault. Or the footage that’s viewed by police after a bank robbery. In short, access monitoring is the double check process to ensure that an organisation’s access policy and controls are working like they should. (Imprivata UK, 2021)

	Attribute-based access control
	Attribute-based access control (ABAC), also known as policy-based access control for identity and access management, defines an access control paradigm whereby a subject's authorisation to perform a set of operations is determined by evaluating attributes associated with the subject, object, requested operations, and, in some cases, environmental attributes. (NIST Computer Security Division, 2016)

	Authentication scheme
	An authentication scheme in the context of computer science refers to a method used to establish trust between vehicles by identifying non-legitimate nodes and fake messages through cryptography, signature, and verification techniques. (Manvi and Tangade, 2017)

	Back up, backup
	A backup, or data backup in information technology is a copy of computer data taken and stored elsewhere so that it may be used to restore the original after a data loss event. The verb form, referring to the process of doing so, is "back up", whereas the noun and adjective form is "backup". (AHD, 2018)

	Biometrics
	Biometrics is automated recognition of individuals based on their behavioural and biological characteristics. A key characteristic is the use of “automatic,” which implies, at least here, that digital computers have been used. Because biometric systems use sensed traits to recognise individuals, privacy, legal, and sociological factors are involved in all applications. Biometrics in this sense sits at the intersection of biological, behavioural, social, legal, statistical, mathematical, and computer sciences as well as sensor physics and philosophy. (National Research Council (US) Whither Biometrics Committee, 2010)

	Blockchain
	Blockchain is a distributed ledger with a growing list of records (blocks) that are securely linked together via cryptographic hashes. (Narayanan et al., 2016)

	Bring-your-own-device
	Bring-your-own-device (BYOD), also called bring your own technology (BYOT), bring your own phone (BYOP), and bring your own personal computer (BYOPC), refers to being allowed to use one's personally owned device, rather than being required to use an officially provided device. There are two major contexts in which this term is used. One is in the mobile phone industry, where it refers to carriers allowing customers to activate their existing phone (or another cellular device) on the network, rather than being forced to buy a new device from the carrier. The other is in the workplace, where it refers to a policy of permitting employees to bring personally owned devices (laptops, tablets, smartphones, etc.) to work, and to use those devices to access privileged company information and applications. (John et al., 2024)

	Cloud computing
	Cloud computing is a paradigm for enabling network access to a scalable and elastic pool of shareable physical or virtual resources with self-service provisioning and administration on-demand. (ISO, 2023)

	Cryptography
	Cryptography, or cryptology is the practice and study of techniques for secure communication in the presence of adversarial behaviour. More generally, cryptography is about constructing and analysing protocols that prevent third parties or the public from reading private messages. Modern cryptography exists at the intersection of the disciplines of mathematics, computer science, information security, electrical engineering, digital signal processing, physics, and others. (Rivest, 1990)

	Cyber attack
	A cyber attack is an attempt to gain unauthorised access to system services, resources, or information, or an attempt to compromise system integrity, availability, or confidentiality. (NIST Computer Security Resource Center, n.d.)

	Cybersecurity
	Cybersecurity is prevention of damage to, unauthorized use of, exploitation of, and—if needed—the restoration of electronic information and communications systems, and the information they contain, in order to strengthen the confidentiality, integrity, and availability of these systems. (NIST Computer Security Resource Center, n.d.)

	Cyber threat
	A cyber threat is any circumstance or event with the potential to adversely impact organisational operations (including mission, functions, image, or reputation), organisational assets, or individuals through an information system via unauthorised access, destruction, disclosure, modification of information, and/or denial of service. Also, the potential for a threat-source to successfully exploit a particular information system vulnerability. (NIST Computer Security Resource Center, n.d.)

	Data breach
	A data breach, also known as data leakage, is the unauthorized exposure, disclosure, or loss of personal information. Attackers have a variety of motives, from financial gain to political activism, political repression, and espionage. There are several technical root causes of data breaches, including accidental or intentional disclosure of information by insiders, loss or theft of unencrypted devices, hacking into a system by exploiting software vulnerabilities, and social engineering attacks such as phishing where insiders are tricked into disclosing information. Although prevention efforts by the company holding the data can reduce the risk of data breach, it cannot bring it to zero. (Solove and Hartzog, 2022)

	Decryption
	Decryption (more specifically, decoding) is the process in cryptography of transforming encoded information by authorized parties into original representation of the information. This process converts the alternative form known as ciphertext into the original representation of the information, known as plaintext. (Kessler, 2025)

	Differential privacy
	Diﬀerential privacy ensures that the removal or addition of a single database item does not (substantially) aﬀect the outcome of any analysis. It follows that no risk is incurred by joining the database, providing a mathematically rigorous means of coping with the fact that distributional information may be disclosive. (Dwork, 2008)

	Encryption
	Encryption (more specifically, encoding) is the process in cryptography of transforming information in a way that, ideally, only authorised parties can decode. This process converts the original representation of the information, known as plaintext, into an alternative form known as ciphertext. Despite its goal, encryption does not itself prevent interference but denies the intelligible content to a would-be interceptor. (Kessler, 2025)

	Endpoint security
	Endpoint security or endpoint protection is an approach to the protection of computer networks that are remotely bridged to client devices. The connection of endpoint devices such as laptops, tablets, mobile phones, and other wireless devices to corporate networks creates attack paths for security threats. (Kerner, n.d.)

	Federated learning
	Federated learning (also known as collaborative learning) is a machine learning technique in a setting where multiple entities (often called clients) collaboratively train a model while keeping their data decentralized, rather than centrally stored. A defining characteristic of federated learning is data heterogeneity. Because client data is decentralized, data samples held by each client may not be independently and identically distributed. Federated learning is generally concerned with and motivated by issues such as data privacy, data minimization, and data access rights. Its applications involve a variety of research areas including defence, telecommunications, the Internet of things, and pharmaceuticals. (Kairouz et al., 2021)

	[bookmark: _Hlk197116171]Homomorphic encryption
	Homomorphic encryption is a form of encryption that allows computations to be performed on encrypted data without first having to decrypt it. The resulting computations are left in an encrypted form which, when decrypted, result in an output that is identical to that of the operations performed on the unencrypted data. While homomorphic encryption does not protect against side-channel attacks that observe behaviour, it can be used for privacy-preserving outsourced storage and computation. This allows data to be encrypted and outsourced to commercial cloud environments for processing, all while encrypted. (Massachusetts Institute of Technology, 2025)

	Identity-based access control
	Access control based on the identity of the user (typically relayed as a characteristic of the process acting on behalf of that user) where access authorisations to specific objects are assigned based on user identity. (NIST Computer Security Resource Center, n.d.)

	Internet-of-medical-things
	Internet-of-medical-things (IoMT) refers to applying Internet of Things (IoT) into the medical field. The IoMT enables a medical system to connect various smart devices, such as wearable sensors, medical examination instruments, and hospital assets, for establishing an information platform. These smart devices act as the basic nodes in an IoMT system, collecting or generating health data and transmitting the data to the server for further processing and analysis. Physicians apply health data to make better medical decisions. Recently, the IoMT has been widely applied in many areas, including smart hospital, remote health monitoring, disease diagnosis, and infectious disease tracking. (Huang et al., 2023)

	Internet Relay Chat
	Internet Relay Chat (IRC) is a text-based chat system for instant messaging. IRC is designed for group communication in discussion forums, called channels, but also allows one-on-one communication via private messages as well as chat and data transfer, including file sharing. IRC is implemented as an application layer protocol to facilitate communication in the form of text. (Wang, 2004)

	Intrusion detection system
	[bookmark: _Hlk197117175]Intrusion detection system (IDS) is a device or software application that monitors a network or systems for malicious activity or policy violations. Any intrusion activity or violation is typically either reported to an administrator or collected centrally using a security information and event management (SIEM) system. A SIEM system combines outputs from multiple sources and uses alarm filtering techniques to distinguish malicious activity from false alarms. (Splunk, 2024)

	Legacy technology
	Legacy technology refers to systems, technologies, software, or hardware that is outdated or obsolete. Often, legacy technologies are vital technologies, used in multiple processes and interdepartmental in an organization. Legacy may imply that the technology needs replacement, but in practice these technologies are still in use for many more years to come. This is because legacy technologies may have been used within organizations for decades and contain large amounts of important data. Complete replacement may be an incredibly complex, and costly, challenge. Besides, the technology may still fulfil the needs of the user. (Kampinga, 2020)

	Masking of data
	Masking of data or data masking or data obfuscation is the process of modifying sensitive data in such a way that it is of no or little value to unauthorized intruders while still being usable by software or authorised personnel. Data masking can also be referred as anonymisation, or tokenisation, depending on different context. The main reason to mask data is to protect information that is classified as personally identifiable information, or mission critical data. (Cobb, n.d.)

	Maturity (technological)
	Maturity (technological) is a state of development or maturity of a technology measured by the Technology Readiness Level (TRL). This concept emerged in the 1970s at NASA in order to measure how far a technology was from being deployed in space. However, it is not only applied to measure the maturity of a technology for use in the operational environment, but is also interpreted as the readiness of a product or service to be commercialised. (Salazar, 2023)

	Multi-factor authentication
	Multi-factor authentication (MFA; two-factor authentication, or 2FA) is an electronic authentication method in which a user is granted access to a website or application only after successfully presenting two or more pieces of evidence (or factors) to an authentication mechanism. MFA protects personal data—which may include personal identification or financial assets—from being accessed by an unauthorized third party that may have been able to discover, for example, a single password. (Russell, 2023)

	Patching
	The act of applying a change to installed software – such as firmware, operating systems, or applications – that corrects security or functionality problems or adds new capabilities. (NIST Computer Security Resource Center, n.d.)

	Phishing
	When attackers send scam emails (or text messages) that contain links to malicious websites. The websites may contain malware (such as ransomware) which can sabotage systems and organisations. Or they might be designed to trick users into revealing sensitive information (such as passwords), or transferring money. (National Cyber Security Centre, n.d.)

	Principle of least privilege
	The principle of least privilege (PoLP), also known as the principle of minimal privilege (PoMP) or the principle of least authority (PoLA), requires that in a particular abstraction layer of a computing environment, every module (such as a process, a user, or a program, depending on the subject) must be able to access only the information and resources that are necessary for its legitimate purpose. (Saltzer and Schroeder, 1975)

	Radio frequency identification
	Radio frequency identification, abbreviated as RFID, is an automatic identification method relying on storing and remotely retrieving data, using devices called RFID tags or transponders. An RFID tag is an object that can be applied to or incorporated into a product for the purposes of identification using radio waves. (Eurostat, n.d.)

	Ransomware
	Ransomware is a type of malware (malicious software) which prevents you from accessing your device and the data stored on it, usually by encrypting your files. A criminal group will then demand a ransom in exchange for decryption. (National Cyber Security Centre, n.d.)

	Role-based access control
	Role-based access control (RBAC) or role-based security is an approach to restricting system access to authorized users, and to implementing mandatory access control (MAC) or discretionary access control (DAC). Role-based access control is a policy-neutral access control mechanism defined around roles and privileges. The components of RBAC such as role-permissions, user-role and role-role relationships make it simple to perform user assignments. (Ferraiolo and Kuhn, 1992)

	Token
	Token is an object (in software or in hardware) which represents the right to perform some operation: session token, a unique identifier of an interaction session. Security token or hardware token, authentication token or cryptographic token, a physical device for computer authentication. (Webster Unabridged Dictionary, 1913)

	Virtual local area network
	A virtual local area network (VLAN) is any broadcast domain that is partitioned and isolated in a computer network at the data link layer (OSI layer 2). In this context, virtual refers to a physical object recreated and altered by additional logic, within the local area network. Basically, a VLAN behaves like a virtual switch or network link that can share the same physical structure with other VLANs while staying logically separate from them. (IEEE, 2025)

	Zero trust architecture
	Zero trust architecture (ZTA) is an enterprise cybersecurity architecture that is based on zero trust principles and designed to prevent data breaches and limit internal lateral movement. Transitioning to ZTA is a journey concerning how an organization evaluates risk in its mission and cannot simply be accomplished with a wholesale replacement of technology. (NIST Computer Security Resource Center, n.d.)
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