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Abstract
Purpose – The objective of this paper is to study how specific online shopping variables (online customer 
experience, e-satisfaction and e-trust) influence customer privacy concerns on the omnichannel consumer 
journey through privacy and risk calculus mechanisms.
Design/methodology/approach – The methodology is based on 1,123 surveys of Spanish consumers: one 
sample is of omnichannel behaviour and the other of those who searched and purchased only online.
Findings – In general, the three variables exert a significant influence on privacy concerns, but online customer 
experience has the greatest impact. Privacy and risk calculus mechanisms influence customer privacy concerns 
through e-satisfaction and e-trust, respectively. Both mechanisms are interconnected, so that privacy calculus 
influences risk calculus. While privacy and risk calculus mechanisms significantly influence privacy concerns 
on the online consumer journey, only online customer experience has a significant influence on the omnichannel 
consumer journey.
Originality/value – To analyse privacy concerns comparing omnichannel shopping with online shopping.
Keywords Omnichannel, Privacy concerns, Privacy calculus, Risk calculus, Online customer experience
Paper type Research article

1. Introduction
According to the European Commission (2023), “72% of respondents expect that digital 
products and online services better adapted to their personal needs would significantly 
facilitate their daily use of digital technologies”. However, “only 50% of the respondents 
believe the EU protects their rights in the online environment well, i.e. respect for the 
confidentiality of communications and information on devices”. This data demonstrates a 
dichotomy for European citizens regarding online privacy: the benefit that self-disclosure 
provides for the personalisation of digital products, and privacy concerns about the use that 
will be made of personal data in an online environment .

Privacy concerns have deserved the attention of researchers since the emergence of social 
media and online services (Li, 2011). Some studies have shown that privacy concerns are a key 
antecedent in purchase intentions in the online context (Bansal and Nah, 2022), although other 
studies consider it a moderating variable (Cloarec et al., 2024; Cheah et al., 2022; Tajvidi et al., 
2020). In the context of online shopping, some studies found that privacy concerns have some 
negative effects, such as a lower willingness to disclose personal information, a reduced 
intention to use online services, and lower levels of trust (Tajvidi et al., 2020).

As can be seen in Table 1, most studies focus on contexts such as social media (Nguyen 
et al., 2024; Aboulnasr et al., 2022), retailing (Cheah et al., 2022; Aiello et al., 2020; Okazaki 
et al., 2020), banking–insurance (Lu, 2024; Alalwan et al., 2024; Lappeman et al., 2023; 
Bouhia et al., 2022), and e-commerce (Rodr�ıguez-Priego et al., 2023; Gouthier et al., 2022; 
Maseeh et al., 2021). However, privacy concerns in the omnichannel consumer journey have
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been little studied (Wang, 2021; Moliner and Tortosa-Edo, 2024). This research adresses 
privacy concerns in the context of multirooming behaviour (consumers that search 
information across channels and purchase online).

In addition, Okazaki et al. (2020) and Quach et al. (2022) propose as a future agenda the 
identification of the factors that a retailer can activate to reduce privacy concerns. The 
literature has identified some antecedents based on privacy calculus theory: perceived benefits

Table 1. Main research on consumer privacy concerns

Study Context Theory used
Antecedents of 
privacy concerns Journey type

Online antecedents 
included

Lu (2024) Mobile
banking

Privacy calculus Perceived
benefits and risks

Online only OCX (✖), e-trust
(✖), e-satisfaction 
(✖)

Nguyen et al. 
(2024)

Social media Privacy calculus Subjective 
utility, benefit– 
risk evaluation

Online only OCX (✖), e-trust 
(✖), e-satisfaction 
(✖)

Cloarec et al. 
(2024)

Social media Dual privacy 
calculus

Trust, 
information 
collection 
concerns, 
happiness with 
the internet

Online only OCX (✖), e-trust 
(✔), e-satisfaction 
(✔)

Lappeman 
et al. (2023)

Digital banking 
(chatbots)

Trust (risk 
calculus)

Privacy 
concerns, trust

Online only OCX (✖), e-trust 
(✔), e-satisfaction 
(✖)

Rodr�ıguez-
Priego et al. 
(2023)

E-commerce
(Amazon)

Trust Trust, perceived
control, privacy 
concern

Online only OCX (✖), e-trust
(✔), e-satisfaction 
(✖)

Broeder
(2023)

Sharing
economy
(Airbnb)

Trust Trust Online only OCX (✖), e-trust 
(✔), e-satisfaction
(✖)

Quach et al.
(2022)

General Structuration
theory

Multiple privacy
dimensions

Not specified OCX (✖), e-trust
(✖), e-satisfaction 
(✖)

Bouhia et al. 
(2022)

Auto insurance 
(chatbot)

Privacy calculus Creepiness, 
perceived risk

Online only OCX (✖), e-trust 
(✖), e-satisfaction 
(✖)

Gouthier et al. 
(2022)

E-commerce Privacy calculus Subjective 
expected utility, 
privacy concerns

Online only OCX (✖), e-trust 
(✖), e-satisfaction 
(✖)

Aboulnasr
et al. (2022)

Social
networking

Social
identity þ privacy 
calculus

Identification,
benefits, risks

Online only OCX (✖), e-trust
(✖), e-satisfaction 
(✖)

Cheah et al.
(2022)

Omnichannel
retailing

Psychological
reactance theory

Privacy concerns
as moderator

Omnichannel OCX (✖), e-trust
(✖), e-satisfaction 
(✖)

Aiello et al.
(2020)

Retail Customer
journey þ social 
judgement

Perceived
warmth, privacy 
concerns

Omnichannel
(phases)

OCX (✖), e-trust
(✖), e-satisfaction 
(✖)

Bleier et al. 
(2019)

General (data-
driven 
marketing)

Information 
privacy theory

Trust, control, 
transparency, 
culture, privacy 
calculus

Not specified OCX (✖), e-trust 
(✖), e-satisfaction 
(✖)

This study E-commerce
(multirooming)

Dual privacy
calculus

OCX,
e-satisfaction, 
e-trust

Omnichannel
vs online-
only

OCX (✔), e-trust
(✔), e-satisfaction 
(✔)

Source(s): Authors’ own work
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and perceived risks (Lu, 2024; Aboulnasr et al., 2022; Bouhia et al., 2022; Gouthier et al., 
2022; Maseeh et al., 2021; Li, 2011). Another antecedent that has proven to be highly relevant 
is trust (Rodr�ıguez-Priego et al., 2023; Broeder, 2023; Bleier et al., 2019). However, drivers of 
privacy concerns specific to online context, such as online customer experience (OCX) and 
e-satisfaction, have not deserved much attention from researchers.

The objective of this paper is to study how online shopping variables (OCX, e-satisfaction, 
and e-trust) influence customer privacy concerns in the omnichannel consumer journey. More 
specifically, three research questions are established:

RQ1. How do specific online shopping variables (OCX, e-satisfaction, e-trust) function as 
antecedents of privacy concerns within an omnichannel journey?

RQ2. How important are privacy and risk calculus mechanisms in privacy concerns in 
online shopping?

RQ3. What are the differences in privacy concerns between the omnichannel and online 
consumer journey?

The paper is structured in sections. The first section outlines a theoretical background based on 
dual privacy calculus theory. The hypotheses in which OCX, e-trust, and e-satisfaction are 
related to customer privacy concerns are then developed. The methodology is based on 
a survey of customers who have made purchases online. The results are then presented and a 
sample of customers exhibiting omnichannel behaviour (multirooming) is compared with a 
sample of customers who searched and made only purchases online. The final section presents 
the discussion, theoretical contributions, practical recommendations, limitations, and future 
research directions.

2. Theoretical background: dual privacy calculus
As shown in Table 1, the privacy calculus theory is the most widely used to explain privacy 
concerns (Nguyen et al., 2024; Lu, 2024; Bouhia et al., 2022; Gouthier et al., 2022). This 
theory states that consumers’ privacy concerns depend on the trade-off between expected 
benefits and privacy risks (Lu, 2024; Lappeman et al., 2023; Lu, 2024, ; Bouhia et al., 2022; 
Gouthier et al., 2022; Li, 2011).

Li (2011) proposes the dual-calculus model: an integrative theory that establishes that the 
individual carries out double rational decision-making when disclosing personal 
information— privacy calculus and risk calculus (Cloarec et al., 2024). Privacy calculus is 
the comparison between the expectation of positive and negative outcomes that self-disclosure 
will provide (Nguyen et al., 2024; Lu, 2024; Gouthier et al., 2022; Maseeh et al., 2021), while 
risk calculus is the difference between perceived risks and the self-efficacy to cope with them 
(Lu, 2024; Bouhia et al., 2022; Maseeh et al., 2021; Li, 2011). When perceived benefits are 
low and lower than perceived costs, and perceived self-efficacy is low, customer privacy 
concerns are very strong. When perceived benefits are higher than costs and perceived 
self-efficacy is high, customer privacy concerns are very weak (Li, 2011).

The two mechanisms work simultaneously by generating expectations about benefits, 
costs, and risks. In privacy calculus, expected benefits include access to personalised services, 
enjoyment, usefulness, social rewards, financial rewards, and convenience, while costs refer to 
loss of privacy, vulnerability, insecurity, and potential misuse of data (Cloarec et al., 2024; 
Nguyen et al., 2024; Lu, 2024; Gouthier et al., 2022; Li, 2011). In risk calculus, a number of 
factors related to online shopping that reduce perceived risk (trust, reputation, familiarity, and 
informativeness) have been identified (Rodr�ıguez-Priego et al., 2023; Lappeman et al., 2023; 
Aiello et al., 2020), as well as some contextual traits of the individual that may moderate risk 
perception (previous experience with privacy invasion, self-efficacy, and information 
sensitivities) (Rodr�ıguez-Priego et al., 2023).
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3. Hypothesis development
3.1 Risk calculus mechanism and e-trust
From the perspective of the risk calculus mechanism, e-trust plays a relevant role in privacy 
concerns (Rodr�ıguez-Priego et al., 2023; Lappeman et al., 2023; de Carvalho et al., 2024; 
Aiello et al., 2020). The absence of in-person interactions in an online context causes the 
consumer to use other mechanisms when assessing risk (Hajli et al., 2017). In this context, 
positive OCX and e-trust reduce perceived risk.

There is consensus in the literature that trust on the website (e-trust) reduces privacy 
concerns and therefore favours disclosure of personal information and intention of online 
shopping (Rodr�ıguez-Priego et al., 2023; Maseeh et al., 2021; Bleier et al., 2019). Okazaki 
et al. (2020) conducted a meta-analysis of 60 research studies published between 1996 and 
June 2018, and they confirmed that customers with high privacy concerns exhibit low trust in 
retailers. Jaspers and Pearson (2022) found that trust in domestic IoT in New Zealand 
significantly influences privacy concerns in a negative way. Finally, Swani et al. (2021) 
analysed the evolution of the relationship between trust and privacy concerns between 1997 
and 2017. They concluded that, although the strong relationship between the two constructs is 
maintained, it has decreased over the last twenty years.

From the point of view of dual-calculus mechanism, Website trustworthiness is generated 
from perceived ability, willingness, and integrity during customer interaction with website 
touchpoints (Cloarec et al., 2024). E-trust influences privacy concerns through a risk calculus 
mechanism, such that an increase in consumer trust on the website will lead to a reduction in 
privacy concerns due to a lower perception of risk associated with online shopping (Cloarec 
et al., 2024; Rodr�ıguez-Priego et al., 2023; Lappeman et al., 2023; Aiello et al., 2020). 
Furthermore, if a website is perceived as trustworthy, users will be willing to sacrifice their 
vulnerability and reduce privacy concerns in exchange for the benefits associated with the 
purchase (Cloarec et al., 2024).

H1. Customer e-trust in the shopping website negatively influences customer privacy 
concerns.

OCX is the cognitive, emotional, social, and sensory response generated in the user because of 
interactions with touchpoints throughout the online consumer journey (Moliner and Tortosa-
Edo, 2024; Silva et al., 2024). At an operational level, four dimensions of OCX have been 
identified (Bleier et al., 2019; Molinillo et al., 2020; Chen et al., 2021): informativeness 
(cognitive), entertainment (affective), social presence (social), and sensory appeal (sensory). 
Some of these dimensions have been considered in isolation as elements that diminish 
customer privacy concerns: informativeness (cognitive dimension) and entertainment 
(affective dimension) (Maseeh et al., 2021).

Some empirical studies have investigated the impact of OCX on privacy concerns to a 
limited extent. Aiello et al. (2020) found that customer privacy concerns are linked to different 
phases of the consumer purchasing journey, where a positive perception of warmth in the 
customer–retailer relationship decreases privacy concerns. In a two-wave longitudinal survey, 
Li et al. (2025) found that perceived experience with an AI service robot negatively affects 
customer privacy concerns, an influence moderated by hedonic value, trust, and ideal self-
congruence.

According to the dual-calculus mechanism, a positive OCX increases perceived benefits
and decreases perceived risks in online shopping thanks to aspects such as informativeness,
entertainment, or uniqueness. This implies that a better OCX increases perceived benefits and
reduces perceived risks, resulting in a reduction of privacy concerns.

H2. OCX negatively influences customer privacy concerns.

Several studies have examined the impact of OCX on e-trust. Micu et al. (2019) found that 
cognitive and affective online experiences had a significant positive influence on e-trust in 
Romania and Tunisia. Meanwhile, Saoula et al. (2023) identified that certain OCX elements,

IJRDM
53,13

170

Downloaded from http://ftp.nowpublishers.com/ijrdm/article-pdf/53/13/167/10348544/ijrdm-01-2025-0030en.pdf by guest on 05 August 2026



such as reliability, perceived ease of use, and website design, had a positive influence on 
e-trust. Pires et al. (2024) tested the significant positive influence of CX on e-commerce trust 
in Portugal. Finally, Upadhyay et al. (2024) found that OCX significantly influences e-trust in 
the mobile food app market. They stated that OCX is a major factor in building trust, 
particularly during the initial stages of consumer awareness.

The risk calculation mechanism enables the identification of an indirect relationship 
between OCX and privacy concerns through e-trust (Bleier et al., 2019). Trust in a website can 
be defined as a psychological state comprising the intention to accept vulnerability based on 
positive expectations of the website’s intentions or behaviours (Nunkoo and Smith, 2014). 
These positive expectations materialise in the evaluation of the website’s competence, 
benevolence, and integrity (Alzaidi and Agag, 2022; K€ahk€onen et al., 2021). The lack of both 
in-person interaction and information about the e-seller in the online context leads to 
suspicion, uncertainty, and increased perceived risk in online exchanges (Hajli et al., 2017). 
Elements of OCX such as referrals, informativeness, social presence, transaction safety, or 
reputation are part of trust-building strategies because they increase trust on the website 
(Cloarec et al., 2024; Hajli et al., 2017).

H3. OCX positively influences customer e-trust.

3.2 Privacy calculus mechanisms and e-satisfaction
Privacy calculus mechanism refers to the balance that consumers make between the benefits 
and costs associated with providing personal information during online shopping. According 
to Li (2011), consumers generate expectations about the consequences of voluntarily 
disclosing their data. The dual-calculus model highlights the relevance of expectations 
because both calculus generate expectations that affect privacy concerns and lead to an 
intention to disclose personal information.

When discussing expectations, talking about satisfaction is inevitable. E-satisfaction is the 
consumer’s psychological or emotional state resulting from comparing their expectations with 
a website after the shopping experience (Szymanski and Hise, 2000; Molinillo et al., 2020; 
Luceri et al., 2022). The main difference between satisfaction and e-satisfaction is the absence 
of human–human interaction in the online environment (Evanschitzky et al., 2004; Hult 
et al., 2019).

E-satisfaction has been little studied as an antecedent of privacy concerns. Maseeh et al. 
(2021) find that when customers are satisfied with their online shopping experience, their 
privacy concerns tend to diminish. Cloarec et al. (2024) demonstrated that e-satisfaction can 
lead to lower privacy concerns, particularly when satisfaction is derived from user-friendly 
interfaces and positive customer service interactions. Although both mechanisms of the dual-
calculus model are involved, e-satisfaction has a closer relationship with the privacy calculus 
mechanism. E-satisfaction compares the actual value of online shopping with the expected 
value, which implies a comparison between the benefits and sacrifices, including an evaluation 
of the impact of disclosing personal information. Therefore, positive e-satisfaction implies that 
the actual value is equal to or greater than expected, which reduces privacy concerns.

H4. E-satisfaction negatively influences customer privacy concerns.

OCX is an antecedent of e-satisfaction (Barari et al., 2020;Moliner and Tortosa-Edo, 2024; 
Cloarec et al., 2024). In the offline context, there is extensive literature on testing a causal 
relationship between customer experience and satisfaction. However, this relationship has 
been little studied in the online environment, where consumers generate expectations about 
online shopping based on the informativeness, entertainment, social presence, and sensory 
appeal of the website (Barari et al., 2020).

Pires et al. (2024) tested a significant positive influence of CX on satisfaction with 
e-commerce. de Oliveira et al. (2023) also investigated the positive impact of CX on customer
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satisfaction with the Alexa device. Upadhyay et al. (2024) found that OCX significantly 
influences e-satisfaction in the mobile food app market, stating that customers seek distinctive 
experiences in their online journeys, which create lasting impressions.

Then, from the privacy-calculus mechanism point of view, customers expect to have a 
positive and beneficial experience throughout the consumer journey. This experience therefore 
influences e-satisfaction. Similarly, negative OCX is positively associated with 
e-dissatisfaction (Barari et al., 2020).

H5. OCX positively influences customer e-satisfaction.

Although e-satisfaction is directly related to the privacy calculus mechanism, it also 
participates in the risk calculus mechanism: meeting online shopping expectations generates 
e-trust, which in turn reduces privacy concerns. The relationship between satisfaction and trust 
is one of the strongest in academic literature. Although this relationship has barely been 
studied in the online context, it is logical to accept that e-satisfaction generates e-trust, while 
e-dissatisfaction generates e-mistrust. Some studies have recently tested this relationship, such 
as Upadhyay et al. (2024) in mobile food app market, and Yahia and Berraies (2025) in mobile 
banking context.

H6. E-satisfaction positively influences customer e-trust.

All this implies that e-satisfaction influences privacy concerns directly through the privacy 
calculus mechanism (H4) and indirectly through the risk calculus mechanism due to its 
influence on e-trust (H6). Therefore, a hypothesis of indirect effects between OCX and privacy 
concerns is proposed, with e-trust and e-satisfaction as mediating variables (H7).

H7. E-trust and e-satisfaction mediate the relationship between OCX and customer 
privacy concerns

The relationship model is shown in Figure 1.

4. Research methodology
4.1 Scales of measurement and sample selection
The questionnaire consists of items adapted from scales previously validated in the academic 
literature. A 5-point Likert scale is used. The OCX scale proposed by Bleier et al. (2019) was 
utilised, which identifies four dimensions: informativeness, entertainment, social presence and 
sensory appeal. The measurement of e-satisfaction was conducted utilising the scale proposed 
by Hult et al. (2019). For the purpose of measuring e-trust and customer privacy concerns, the 
scales proposed by Cheah et al. (2022) were employed.

The final version of the questionnaire was distributed on social media (Facebook and 
Instagram), between August and December 2021. In relation to the sampling approach, it was

Figure 1. Causal model. Source: Authors’ own work
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non-probabilistic, with a combination of convenience sampling and self-selection by 
respondents who voluntarily chose to participate in the research. We obtained 1,123 valid 
responses from Spanish consumers who had recently made online purchases. The estimated 
sampling error is ±2.92%, assuming a 95% confidence level and maximum variability 
(p 5 q 5 0.5). Of all these responses, 918 were answered by individuals who had visited 
several websites before deciding to buy the product or service from a particular website, and 
205 were given by people who had followed a multirooming behaviour, searching and 
comparing offers through online and offline channels before making an online purchase.

With respect to the sample profile, 50.6% of respondents have a university degree, while 
34.1% have completed high school. 78.3% are female. The average age is 40.1 years. The age 
distribution of the sample was: 17.1% are between 18 and 29, 63.8% are between 30 and 49, 
and 18.6% are between 50 and 69.

Data analysis was conducted using structural equation modelling (EQS 6.4). We used 
maximum likelihood (ML) estimation with robust statistics, such as Satorra-Bentler scaled 
chi-square. Robust statistics are particularly suitable for handling non-normal data.

4.2 Complementary data analysis
Three criteria were used to assess the potential presence of CMB in the data. Firstly, we used 
Harman’s single factor analysis. The results of this analysis, with the 24 indicators loading 
onto a single factor, demonstrated a poor fit (Satorra–Bentler χ 2 5 6227.65; df 5 299; 
p-value<0.05; χ 2 /df 5 20.82; CFI 5 0.57). Secondly, we used principal component analysis to 
examine the unrotated factor solution. The result revealed six factors with eigenvalues above 
1, which explained 68.70%, with the first factor explaining 37.43%. Thirdly, we included two 
marker variables in the research model that were not related to at least one of the study’s key 
variables: occupation and place of residence. Non-significant correlations were identified, 
except between the main occupation marker variable and sensory appeal. Furthermore, the 
pattern and magnitude of the correlations remained largely unchanged following the inclusion 
of the marker variables. For all these reasons, the common method bias seems not to be a 
concern in this research.

Finally, we also verified the lack of signs of multicollinearity by testing the variance 
inflation factor among the items in the model. The results were between 1.014 and 6.285, lower 
than the maximum value of 10. This result falls within the range of moderate collinearity 
(5 < VIF <10), which has been considered acceptable in previous studies (Sasmita and 
Suki, 2015).

5. Results
5.1 Confirmatory factor analysis
First, we tested the multidimensional structure of the second-order construct. The Lagrange 
multiplier test recommended a modification of the error correlation between two pairs of 
items. The final measurement model of the OCX construct had an acceptable fit (Table 2).

Second, we analysed a full measurement model with the OCX construct and the other three 
main constructs. One item from e-trust and one item from customer privacy concerns were 
removed because their factor loadings were below the 0.6 threshold. Then, the measurement 
model showed an acceptable fit. In addition, we considered composite reliability and 
Cronbach’s alpha to assess the reliability of the scales. The results were above the 0.7 threshold 
(Table 2).

The convergent validity of the first and second-order variables was tested with the BBNFI, 
which showed a value (0.94) above 0.9, and with the AVE, which yielded values higher than 
0.5. Finally, we tested the discriminant validity by means of the heterotrait-monotrait (HTMT) 
ratio (Table 3). All values below the diagonal are less than 0.85 (Henseler et al., 2015).
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5.2 Structural model: hypothesis testing
Table 4 shows the results of the structural model. Different statistics corroborate an acceptable 
model fit.

The results supported the first hypothesis because, e-trust is negatively and significantly 
related to customer privacy concerns. The second hypothesis is supported because there is a 
negative and significant relationship between OCX and customer privacy concerns. However,

Table 2. Dimensionality, reliability, and convergent validity of the scales of the model

Items Mean
Standard
Dev

Factor loading
(standardised) t-test

Online customer experience
AVE 5 0.78, composite reliability 5 0.91, Cronbach’s alpha 5 0.91
Informativeness (AVE 5 0.59, composite reliability 5 0.81, Cronbach’s alpha 5 0.84
P.1.1 Information obtained from the website is useful 4.19 0.82 0.69 Fixed
P.1.2. I learnt a lot from using the website 3.70 0.95 0.85* 22.62
P.1.3. I think the information obtained from the website is
helpful

4.04 0.86 0.77* 26.47

Social presence (AVE 5 0.85, composite reliability 5 0.94, Cronbach’s alpha 5 0.94
P.1.4. There is a sense of human contact in the webpage 3.26 1.16 0.90 Fixed
P.1.5. There is a sense of human warmth in the webpage 3.11 1.16 0.96* 55.48
P.1.6. There is a sense of human sensitivity in the webpage 2.99 1.16 0.91* 46.81
Sensory appeal (AVE 5 0.50, composite reliability 5 0.75, Cronbach’s alpha 5 0.81
P.1.7. The product presentation on this webpage is lively 3.75 1.00 0.77 Fixed
P.1.8. I can acquire product information on this webpage from
different sensory channels

3.00 1.27 0.67* 23.61

P.1.9. This webpage contains product information exciting to
senses

2.92 1.27 0.68* 24.03

Entertainment (AVE 5 0.68, composite reliability 5 0.86, Cronbach’s alpha 5 0.87
P.1.10 Not fun/fun 3.44 1.16 0.79 Fixed
P.1.11 Not enjoyable/enjoyable 3.67 1.12 0.81* 26.83
P.1.12 Not at all entertaining/very entertaining 3.59 1.13 0.87* 27.16
E-satisfaction (AVE 5 0.77, composite reliability 5 0.91, Cronbach’s alpha 5 0.91
P.2.1. My expectations with the website have been met. 4.16 0.87 0.84 Fixed
P.2.2. I am satisfied with the service I have received from this
website

4.19 0.88 0.91* 35.59

P.2.3. I am satisfied with this website 4.23 0.84 0.88* 29.13
E-trust (AVE 5 0.75, composite reliability 5 0.92, Cronbach’s alpha 5 0.92
P.3.1 This website is reliable 4.46 0.77 0.89 Fixed
P.3.2 This website is trustworthy 4.45 0.80 0.92* 39.29
P3.3 The products and services on this website are reliable 4.33 0.83 0.81* 34.21
P.3.4 This website provides secure transactions 4.45 0.78 0.85* 24.97
Customer privacy concerns (AVE 5 0.59, composite reliability 5 0.74, Cronbach’s alpha 5 0.75
P4.1 I did not feel comfortable sharing my information with
this website

2.57 1.13 0.79 Fixed

P.4.2 This website causes serious privacy problems 2.35 1.08 0.75* 18.76
Control variables
P.5. Customer’s age 40.06 11.00
P.6. Customer’s gender (male, female) 1.78 0.41
P.7. Customer’s level of education 4.31 0.82
Note(s): Fit of the model: Satorra-Bentler χ 2 5 805.474; df. 5 228; p-value 5 0.000; Satorra-Bentler χ 2 /
df 5 3.53; CFI 5 0.96; BBNFI 5 0.94; BBNNFI 5 0.95; IFI 5 0.96; RMSEA 5 0.05
* Significant at p ≤ 0.05
- The following items have been removed in this analysis as they had a factor loading below 0.6: Item P3.5.
(There is no need to take precautions with this website) and Item P.4.3 (I am sensitive to the way this website
handles my personal information.)
Source(s): Authors’ own work
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the results do not support the third hypothesis as there is no significant relationship between 
OCX and e-trust. The fourth hypothesis is supported because e-satisfaction is negatively and 
significantly related to customer privacy concerns. Moreover, the results support the fifth 
hypothesis because there is a positive and significant relationship between OCX and 
e-satisfaction. The sixth hypothesis is also supported as there is a positive and significant 
relationship between e-satisfaction and e-trust. The seventh hypothesis has been tested in part. 
Finally, age is the only control variable that is significantly related to customer privacy 
concerns. Older customers in the research sample reported greater privacy concerns.

5.3 Multigroup analysis
We divided the sample into customers who had visited several websites before deciding to 
buy a product or service from a particular website (n 5 918) and customers who had 
followed a multirooming behaviour (n 5 205). We conducted a multigroup analysis, via 
EQS 6.4. Measurement and structural invariances are examined. Measurement invariance 
was assessed by examining the configural and metric invariances. For the multigroup 
model, different statistics corroborate an acceptable fit (Table 5), which indicates the 
existence of configural invariance. We analysed the metric invariance by comparing 
the multigroup model with one model in which the factor loadings and paths were 
constrained to be equal across the two subsamples. The result of this test was statistically
non-significant. 

We also tested structural invariance. First, we estimated the unconstrained model with 
structural relationships set free to vary in each subsample. We compared the multigroup model 
with a constrained model in which the structural relationships were constrained to be equal 
across both subsamples. The result of this test was statistically non-significant.

Finally, we conducted invariance tests of the paths analysed between factors, and 
between control variables and the online variables. In all cases, the results of this test were 
statistically non-significant, except for the relationship between customers’ gender and 
e-satisfaction. Moreover, two causal relationships between factors (e-satisfaction and 
customer online privacy concerns; e-trust and customer online privacy concerns) are 
significant in the subsample who had visited several websites, but not in the subsample who 
had exhibited multirooming behaviour. Regarding the control variables of the model, there is 
a significant relationship between age and online privacy concerns for customers who had 
visited several websites. In the subsample with multirooming behaviour, there is a 
significant relationship between age and e-satisfaction and between gender and online 
privacy concerns.

In relation to the hypotheses, from these results the following can be considered: H2, H5, 
and H6 are supported; H1, H4 and H7 are partially supported (because the differences between 
the two subsamples); but H3 is not.

Table 3. Discriminant validity of the scales using the HTMT method

Factors (1) (2) (3) (4) (5) (6) (7)

(1) Informativeness 1.000
(2) Entertainment 0.511 1.000
(3) Social presence 0.574 0.480 1.000
(4) Sensory appeal 0.674 0.584 0.841 1.000
(5) E-satisfaction 0.768 0.477 0.382 0.496 1.000
(6) E-trust 0.649 0.350 0.264 0.346 0.778 1.000
(7) Customer privacy concern 0.614 0.465 0.545 0.608 0.587 0.512 1.000
Source(s): Authors’ own work
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6. Discussion
The objective of this paper is to study how specific online shopping variables (OCX, 
e-satisfaction, and e-trust) influence customer privacy concerns on the omnichannel consumer 
journey through the privacy and risk calculus mechanisms.

In relation to RQ1, all three online variables significantly impact privacy concerns, with 
OCX exhibiting the greatest influence both directly and indirectly. This finding aligns with 
previous research indicating that specific OCX components, such as informativeness 
and entertainment, contribute to a reduction in perceived vulnerability and an enhancement 
in users’ propensity to share personal data (Maseeh et al., 2021; Bleier et al., 2019;

Table 4. Hypothesis testing

Parameter estimates 
(standardised values) SE t-test

Direct relationship
H1: E-trust → Customer privacy concerns �0.117 * 0.09 �1.82
H2: Online customer experience → Customer privacy concerns �0.538 ** 0.11 �9.23
H3: Online customer experience → E-trust n.s 0.05 �0.19
H4: E-satisfaction → Customer privacy concerns �0.154 ** 0.10 �1.98
H5: Online customer experience → E-satisfaction 0.628 ** 0.06 16.42
H6: E-satisfaction → E-trust 0.778 ** 0.05 15.67

Indirect relationship
H7: Online customer experience → E-trust 0.488 ** 0.06 10.95
H7: Online customer experience → Customer privacy concerns �0.153 ** 0.07 �4.40
H7: E-satisfaction → Customer privacy concerns �0.091 * 0.06 �1.80

Relations between control variables and dependent variables 
Customer’s age → E-Satisfaction n.s 0.00 �1.14
Customer’s gender → E-Satisfaction n.s 0.04 0.50
Customer’s level of education → E-Satisfaction n.s 0.02 0.39
Customer’s age → E-trust n.s 0.00 �1.01
Customer’s gender → E-trust n.s 0.03 �0.48
Customer’s level of education → E-trust n.s 0.02 1.25
Customer’s age → Customer privacy concerns 0.053 * 0.00 1.80
Customer’s gender → Customer privacy concerns n.s 0.06 0.93
Customer’s level of education → Customer privacy concerns n.s 0.04 �1.00

Measurement model
Online customer experience → Informativeness 0.844 – Fixed
Online customer experience → Social presence 0.787 ** 0.09 16.56
Online customer experience → Sensory appeal 1 ** 0.09 19.07
Online customer experience → Entertainment 0.631 ** 0.09 13.38
Dependent factor R 2
E-satisfaction 0.395
E-trust 0.603
Customer privacy concern 0.525
Goodness-of-fit indices for the structural model Satorra–Bentler χ 2 5 820.232; df 5 231; 

p-value 5 0.000; Satorra–Bentler χ 2 /
df 5 3.55;
CFI 5 0.96; BBNFI 5 0.94;
BBNNFI 5 0.95
IFI 5 0.96; RMSEA 5 0.05

Note(s): **Significant at p ≤ 0.05 
*Significant at p ≤ 0.1
n.s.: non-significant
Source(s): Authors’ own work
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Table 5. Multigroup analysis

Structural model for
customers who had
visited several websites

Structural model for
customers who had
followed a
multirooming
behaviour

Both
subsamples

Parameter
estimates
(standardised
values) t-test

Parameter
estimates
(standardised
values) t-test

Structural
invariance for
each path

Direct relationship
H1: E-trust → Customer privacy 
concerns

�0.14 ** �1.99 n.s 0.43 p-value >0.05

H2: Online customer experience → 
Customer privacy concerns

�0.51 ** �7.93 �0.78 ** �4.14 p-value >0.05

H3: Online customer experience → 
E-trust

n.s 0.26 n.s �0.71 p-value >0.05

H4: E-satisfaction → Customer privacy 
concerns

�0.14 * �1.65 n.s �0.62 p-value >0.05

H5: Online customer experience → 
e-satisfaction

0.61 ** 14.23 0.82 ** 9.63 p-value >0.05

H6: E-satisfaction → E-trust 0.75 ** 13.83 0.92 ** 5.57 p-value >0.05

Indirect relationship
H7: Online customer experience → 
E-trust

0.46 ** 9.76 0.76 ** 4.54 p-value >0.05

H7: Online customer experience → 
Customer privacy concerns

�0.15 ** �3.91 n.s �0.54 p-value >0.05

H7: E-satisfaction → Customer privacy 
concerns

�0.10 * �1.95 n.s 0.42 p-value >0.05

Relations between control variables and dependent variables
Customer’s age → E-Satisfaction n.s 0.05 �0.16 ** �2.65 p-value >0.05
Customer’s gender → E-Satisfaction n.s 0.64 0.13 ** 2.88 p-value <0.05
Customer’s level of education →
E-Satisfaction

n.s 0.70 n.s �0.41 p-value >0.05

Customer’s age → E-trust n.s �0.90 n.s 0.05 p-value >0.05
Customer’s gender → E-trust n.s �0.16 n.s �1.01 p-value >0.05
Customer’s level of education → E-trust n.s 0.99 n.s 0.88 p-value >0.05
Customer’s age → Customer privacy
concerns

0.06 * 1.73 n.s 0.81 p-value >0.05

Customer’s gender → Customer 
privacy concerns

n.s 0.16 n.s 1.51 p-value >0.05

Customer’s level of education → 
Customer privacy concerns

n.s �0.95 n.s �0.02 p-value >0.05

Goodness-of-fit indices 
for the subsample 
Satorra-Bentler
χ 2 5 692.079;
df 5 231; p-
value 5 0.000;
CFI 5 0.96;
BBNFI 5 0.93; 
BBNNFI 5 0.95;
IFI 5 0.96;
RMSEA 5 0.05

Goodness-of-fit indices 
for the subsample 
Satorra-Bentler
χ 2 5 355.250;
df 5 231; p-
value 5 0.000;
CFI 5 0.96;
BBNFI 5 0.89; 
BBNNFI 5 0.95;
IFI 5 0.96;
RMSEA 5 0.05

(continued )
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Aiello et al., 2020). In the context of e-trust, the present study corroborates the prevailing 
notion of its deleterious impact on privacy concerns, a finding that aligns with extant research 
in the domain of e-commerce (Rodr�ıguez-Priego et al., 2023; Broeder, 2023) and digital 
banking settings (Lappeman et al., 2023). E-trust is a pivotal mechanism for mitigating 
perceived risk in online environments devoid of human interaction (Jaspers and Pearson, 
2022; Swani et al., 2021; Aiello et al., 2020; Hajli et al., 2017). In a similar vein, e-satisfaction 
has been shown to have a substantial impact on privacy concerns. Previous research findings 
suggest that satisfaction derived from functional and hedonic value serves to mitigate privacy 
anxieties (Cloarec et al., 2024; Maseeh et al., 2021).

An unexpected result is that the influence of OCX on e-trust is not significant, which 
contradicts much of the literature on the subject (Micu et al., 2019; Saoula et al., 2023; Pires 
et al., 2024; Upadhyay et al., 2024). The explanation for this result may be due to the risk 
calculus mechanism, since the lack of both in-person interaction and information about the 
e-seller in the online context leads to suspicion, uncertainty, and increased perceived risk in 
online exchanges (Hajli et al., 2017).

Regarding RQ2, we verify that the dual privacy calculus model provides a comprehensive 
explanation of the mechanisms through which these antecedents operate. E-satisfaction aligns 
with the privacy calculus mechanism, as it reflects the evaluation of perceived benefits versus 
expectations (Lu, 2024; Bouhia et al., 2022), while e-trust operates via the risk calculus, by 
reducing perceived threat (Nguyen et al., 2024; Gouthier et al., 2022). The findings suggest 
that privacy calculus holds greater significance in addressing privacy concerns in comparison 
to risk calculus, given its direct and indirect influence on privacy concerns. This study 
demonstrates a recursive relationship between e-satisfaction and e-trust, thereby corroborating 
the conceptual propositions of Li (2011) and Cloarec et al. (2024). However, this relationship 
has not yet been empirically validated.

Finally, with respect to RQ3, whilst the dual-calculus mechanisms are of significance to 
customers engaged solely in online shopping, their explanatory power is diminished in

Table 5. Continued

Structural model for
customers who had
visited several websites

Structural model for
customers who had
followed a
multirooming
behaviour

Both
subsamples

Parameter
estimates
(standardised
values) t-test

Parameter
estimates
(standardised
values) t-test

Structural
invariance for
each path

Goodness-of-fit indices for the 
unconstrained multigroup model

χ 2 5 1494.769; Satorra-Bentler
χ 2 5 1030.900; df 5 462; p-
value 5 0.000; CFI 5 0.96;
BBNFI 5 0.93; BBNNFI 5 0.95; 
IFI 5 0.96; RMSEA 5 0.05

Structural invariance 
for both models
Δχ 2 5 8.259
Δχ 2 Satorra-
Bentler 5 5.74
Δdf 5 6 p-value 5 0.46Goodness-of-fit indices for the

constrained multigroup model 
χ 2 5 1503.028; Satorra-Bentler
χ 2 5 1036.640; df 5 468;
p-value 5 0.000; CFI 5 0.96; 
BBNFI 5 0.93; BBNNFI 5 0.95; 
IFI 5 0.96; RMSEA 5 0.05

Note(s): ** Significant at p ≤ 0.05
* Significant at p ≤ 0.1
n.s.: non-significant
Source(s): Authors’ own work
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omnichannel contexts. In the context of multirooming behaviours, which entail the integration of 
online and offline channels, only OCX has been found to exert a substantial influence on privacy 
concerns. Offline interactions provide alternative trust cues that reduce reliance on e-trust and 
e-satisfaction (Nguyen et al., 2024; Aiello et al., 2020). This shift may be attributed to the 
increased availability of physical experiences, which have been shown to engender trust and 
satisfaction independently of online performance (Szymanski and Hise, 2000; Hajli et al., 2017).

Then, online shopping behaviour cannot be considered homogenous with respect to 
privacy concerns. The omnichannel consumer journey, in which the consumer combines 
online inspiration and information with visits to physical retail outlets, substitutes the need for 
online-based reassurance mechanisms such as e-satisfaction and e-trust. The offline 
environment has a positive effect on privacy concerns since e-satisfaction and e-trust are no 
longer significant on the omnichannel consumer journey, where there is in-person interaction. 
This is in line with Hajli et al. (2017), who state that, in the absence of direct interaction, 
consumers rely more heavily on their online experiences and trust in the digital environment to 
form their privacy perceptions. OCX remains significant across both journey types, 
reaffirming the central role of customer experience in building engagement and reducing 
perceived privacy risks (Upadhyay et al., 2024; Pires et al., 2024).

7. Theoretical and managerial implications
7.1 Theoretical contributions
This paper makes three contributions to the literature. First, we conducted a study of the online 
antecedents of customer privacy concerns by comparing omnichannel and online consumer 
journeys. Prior research has predominantly focused on online-only contexts without 
considering the unique dynamics of omnichannel environments. The results show that 
privacy concerns are context-dependent.

Second, we studied the importance of privacy and risk calculus mechanisms, using 
e-satisfaction and e-trust. The results show that, on the online consumer journey, privacy 
calculus is more relevant than risk calculus, although the offline environment prevails on the 
omnichannel consumer journey. We have identified interdependence between privacy and risk 
calculus mechanisms, which is a novel contribution to the literature.

Third, the role of OCX is highlighted. On both the omnichannel and online consumer 
journeys, OCX is the main antecedent of customer privacy concerns. Moreover, on the 
omnichannel journey, OCX is the only significant antecedent, since privacy and risk calculus 
seem to depend on offline interactions.

7.2 Managerial implications
Regarding managerial implications and recommendations, for online and omnichannel 
consumer journeys, e-commerce websites should invest in user-friendly, informative, and 
engaging online shopping interfaces that provide good OCX, because OCX dimensions 
(informativeness, entertainment, social presence, and sensory appeal) significantly influence 
customer privacy concerns.

The offline experience has considerable bearing on the omnichannel consumer journey and 
should be aided by competent front-line personnel, personalised services, and seamless 
integration with online channels. The existence of a physical store, in which the consumer can 
make e-commerce more tangible, helps reduce privacy concerns, a circumstance that is more 
significant for women. Also recommended is the development of marketing campaigns that 
emphasise data security, trustworthiness, and the added value that self-disclosure offers the 
customer.

When the consumer visits physical stores and makes purchases online, an important part of 
privacy concerns are resolved in the offline environment. The challenge lies in using integrated 
online and offline systems that provide a cohesive cross-channel experience and that ensure
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that online and offline data are synchronised and used effectively. Additionally, continuous 
monitoring of the perception of privacy concerns in OCX will help implement continuous 
improvements and adaptations of e-commerce websites to changing customer needs.

To activate the privacy calculus mechanism on the online consumer journey, e-commerce 
websites should provide clear information on how customer data will be used, respecting the 
regulations in force in each country, and the benefits that data sharing will provide. To activate 
the risk calculus mechanism, e-commerce websites should focus on an e-trust-building 
strategy, implement good practices in website transparency, invest in secure payment 
mechanisms, and make privacy policies visible. The use of trust signals, such as third-party 
certifications (e.g. ePrivacyseal) and customer reviews, can be of great help. It is 
recommended that privacy-enhancing technologies are implemented, such as differential 
privacy for anonymised data analytics, and blockchain for securing transaction records. 
Offering user-friendly privacy options, so that customers need not click on a multitude of 
options, which can cause distrust, would be useful. It is also worth noting that older consumers 
can have more privacy concerns.

7.3 Limitations and future research
The main limitation of this work is the country-specific sample. This research should be 
extended to other countries and cultures to validate the results. Furthermore, field work carried 
out on social networks may incur a self-selection bias, such that the sample is not fully 
representative of the general population. However, this bias is minimised when online 
purchasing behaviours are studied because the entire population does not make purchases 
online and those who do, do so through social networks. Another limitation is that the sample 
has a higher percentage of women, aged 30–49. It is also worth noting that this overrepresented 
segment constitutes an important consumer group in the digital market, and the insights 
derived from their behaviour provide valuable information for understanding current online 
shopping trends.

Future research should examine other multichannel consumer behaviours, such as 
webrooming and showrooming, and compare the significance of the antecedents of privacy 
concerns. The results of this study should be analysed and extended to other countries and 
cultures. Finally, the literature highlights the relevance of consumer contextual factors, which 
represents an opportunity to analyse how personality or situational factors influence consumer 
privacy concerns.
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