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Abstract
Purpose – This study aims to evaluate the effectiveness of three large language models (LLMs), GPT-4o,
Llama 3.3 70B and Llama 3.1 8B, in redacting personally identifying information (PII) from forum data in
massive open online courses (MOOCs).

Design/methodology/approach – Forum posts from students enrolled in nine MOOCs were redacted by
three human reviewers. The GPT and Llama models were then tasked with de-identifying the same data set
using standardized prompts. Discrepancies between LLM and human redactions were analyzed to identify
patterns in LLM errors.

Findings – All models achieved an average recall of over 0.9 in identifying PII and identified PII instances
overlooked by humans. However, their precisions were lower – 0.579 for GPT-4o, 0.506 for Llama 3.3 and
0.262 for Llama 3.1 – showing a tendency to over-redact non-PII names and locations.

Research limitations/implications – Several courses’ data were analyzed to increase findings’
generalizability but the models’ performance may vary in other contexts. GPT and Llama models were
selected because of their availability and cost-effectiveness at the time of the study; future newer models may
improve performance.

Practical implications – The use of downloadable LLMs enables researchers to de-identify data without
training specializedmodels or involving external companies, ensuring that student data remains private.
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Originality/value – Previous research on LLM text de-identification has largely used proprietary models,
which require sharing data containing sensitive PII with third-party companies. This study evaluates the
performance of two open weight models that can be deployed locally, eliminating the need to share sensitive
data externally.

Keywords De-identification, Anonymization, GPT, Llama, Large language models, Privacy,
Massively open online course

Paper type Research paper

1. Introduction
In the digital era, the proliferation of new educational technologies and platforms has
significantly increased the availability of data resources for researchers. This includes an
extensive expansion in the collection of textual data from discussion forums, chat sessions,
classroom transcripts and human-tutor dialogues, among other sources. Although this data
offers substantial potential for investigating student behavior, pedagogical effectiveness and
communication patterns, it often contains personally identifying information (PII),
presenting serious ethical and legal challenges. For instance, many countries and regions
have strict data protection laws and regulations, such as the General Data Protection
Regulation (GDPR, 2016) in the European Union and the Family Educational Rights and
Privacy Act (FERPA, 1974) in the USA. Beyond these regulations, teachers and students
often also have concerns about the public scrutiny of their ideas, opinions, behaviors, or
outcomes (Jones et al., 2020), making it more difficult to receive their consent if we cannot
guarantee that their data will be protected when sharing it with other stakeholders. Although
sharing or publicly releasing data sets is particularly important and beneficial for open
science – enabling collaboration across diverse stakeholders and institutions, facilitating the
review and replication of prior analyses and fostering the exploration of new research
questions – managing this process requires careful attention to protect the privacy and
confidentiality of all participants involved. Therefore, it is essential to implement robust de-
identification processes before making data sets available to the research community.

Manual redaction of data is both costly and time-consuming (Megyesi et al., 2018),
making it impractical for large data sets. As an alternative, automated redaction has been
proposed (Kovačević et al., 2024); however, the diverse nature of PII presents significant
challenges (Garfinkel, 2015). Although certain types of PII, such as mail and email
addresses, phone numbers, or personal webpage links, can be efficiently identified using
methods such as regular expressions or supervised machine learning natural language
processing (NLP), other forms of PII are more difficult to recognize. For example,
nicknames or terms that can serve as both personal names and common dictionary words are
particularly challenging to redact (Kayaalp et al., 2014). Furthermore, not all mentions of
names or locations are PII – for instance, references to authors, political leaders, or historical
events. Additional difficulties also arise when students make typographical errors; use
incorrect grammar, punctuation or spacing; or use words from languages different from the
one used in the training of the supervised learning models.

Despite these challenges, supervised learning techniques have shown promising results in
de-identifying data, achieving recall rates above 0.95 in redacting student names (for more
details, see the related work section; Bosch et al., 2020). However, these models depend
heavily on a ground truth data set for training and may not perform well in scenarios where
this data set is not representative. Creating such a data set, as well as the time required for
training and tool development, involves a significant time investment. Additionally, although
manual de-identification by human coders is often considered the gold standard, it is not
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without errors, as coders can overlook or misclassify instances of PII, potentially
diminishing the effectiveness of supervised learning models in practical applications.
Executing a second review by a different human coder can mitigate these errors but at the
cost of significantly more time.

An alternative and potentially more accessible approach for de-identification involves
using large language models (LLMs) such as GPT or Llama models. Previous research
indicates that GPT-4 can effectively identify personal names within data sets (Liu et al.,
2023; Qin et al., 2023). Given the importance of data security when using LLMs, this paper
examines the performance of GPT-4o and the open weights Llama 3.3 70B and Llama 3.1 8B
models for this task. Llama models can be downloaded, offering the advantage of local
operation, which reduces security risks associated with transferring and storing data on third-
party servers. Although Llama 3.3 70B requires specific infrastructure that may pose
challenges for local deployment, it remains feasible under the right conditions. Additionally,
we also included the Llama 3.1 8B model, which can be used locally on personal laptops.
This possibility of running the entire de-identification pipeline locally could also increase the
willingness of participants to share their data by guaranteeing them that their identified data
will not be shared with anybody else.

In our study, we analyze and compare the abilities of three LLMs to redact discussion
forum posts from students across nine massive open online courses (MOOCs). MOOCs
discussion forums are dynamic spaces where written information is generated rapidly.
Because of their dialogic nature, these forums frequently include PII, as students often
reference previous posts (using the names of other students, facilitators, or instructors), share
links to personal pages or social media groups to connect outside the class or post links to
video meetings that may also contain PII. Moreover, the informal and conversational tone of
these posts – compared to essays or other assignments – often includes spelling and syntax
errors, making it more challenging for traditional supervised algorithms to identify PII
accurately (Kovačević et al., 2024).

The discussion topics, which vary by course, can further complicate de-identification.
Posts may include mentions of article authors without formal citations or may make casual
references to public figures, adding to the complexity of distinguishing between sensitive and
non-sensitive information. Given the diverse contexts and challenges presented by these
forums, we evaluate the precision, recall and Cohen’s kappa of LLMs in identifying PII
across the nine MOOCs and compare their performance with current benchmark models
reported in previous studies. Additionally, we investigate whether LLMs can identify PII that
human coders – considered the gold standard for this task – might miss. This exploration
aims to determine whether LLMs, beyond their performance metrics, could support the
creation of a new gold standard for de-identification through a hybrid redaction process.

2. Related work
2.1 De-identification with pattern matching and supervised learning
The two main approaches that have been explored for identifying and redacting PII in text
are pattern matching and supervised machine learning techniques, each obtaining F1-scores
over 98% in the medical domain (Kovačević et al., 2024). Although the use of human
annotators is still the main de-identification approach in educational research (Crossley et al.,
2022, 2023; Megyesi et al., 2018), the success of automated redaction has also motivated the
use of machine learning models to anonymize data sets in the educational field (Holmes
et al., 2023b).

One of the pattern mining approaches that has been used in several studies is the use of
name lists as a reference for detecting those words that match with items in the original list
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and redacting them. For example, Rudniy (2018) has used this approach to redact laboratory
reports in a STEM educational setting, achieving a precision of 0.79 and a recall of 0.75.
However, this approach would be difficult to scale, as it requires having a list of all potential
student names. In the medical domain, Kayaalp et al. (2014) addressed this limitation by
using a database of 3.8 million names collected from Social Security to redact personal
names from medical reports. However, they found that many names coincide with common
dictionary terms, diminishing the performance of the redaction. Moreover, for educational
settings with students (in some cases children) from different countries and ethnic
backgrounds, where names may have uncommon spellings and nicknames may be used, it is
unlikely that even these databases from government institutions will have all possible names.

Regular expressions are another common pattern-matching method used for de-
identification. Farrow et al. (2023) assessed the effectiveness of regular expressions
compared to using a simple list of students’ first and last names. Their findings showed an
increase in recall from 0.515 to 0.876 but a decrease in precision from 0.879 to 0.567, using
data from six sessions of a master's distance-learning course. Although the increase in recall
came at the expense of precision, the authors argued that the trade-off was justified because
the higher recall is crucial given the severe implications of not redacting all PII. They also
explored a hybrid approach that combined class lists with regular expressions, which
marginally improved recall to 0.905 but further reduced precision to 0.550.

Supervised machine learning techniques have also been used for redacting PII. Bosch
et al. (2020) used the extra-tree variant of random forest and deep neural networks to redact
text data from discussion forums in two online courses offered by a public university in the
USA. Their approach used features that included the position of each word within a sentence,
its occurrence on US census lists and its presence on lists of cities, political regions or
countries worldwide. They also accounted for potential misspellings by considering words
that were within one or two edits of standard dictionary terms. The results indicated better
performance compared to traditional pattern-matching techniques, achieving an average
recall of 0.970 and a precision of 0.827 across the machine learning models. Moreover, they
reported a Cohen’s Kappa score of 0.794, approaching the original score of 0.864, which
measured agreement between the two human coders who defined the ground truth in their
study.

2.2. Large language model-based de-identification
Transformer models have demonstrated recall rates above 0.99 in de-identifying medical
data sets (Chambon et al., 2022). Motivated by this success in the medical field, Holmes
et al. (2023a) applied two RoBERTa-based transformer models, which were fine-tuned
versions of a pre-trained LLM (Liu et al., 2019), to de-identify data from student essays in a
MOOC, specifically targeting names. This method achieved a recall of 0.84 and a precision
of 0.68. They compared these models against a rule-based system that labels student names
using a general-purpose Named Entity Recognition model, which showed lesser
performance with a recall of 0.81 and a precision of 0.33. Holmes et al. (2023a) showed that
most of the false negatives of their classification (leaked names) correspond to first names,
mainly those used in second or third person. In particular, they found some instances where
the leaked name corresponded to PII with spaces between characters (e.g. S a m u e l).

Holmes et al. (2023b) extended their previous study to also anonymize discussion forum
data from a computer science course at a large university in the USA, considering other PII
information beyond names. The authors used a regular expression approach for anonymizing
all the PIIs different from names (e.g. URLs, email addresses, etc.). In this second data set,
the precision for labeling names was substantially higher than in their first study (0.74), but
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their recall dropped to 0.70. The different performance they obtained in this study compared
to their previous study using the same system indicates that performance is highly dependent
on the context of the data, and results across different contexts might not be completely
comparable (e.g. it is not the same to redact medical reports, essays, or forum posts).
Moreover, the recall for labeling non-name PII, which mainly corresponded to personal
URLs (95% of the PII), was higher (0.89), but the precision was substantially lower (0.27).

Recently, the GPT family of LLMs has been explored for related tasks. Qin et al. (2023)
used GPT-3.5 to identify names in news articles, achieving an F1-score of 0.532 for general
named entity recognition and 0.872 for personal names; however, specific precision and
recall metrics were not reported. In a separate study, Liu et al. (2019) used GPT-4 for de-
identifying medical reports. They found that GPT-4, even when applied zero-shot, achieved
an accuracy of 0.99, outperforming a fine-tuned RoBERTa model, which obtained an
accuracy of 0.947 on the same data set. Although precision and recall were not detailed for
these applications, the improvement in accuracy highlights GPT-4's potential as an effective
de-identification tool. Considering the types of errors identified by Holmes et al. (2023a;
2023b), we hypothesize that general-purpose LLMs may surpass both fine-tuned and
traditional supervised learningmodels in performance.

3. Methods
3.1 Data
The data set for this study includes forum posts from students who were enrolled in nine
different MOOCs at the University of Pennsylvania between 2012 and 2015. These courses
spanned a broad range of subjects, including accounting, calculus, design, gamification,
business trends, poetry, mythology, probability and vaccines. We aimed to reduce bias toward
any specific academic domain and enhance the generalizability of our findings across various
disciplines by selecting this diverse array of course topics. The use of this data set complied with
the terms of service under which students agreed to when first accessing the learning platform
andwas reviewed by the Institutional ReviewBoard of the University of Pennsylvania.

Our initial data set was created by randomly selecting 500 forum posts from each of the
nine courses (using a standard number of posts to facilitate comparisons across courses),
having a total of 4,500 posts. We excluded posts written in languages other than English or
those consisting solely of special symbols, characters, website links or mathematical
formulas to maintain relevance and uniformity. The refined final data set comprised 3,505
posts from 2,882 unique students. The posts were roughly evenly distributed across all nine
courses, with each course contributing between 379 and 399 posts. We preserved the original
text of the posts, including any typographical or grammatical errors, as these elements are
crucial to the natural language processing challenges we intended to address.

3.2 Human de-identification process: first iteration
Three human reviewers were in charge of manually redacting any PII from the posts. This
redaction process required the removal of names, contact details, geographical origins or
residences, links to personal websites and any other information that could disclose the
identity of the authors. Two of the reviewers, both Master’s students, were trained in
redaction techniques by a faculty member. These two reviewers shared the workload evenly,
with each responsible for redacting approximately half of the posts from each course, which
amounted to about 195 posts per course for each reviewer. The third reviewer, a professional
consultant with approximately 20 years of experience in document editing and transcription,
including redaction, performed an additional review to catch and correct any errors that the
initial reviewers might havemissed.
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Rather than calculating inter-rater reliability (IRR) between the two primary reviewers – a
common approach used in similar studies (e.g. Bosch et al., 2020) – we opted for this
cascade approach because we believe human redaction errors are more likely to result from
oversight or carelessness than from disagreements about what constitutes PII, once there are
clear guidelines about what should be considered PII. However, even with high inter-rater
agreement, individual reviewers can still make careless mistakes, particularly when coding
large amounts of data. Consequently, we considered this sequential approach, where trained
Master’s students performed the initial redactions and an expert conducted a thorough
review, to be a more reliable method for establishing our ground truth.

As done in previous work (e.g. Bosch et al., 2020), we provided our redactors with
guidelines on the types of names to retain (such as those of famous people and authors) and
those to redact (including names of instructors and students). However, we asked them to
apply their judgment in making these distinctions. Additional PIIs we requested them to
redact included places of origin (even if they referred to a country where multiple students
could have been born), links to personal webpages or social media profiles, references to
previous employment at specific companies, as well as cellphone numbers, email addresses,
current geographical addresses or any other details that might pose a risk of re-identifying
students. Unlike many studies in other fields (see review by Meystre et al., 2010), where
human redactors are provided with a list of known student names for redaction, we chose not
to do this to avoid biasing the results in favor of human coders, as such a list was not
available to the LLMs and may not be available in many real-world cases. Human coders
redacted a total of 2,134 words, with 1,282 posts containing at least one redaction,
accounting for 36.6% of the total posts. This redaction process established the first ground
truth data set, which was used to evaluate the effectiveness of LLMs in performing similar
redactions.

3.3 De-identification process with GPT
For the de-identification process, we used the OpenAI GPT-4o model (version 2024-11-20),
accessed via its API. At the time of our study and the drafting of this paper, we relied upon
OpenAI's privacy policy for our account, which guaranteed that data would only be used for
the user's intended purpose and for verifying abuse reports. This policy also guaranteed that
the data would only be retained 30 days before deletion. Additionally, we used a data set
collected a decade prior to the current study to further minimize re-identification risks when
uploading data to the API.

We set the temperature parameter to 0 to reduce inconsistencies caused by the stochastic
nature of the model’s output. The max_tokens parameter, which determines the maximum
response length, was set to 1,000 – sufficient to process each post in our data set, as the
average post length for all courses was less than 300 words. All other parameters were
maintained at their default settings. To optimize the model’s performance, we tested multiple
prompts using a subset of the data (approximately 10%). After identifying the best-
performing prompt, we refined it based on the errors observed in this subset until obtaining
the version presented here. Each forum post was sent individually to the model using the
following prompt: (Any PII presented in this paper was altered to protect student privacy. All
examples use fictitious links and pseudonyms).

Prompt:

Please edit the provided text by removing any personally identifiable information (PII). This
includes names, company names, places of origin, current living locations, addresses and social
media links. Names of artists, philosophers, politicians, or locations that do not correspond to the
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student's place of origin or current location should not be removed. Replace all removed PII with
'[REDACTED]'. Ensure that the rest of the text remains unchanged, word for word. Maintain the
original punctuation, quotation marks, spaces and line breaks. If the text does not contain any PII,
return it as is.

For example, if the input is:

@Kate, You'll find below a Linkedin group I just create. www.linkedin.com/groups?home=
12345&abcd=789hmIt will be hold in English (as a second language) and is open to any student of
Coursera for the 'Introduction to Financial Accounting'. The purpose will be to exchange on each
weekly readings, get feed-back, experience from each other, to ask and answer questions etc […]
Link you soon!Let's team work! Marcos.

The output must be:

[REDACTED],You'll find below a Linkedin group I just create.[REDACTED]It will be hold in
English (as a second language) and is open to any student of Coursera for the 'Introduction to
Financial Accounting'. The purpose will be to exchange on each weekly readings, get feed-back,
experience from each other, to ask and answer questions etc […] Link you soon! Let's team work!
[REDACTED].

Please repeat this process with the following post:

[POST TO BE DE-IDENTIFIED]

Our prompt explicitly stated the types of PII to be redacted, including names, company
names, places of origin, current residences, addresses and social media links. These
categories were chosen because of their frequent occurrence in textual educational data sets
and their relatively high risk for exposing student identities. We also instructed GPT-4o not
to redact the names of public figures, such as artists or politicians, or locations that do not
qualify as PII. This was necessary because GPT-4o exhibited low precision in distinguishing
between public figures’ names or general locations and students’ names, places of origin, or
current residences. Additionally, we asked GPT-4o to preserve the original text's structure
and formatting exactly as it was, word by word. This instruction was essential because,
without it, GPT-4o would automatically correct grammar and punctuation errors in the posts
and modify words to improve the clarity of the original message.

3.4 De-identification process with Llama
We also studied de-identification using two open weights LLMmodels, using Meta’s Llama-
v3p3-70b-instruct model (Llama 3.3), accessed through its API available on the Fireworks.ai
platform and Llama-v3p1-8b (Llama 3.1), downloaded using Ollama and run locally on a
personal computer (16 GB of RAM, NVIDIA RTX 3050 GPU with 12GB of memory and a
16-core CPU). Because Llama models are open weight, Llama 3.3 can also be downloaded
and maintained locally, though it would require an infrastructure with a recommended GPU
and RAM of 48GB, and a CPU of 48 cores, requirements that exceed the capacity of a
personal computer. For consistency, we set the temperature parameter to 0 and the
max_tokens parameter to 1000 as done with GPT-4o. All other parameters were set to
default.

Recent research has shown that Llama models are typically more sensitive to prompt
differences than recent GPT models (Mizrahi et al., 2024). Therefore, we also explored
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multiple completely different prompts for Llama 3.3, including the prompts used for GPT-
4o, asking it to redact 10% of the data. After this initial exploration, the prompt shown above
for GPT outperformed all the other prompts, although it obtained worse results than those
achieved for GPT-4o in terms of precision. Llama 3.3 also tended to add an additional line
introducing the redacted posts or the specific changes (e.g. “Here is the PII redacted post:”).
Analyzing the specific mistakes observed for Llama 3.3, this prompt was refined multiple
times. However, in all these cases, an improvement in precision was at the cost of reducing
recall, which is arguably more important than precision to avoid disclosing PII that might
pose a risk for students. For this reason, and to enhance comparability with the GPT-4o
results, we decided to use the same prompt used for GPT-4o with a minor adjustment to
address those undesired additional lines introducing the redacted post. We also used the same
prompt for the Llama 3.1 model.

Each forum post from the original set was sent individually to the model using the
following prompt.

Prompt:

Please edit the provided text by removing any personally identifiable information (PII). This
includes names of students, instructors, or professors, company names, places of origin, current
living locations, addresses and social media links. Names of artists, philosophers, politicians, or
locations that do not correspond to the student's place of origin or current location should not be
removed. Replace all removed PII with '[REDACTED]'. Ensure that the rest of the text remains
unchanged, word for word. Maintain the original punctuation, quotation marks, spaces and line
breaks. If the text does not contain any PII, return it as is. DO NOT RETURN ANY EXTRA
LINES EXCEPT THE POST ITSELF.

[…] [The remainder of the prompt is identical to the GPT-4o Prompt (omitted for brevity)]

Despite this instruction to avoid any additional line introducing the redacted message, both
Llama models (mainly Llama 3.1) occasionally included an additional introductory line in
their outputs. To address this issue, we programmatically removed these lines by identifying
the initial word of the actual post.

3.5 Second iteration of human de-identification and large language model evaluation
To evaluate the performance of the LLM-based de-identification process, we conducted a
word-by-word comparison between the outputs from the LLM models and the human-
redacted posts. In this process, we identified four types of discrepancies in cases where the
humans and LLMs agreed on the redaction but did it differently. For instance, a LinkedIn
URL was redacted by a human as “Connect with me at: [REDACTED],” whereas the LLM
included “LinkedIn” in the redaction, returning “Connect with me at: LinkedIn:
[REDACTED].” This pattern of including the social network name was consistently
observed for the LLMs. The second discrepancy involved titles. For example, one case
redacted was by humans as “Thanks Mr [REDACTED]. It is a very interesting class […],”
LLMs simplified it to “Thanks [REDACTED]. It is a very interesting class […],” omitting
the title. Both humans and LLMs showed inconsistency in including titles such as “Mr,”
“Mrs” and “Prof,” among others.

The last two types of discrepancy were specific to Llama models. Both Llama 3.3 and
Llama 3.1 handled some links inconsistently. Sometimes, they redacted the entire link as
seen with GPT, but other times, it only redacted specific parts it identified as PII. For
example, for the previous LinkedIn case where GPT added the name of the social network,
Llama 3.3 redacted it as “Connect with me at: www.linkedin.com/ [REDACTED],” which is
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not disclosing any PII. For another link, Llama 3.1 returned “http//www.[REDACTED].ac.
uk/[REDACTED].” In this example, Llama 3.1 removed the name of the institution and the
specific personal page within the institutional website but left other parts of the domain
visible. These instances required manual evaluation based on the information still visible in
the link. In the given case, the link indicated that the individual was associated with a UK
academic institution, leading us to classify it as a false negative because of the potential
disclosure of sensitive information.

Finally, as mentioned before, Llama models (mainly Llama 3.1) often added an extra line
along with the desired output even after explicitly requesting to avoid it (although these cases
were significantly reduced after adding this instruction). For example:

“Here is the PII redacted post:

Thankyou [REDACTED].”

To ensure comparability between the LLMs and human-de-identified posts, we
programmatically removed this extra line. Additionally, we manually adjusted the
aforementioned discrepancies before assessing performance. To standardize the texts, we
also stripped all articles, non-alphanumeric words and punctuation from the texts, replacing
them with spaces. This allowed us to perform a word-by-word comparison (with words
defined as whitespace-delimited strings) and address cases where the LLMs had corrected
non-alphanumeric symbols or made unrequested changes to grammar, spelling, or
punctuation, despite the instructions in the prompt to avoid such corrections. After this
tokenization, we still observed instances where students wrote two words without a space in
between (e.g. “Thankyou”). In most instances, the LLMs preserved the original text,
resulting in no discrepancies between the human-based and LLM-based de-identification
processes that required further review. However, in those cases where discrepancies were
noted, the term was treated as a single word (as written by the student), and the LLM’s output
was adjusted accordingly. These adjustments were made with the understanding that such
terms did not constitute PII disclosures.

After correcting for these low-level differences, all the remaining discrepancies
corresponded to disagreements between human and LLM-based de-identification. By
analyzing these disagreements, we identified 47 instances where human redactors
overlooked a case of PII. We corrected all of them, creating an updated gold standard
(human-based ground truth with corrections from GPT and Llama) to evaluate the
performance of all analyzed LLMs.

3.6 Evaluation
After correcting the human-based de-identification, we assessed the performance of the LLM
models in redacting PII, using precision, recall and Cohen’s Kappa. The confusion matrix
was defined as:

• True positive (TP): Words identified as PII by human coders as well as the LLM.
• True negative (TN): Words that were not identified as PII by either human coders or

the LLM.
• False positive (FP): Words that were identified as PII by the LLM but not by human

coders.
• False negative (FN): Words that were identified as PII by human coders but not by

the LLM.
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To calculate the metrics, we first identified the TP, TN, FP and FN at the wordlevel following
the above-mentioned definition. We then calculated precision, recall and Cohen’s Kappa for
each course. To address potential inconsistencies in the LLM-based de-identification
process, we processed the data through GPT-4 and Llama 3 three times each, calculating
performance metrics for each iteration before averaging them. Because of ethical
considerations and constraints from the data owner, the data set cannot be shared publicly.
However, the code for our LLM-based de-identification process is available for replication
purposes at https://osf.io/79m6w/?view_only=fb10005c5c174a5e933c4fc526c20c59.

4. Results
Table 1 shows the distribution of redacted elements for each course and the frequency of
corrected human redactions per post (both post-correction). The Design course had the
highest percentage of posts with redactions (51.1%) and was one of the courses with the
shortest posts (44.4 words per post). In contrast, Poetry had a distinctively higher average of
241 words per post and the fewest redactions per post (0.31). This suggests that the posts in
Poetry likely involved more in-depth discussions or included excerpts from existing poems
or original creations without necessarily adding any PII. This also suggests that the number
of cases of PII (and the difficulty of redacting them) could depend on the domain of the
course.

4.1 Human mistakes
In inspecting our results, we discovered that after the first round of human-based de-
identification, human coders missed 47 words that involved PII distributed across all courses
(see Table 2). For example, in a post from a Business Trends course, the human-coded
version was:

I would think that the replacement of retired workers with young ones is more complicated than I
proposed. You're so right about the technology factor, Emily. That is a major point.

In this case, the human coder failed to remove “Emily” (again, not the original name in the
data), clearly the name of the author in a previous post to which the current post is replying.

Table 1. Distribution of posts, words by post and human-redacted elements across all the courses
after corrections

Course topic
Total
posts

Posts with
redactions(%)

Words per
post

Redacted
words(%)

PII initially missed
by human coders(%)

Accounting 387 165 (42.6) 47.0 251 (1.4) 6 (2.4)
Calculus 396 114 (28.8) 40.0 162 (1.0) 3 (1.9)
Design 380 194 (51.1) 44.4 284 (1.7) 9 (3.2)
Gamification 379 124 (32.7) 63.5 237 (1.0) 7 (3.0)
Business trends 387 143 (37.0) 81.1 292 (0.9) 16 (5.5)
Poetry 399 85 (21.3) 241.0 124 (0.1) 2 (1.6)
Mythology 390 138 (35.4) 67.9 196 (0.7) 1 (0.5)
Probability 396 117 (29.5) 56.9 177 (0.8) 0 (0)
Vaccines 391 159 (40.7) 71.2 287 (1.0) 3 (1.0)

Note(s): The percentage of posts with at least one redacted element, the percentage of redacted words for
each course and the percentage of redacted words initially missed by humans are shown in parentheses
Source(s): Authors’ own creation
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By contrast, both Llamamodels and GPT-4o correctly identified this as PII and redacted it. In
another instance from a different course, the post obtained after human redaction was:

[…] interesting that the LinkedIn example came up during the third set of lectures:)has anyone
seen the Fun Theory site Michael mentioned???

In this case as well, the coder did not remove “Michael,” who appears to be someone the
author of the post is addressing within the course. Human-coders also missed some personal
webpages. For example, the post

[…] What I do is make this;www.personawebpage.com/blogs; once in a while […] It makes really
colorful bowls which i store tiny things in;

was not redacted by the human coders, despite the link leading to a personal webpage that
disclosed personal information of one student. GPT-4o and Llama 3.3 caught 46 mistakes
each, while Llama 3.1 caught 32 mistakes.

Although the examples of human errors constituted only a small portion of the overall
words that involved PIIs, they highlight the fallibility of humans in data handling processes,
suggesting that even a fairly thorough process such as the one used here might not fully de-
identify data reliably. This potential for human error is corroborated by Bosch et al. (2020),
who observed 37 discrepancies between two human coders in identifying 600 possible
names within their data set (6.1%). In our study, all observed human errors involved cases
where one of the two human reviewers missed a student’s name, personal URL or place of
origin – types of PII that they successfully redacted in other posts. These errors appeared to
be oversights rather than disagreements between raters or a systematic misunderstanding of
what constitutes PII. Our findings underscore the value of analyzing disagreements between
human-based and automated de-identification processes, as this can help reduce errors and
enhance the quality of de-identification.

4.2 Performance
Table 2 presents the average results from three iterations of the de-identification process for
each metric and each course, using corrected human redaction as the ground truth. The recall
rate consistently exceeded 0.85 across all courses, indicating that all models, including the
local version of Llama, reliably identified most of the personally identifiable information
(average recall of 0.946, 0.962 and 0.928 for GPT-4o, Llama 3.3 and Llama 3.1,
respectively). However, the precision was below 0.8 in all cases, often because of
misidentifying non-PII elements such as names of famous people, locations or general links.
This drop in precision was substantial for Llama-3.1 (average precision = 0.262), compared
to the other two models (average precision of 0.579 and 0.506 for GPT-4o and Llama-3.3,
respectively). Although not ideal, this over-redaction by both GPT and Llama did not reduce
the degree to which sensitive information remained protected, which may be considered an
acceptable trade-off for enhanced privacy (Holmes et al., 2023a, 2023b).

Cohen’s kappa, which assesses the agreement between the LLM models and human coders
considering the distribution of both classes (PII and no PII words), varied significantly across
courses. The highest kappa values for GPT-4o were observed for Design (kappa = 0.864),
Accounting (kappa = 0.852), Gamification (kappa = 0.806), Calculus (kappa = 0.778) and
Probability (kappa = 0.754). Similarly, Llama 3.3 demonstrated high kappa values for the same
5 courses, Design (kappa = 0.846), Calculus (kappa = 0.756), Accounting (kappa = 0.750),
Probability (kappa = 0.741) and Gamification (kappa = 0.723), although it still slightly
underperformed GPT-4o. In contrast, for courses such as Poetry (GPT-4o kappa = 0.419, Llama
3.3 kappa = 0.320), Business Trends (GPT-4o kappa = 0.630, Llama 3.3 kappa = 0.458),

ILS
126,5/6

412

Downloaded from http://ftp.nowpublishers.com/ils/article-pdf/126/5-6/401/9721540/ils-11-2024-0156.pdf by guest on 28 May 2026

http://www.personawebpage.com/blogs


Mythology (GPT-4o kappa = 0.636, Llama 3.3 kappa = 0.663) and Vaccines (GPT-4o kappa =
0.597, Llama 3.3 kappa = 0.531), bothmodels demonstrated considerably lower agreement with
human-based redactions. Llama-3.1 exhibited consistently low kappa values across all courses
(average kappa of 0.395), primarily because of its low precision.

In general, agreement between models and human redactions tends to be lower in courses
with longer average post lengths, all exceeding 65 words (in particular Poetry, which has a
much higher average of 241 words per post). Additionally, in contrast to courses where GPT-
4o and Llama 3.3 perform better (many of them related to mathematics), these courses
typically involve more qualitative discussions where names or locations – such as those of
artists or leaders – should not necessarily be redacted. This distinction between PII and
names or locations that do not need to be redacted appeared to lead to confusion for both
models (GPT-4o and Llama 3.3), though GPT-4o was less affected by this issue. As a result,
both models achieved high recall but struggled with precision in the de-identification
process. Previous list-based approaches, where an algorithm uses a predefined list of names
for redaction, address this issue but at the cost of reduced generalizability.

In some instances, the models correctly identified PII but failed to redact the entire
context, leaving adjacent words that could reveal the intended redaction. For example,
“[David Anderson Green]”was partially redacted to “[REDACTED] Green,” and “Professor
[John Streak]” was partially redacted to “[REDACTED] Streak,” in both cases allowing
sensitive information to persist. Such errors highlight the models’ limitations in handling
compound identifiers and/or cases where an identifier can also be an everyday word. As
mentioned before, GPT-4o demonstrated a slightly higher precision than Llama 3.3 in
identifying everyday words, names, or locations that do not constitute PII. However, this
increased precision made GPT-4o more prone to missing actual PII that resembles common
words, contributing to its slightly lower recall compared to Llama 3.3.

Furthermore, while rare, the three LLMs occasionally failed to identify certain types of
sensitive information, such as misspelt names, PII embedded in complex structures, or URLs
that could lead to external sources where personal information might be disclosed. For
example, all models failed to identify the following YouTube video URL. Although the URL
does not directly reveal the identity of the student, personal information could be extracted
by following the link to their personal YouTube channel:

[REDACTED], I found something in my house that might help with your design, made a video to
show it to you.http://youtu.be/11122233AAABBBdont know if you already know the product.
anyway, hope it helps.

Comparing our results with previous literature (see Table 3), we observed that all LLMs
achieved higher recall (GPT-4o: 0.946, Llama 3.3: 0.962 and Llama 3.1: 0.928) than the
results observed by Farrow et al. (2023), who used class lists combined with regular
expressions. However, only GPT-4o achieved higher precision than Farrow et al.’s approach
(2023), while the two Llama models underperformed in this regard. Despite only a modest
improvement in recall compared to the drop in precision (mainly for Llama 3.1), recall is
arguably the most important metric, as it directly indicates the frequency of instances where
student privacy was not adequately protected. When compared to earlier transformer-based
de-identification methods (Holmes et al., 2023a, 2023b), which achieved recalls of 0.84 and
0.70 and a precision of 0.68 and 0.74, all the LLMs achieved significantly higher recall but
lower precision. However, Holmes et al. (2023b) also observed that precision is substantially
lower when PIIs other than names are considered (0.27). Nevertheless, beyond these
promising results (mainly in terms of recall), the current best approach using supervised
machine learning algorithms and additional information (Bosch et al., 2020) still
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outperforms all three compared models in this task, with a recall of 0.970 and a precision of
0.827.

4.3 Over-redaction of names, locations and links
As previously noted, a significant challenge encountered in all three LLM-based de-
identification processes was that they were not always able to distinguish between the names
of students and those of well-known figures such as artists, scientists or political leaders. This
issue was particularly evident in the Poetry course, which recorded the lowest precision. The
course material often includes detailed essays that discuss the works of various poets, whose
names should not be considered PII. Human coders understood this distinction because of the
educational context, but all compared LLMmodels did not, mistakenly redacting names such
as “Jorge Luis Borges” as in the following example, significantly impacting the precision
score for this course.

Human redacted text:

[…] in the poem 'Chess,' Borges mentions 'the King' to refer not only to God but maybe the
Argentinian dictator and whoever controls him […]

LLM redacted text:

[…] in the poem '[REDACTED],' [REDACTED] mentions '[REDACTED],' to refer not only to
God but maybe the [REDACTED] dictator and whoever controls him […]

In addition, LLMs also treated almost all locations as PII. For example, in the Business
Trends course, discussions involve analyzing country-specific economic trends. Names of
countries and institutions are essential for these discussions, but the LLM models redacted
these as well.

Human-redacted text:

As the UK is not a part of the EZ, it was not directly affected by the Euro Crisis and did not
contribute to the bailout of Greece […]

LLM-redacted text:

As [REDACTED] is not a part of the [REDACTED], it was not directly affected by the Euro
Crisis and did not contribute to the bailout of [REDACTED] […]

Finally, in the forum posts of the Mythology class, LLMs incorrectly identified names of
mythological figures as potential PII. For instance, in a post titled “Here you are, our friend
Cyclops,” human coders recognized that no words needed redaction. In contrast, the LLMs
mistakenly redacted “Cyclops,” treating it as if it were a student’s name or nickname.
Although there could be a case where Cyclops is used as a name or a nickname, knowing that
this post appeared in the forum of a Mythology class, the student was probably referring to
the mythological creature rather than to another student. These examples highlight the
challenges LLMs face in distinguishing between names and locations that are public
information and those that actually involve PII.

4.4. Other issues observed with large language model-based redaction
There were only two minor modifications to the original student posts introduced by the
LLMs during redaction. First, as mentioned earlier, the LLMs occasionally corrected
misspellings, grammatical errors, punctuation, or other mistakes in the original messages (e.
g. changing “Thankyou” to “Thank you” or “[…] i learned […] ” to “I learned”). Although
these corrections were substantially reduced after explicit instructions were added to the
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prompt to avoid such changes, some still occurred. Second, in certain cases, the LLMs
redacted one or two additional words surrounding the actual PII (e.g. redacting “Dear
Gordon” as “[REDACTED],” which incorrectly overlooked “Dear” as a non-PII element).
This issue contributed to the reduced precision observed for all models, particularly Llama
3.1. Apart from these modifications, no other changes to the student posts were made by the
LLMs.

In some cases (none for GPT-4o, 4 for Llama 3.3 and 52 for Llama 3.1), the LLMs
responded not only with the redacted message but also included a description of their actions
(e.g. “Borges is not considered PII in this context as it appears to be the name of an artist or
writer, and there is no other PII present.”). Although these descriptions do not pose a risk of
disclosing PII, they are not part of the original data and should not appear in the LLMs’
responses. Additionally, on 12 cases (exclusively with Llama 3.1), the response returned was
a message stating that the LLM could not de-identify any PII (e.g. “I cannot redact personally
identifiable information (PII) that would identify an individual. Is there anything else I can
help you with?”). In such cases, the issue was resolved by simply resubmitting the request.
Although these occurrences were rare, they highlight an additional consideration when using
LLMs for de-identification tasks.

5. Discussion
5.1 Large language models compared with previous approaches
The main goal of this research was to evaluate the effectiveness of LLMs in redacting PII
from a diverse data set consisting of forum posts from nine academic courses. By exploring
the capabilities and limitations of these models in processing sensitive data, we aimed to
understand whether LLMs can contribute to safeguarding privacy and enhancing data
security in digital environments.

We used OpenAI’s GPT-4omodel andMeta’s Llama 3.3 70B and Llama 3.1 8Bmodels to
process 3,505 forum posts from nine MOOCs at the University of Pennsylvania and
compared the outcomes with human-based redactions. Our findings reveal that all the models
consistently achieve high recall, exceeding 0.85 across all courses, demonstrating their
efficiency in identifying PII. However, the precision was often below 0.7, indicating that all
LLMs tend to over-redact, mistakenly identifying non-PII names and locations as sensitive
data. This trend of higher recall coupled with lower precision is consistent with previous
studies (Bosch et al., 2020; Farrow et al., 2023; Holmes et al., 2023a) that used various
methods to redact student data. Although the LLMs (mainly Llama models) exhibit a wider
gap between recall and precision compared to methods combining class lists with regular
expressions (Farrow et al., 2023) and transformer models (Holmes et al., 2023a; Kayaalp
et al., 2014), their enhanced recall suggests that they could be viable options for maximizing
privacy, especially in data sets with fewer instances of non-PII names and locations.
Nonetheless, for research contexts where retaining such non-sensitive information is crucial,
the lower precision may pose a significant limitation.

Although the LLMs seem to outperform most previously used de-identification methods
(except one paper involving contemporary machine learning algorithms; Bosch et al., 2020),
caution is necessary when interpreting these comparisons, as they may not be entirely valid. For
instance, in studies where the type of PII was also categorized (e.g. Holmes et al., 2023b), a
correct identification of a PII but an incorrect categorization (e.g. misclassifying a name as an
email) might have been counted as both a false positive for one category and a false negative for
another. Treating de-identification as a multiclass problem rather than a binary problem in such
studies could have reduced their reported performance metrics. However, even with this caveat
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for direct comparison, most previous research has focused exclusively on names and still reports
recall values that appear substantially lower than those achieved by the LLMs in this study.

On the other hand, our decision to conduct a round of corrections based on the LLMs’
output may have slightly inflated the performance metrics. It is possible that both humans
and LLMs could have agreed on certain incorrect decisions – either misclassifying a PII term
as non-PII or a non-PII term as PII – which were not reviewed during the final stage of
human revision to define the ground truth for this study. However, given the rigorous process
used in this study – where each post was first redacted by a Master’s student trained for this
task, then reviewed by an experienced professional with decades of expertise on this task,
and subsequently analyzed by all the LLMs, with a final human review focusing on
disagreements – it is unlikely that the final ground truth contains enough errors to
significantly skew our results. Instead, this process likely enhanced the fairness and realism
of the LLM performance evaluation by incorporating corrections for human mistakes that
were identified during the review of disagreements. This approach arguably provides a more
accurate assessment of the capabilities of the redaction methods compared to alternatives
where such errors might be overlooked.

Even considering these comparability issues, contemporary supervised machine learning
algorithms appear to still outperform the LLMs in terms of both precision and recall (Bosch
et al., 2020). However, the superior performance noted in Bosch et al. (2020) could be
attributed to the authors' exclusive focus on student names, which might simplify the de-
identification process. Additionally, content differences between the data sets used in these
studies could influence the outcomes. For instance, in our study, LLM-based approaches
demonstrated significantly better performance (and higher precision in particular) in courses
with a strong mathematical focus, whereas their effectiveness was lower in courses that
frequently referenced public figures or historical locations. These observations suggest that
the specific context and content of the data significantly impact the efficacy of various de-
identification strategies.

Another important consideration when comparing multiple studies is the definition of PII
adopted in each one. For instance, Bosch et al. (2020) took a cautionary approach, treating
the names of famous people as PII. In contrast, our approach aimed to differentiate between
student names and the names of poets or political leaders. Although it is reasonable to
consider that a last name like “Borges” could belong to a student, if such a name appears in
the context of a poetry class alongside a quote from one of their works, it is far more likely to
refer to the renowned Argentinian writer rather than students. Redacting such names in this
context could hinder potential investigations into students’ understanding or interpretation of
poetry. In our study, most false positives were names of famous individuals or locations that
should not have been classified as PII. This distinction from Bosch et al.’s approach may also
explain the observed gap in precision. However, the impact of this difference is again highly
context-dependent and influenced by the prevalence of famous names in each data set.

5.2 Implications for real-world implementations
Supervised learning methods depend heavily on a representative ground truth data set, which
is both resource-intensive to create and often fails to generalize effectively to diverse or
unforeseen scenarios. This reliance on the training data underscores the rationale for
adopting an overly cautious approach, such as treating terms that might not be PII in some
contexts as PII, to prevent cases where students with last names such as Borges might have
their identities inadvertently disclosed, as suggested by Bosch et al. (2020). However, this
same cautious approach can lead to reduced precision when applied to new or unanticipated
scenarios, where the context differs significantly from the original training data set.
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Moreover, the manual de-identification process needed to establish ground truth is error-
prone, leading to issues such as overlooked or misclassified PII. In this study, we found that
human beings in many cases missed PII identified by the LLM. Correcting these errors
necessitates additional reviews (beyond reaching an IRR with another human rater), which
can improve the model's performance in practice but involves significant cost in time and
effort. In contrast, models such as GPT-4o and Llama-3.3, while less precise, eliminate the
need for such ground truth to train the de-identification model. This produces a tool that can
either be used to increase the scalability and accessibility of redaction, in combination with
human redaction to reduce errors considerably, or some balance of these two goals.

Even though LLMs can reduce the need for a human-coded ground truth data set to train
de-identification models, humans will always need to hand-label a test set to evaluate these
models’ (or any algorithm) performance in redacting PII. Our findings show that results –
particularly precision – are highly context-dependent. Therefore, for any new context where
redaction is applied, it is recommended to manually label a subset of the data and verify that
the LLMs perform as expected. Given the potential for careless human errors, we suggest
that this hand-labeled test set be created not only by ensuring a reasonable level of IRR or
agreement among the humans conducting the task but also by incorporating additional layers
of review. These reviews could involve experienced human evaluators and potentially AI
collaboration to identify and correct errors made during the creation of the test set.

For real-world implementation, it is important to consider the potential inclusion of
supplementary information, such as a list of known student names. Unlike most previous
models, which rely on such information (Farrow et al., 2023; Holmes et al., 2023a), our
approach tackles a more challenging problem by relying solely on the text itself for
redaction. Incorporating a list of student names could enable an algorithm to check for
matches or slight variations of names within the list. If a name is not present, the algorithm
could classify it as non-PII, thereby improving precision – a key challenge observed with the
LLMs. Indeed, the success of Bosch et al.’s (2020) method may be attributed to their
extensive feature engineering. They developed sophisticated features such as the frequency
of words appearing in the US census and in dictionaries, and accounted for all possible
spelling errors of one or two characters when matching words against these lists. A complete
list of student names could be included in the prompt if the number of students is
manageable. In other scenarios, with a large number of students, Bosch et al.’s approach
could be replicated by first identifying names from an extensive list and then including this
information in the LLM’s prompt. Furthermore, prompts could be enhanced by explicitly
instructing the model to consider name variations, common nicknames (e.g. treating “Kate”
as a nickname for “Katherine”) and spelling errors. These variations are likely within the
LLM's knowledge base and could help it recognize names that do not exactly match the
given list. Incorporating these specific details directly into the prompts may similarly
enhance the performance of LLMs.

Another important consideration is the potential risk of undesired responses from LLMs
because of hallucinations or misunderstandings of the task. This is not a challenge of
traditional approaches, such as supervised machine learning algorithms or regular
expressions, which simply replace specific elements in the existing text with redaction tags.
In contrast, LLMs generate a new version of the text, aiming to replicate the original while
excluding PII and adding redaction tags where necessary. This process makes LLMs
susceptible to hallucinations that could unintentionally alter the original content being
redacted. In addition, if a student post or text contains information that the LLM
misinterprets as requiring a sensitive response, the output might deviate significantly from
the expected redacted version. This was observed occasionally with Llama 3.1, where the
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model returned responses stating that it could not redact PII. Although these cases were rare
and easily resolved by re-submitting the request, they highlight a risk that could require
human intervention, prompt modifications (such as adding labels for the start and end of the
post), or even manual checking and redaction in some instances.

Additionally, there is a risk that certain text within student posts could cause the LLM to
ignore the redaction task and perform a different action. For instance, if the post includes a
question for another classmate, the LLM might attempt to answer the question and
potentially disclose the classmate’s name. Although such cases were not observed in our
study, additional safeguards may need to be implemented in real-world applications. For
example, the system could compare the original and redacted text for significant overlap. If a
substantial mismatch is detected, the system could flag the text for manual review to ensure
accurate redaction and absence of hallucinations or spurious added text.

Another issue arising from the creation of new utterances, which does not occur with
traditional redaction approaches, is the correction of misspellings or grammatical errors in
students’ posts. Although this does not directly impact the performance of the redaction task
or pose a risk of disclosing sensitive information, it could interfere with certain types of
research. For instance, if the research focuses on analyzing careless writing errors or
assessing students’ writing quality, these corrections could render such inquiries impossible.
This problem may be further exacerbated by the low precision of LLMs, which result in
over-redacting terms that are not PII. Such over-redactions could obscure important details
or omit terms that are necessary to understand the students’ messages or to address specific
research questions.

5.3 GPT vs open weights large language models
Ensuring the security of data used in any LLM for de-identification is a primary concern.
OpenAI specifies that data processed through the API may be retained for up to 30 days and
will only be accessed or reviewed when necessary to monitor for abuse. We opted for
OpenAI's model because of its demonstrated high performance in similar tasks (Liu et al.,
2023; Qin et al., 2023) and their commitment to data integrity. However, using open weights
LLMs such as Llama models, which can be run entirely locally, could further alleviate
security concerns related to transmitting data to external providers such as OpenAI.

Another important argument to consider is the perception of participants about sharing
their personal data with external providers (Jones et al., 2020). Sun et al. (2019) argue that
students, and in general all the participants of any study, should not be asked to consent to
data sharing and usage for research in general but instead must be informed about all
potential uses of their data and risks stemming from that use, including (relevant to this
discussion) that their data is going to be processed by external providers such as OpenAI.
Some students (or their parents) might be less willing to agree to have their data processed by
external providers. Similarly, digital learning platforms may have concerns about risks or
liabilities from using external providers or may have established terms of service or contracts
with educational organizations that preclude the use of external data processing services.
Therefore, the use of downloadable LLMs that offer similar performance might increase the
feasibility of these approaches.

Although in this study we observed worse precision for Llama 3.3 and substantially worse
precision for the local model Llama 3.1, compared to GPT-4o, the 3 models exhibited a
similar recall, which is more important than precision for the specific task of guaranteeing
student privacy. Although analyses can be negatively affected by the issue of over-redaction,
which is worse for Llama models, the use of Llama 3.3 or Llama 3.1 may be reasonable in
cases where there are concerns about the processing of non-redacted data by a third party.
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This is a decision that depends on the nature of the data being collected, the terms under
which it was collected and the perspectives of participants (Jones, 2019; Jones et al., 2020).

In terms of costs and processing time, GPT-4o (version 2024-11-20) is priced at $2.50 per
1M tokens for input and $10.0 per 1M tokens for output. In contrast, Llama models, being
downloadable, do not incur a direct cost per token but require infrastructure to host the model
locally. In the case of not having such infrastructure, Llama models can be accessed through
the secure Fireworks API (or a similar service) which are currently cheaper than OpenAI’s
processing costs (Llama 3.3 70B model priced at $0.90 per 1M tokens for both input and
output). De-identifying a single course file, containing approximately 400 forum posts, took
an average of 20 minutes with both externally API-accessed models (GPT-4o and Llama-
3.3), while the model ran completely locally required around 2 hours per course (16GB of
RAM, NVIDIA RTX 3050 GPU with 12GB of memory and a 16-core CPU). The faster
runtime of API-accessed models is likely because of the robust servers hosting these models
compared to the capabilities of a personal laptop. However, processing times can vary
significantly depending on factors such as infrastructure and the number of concurrent
requests being handled by third-party servers.

6. Conclusion and future work
Our study demonstrates the significant potential of LLMs (GPT-4o, Llama 3.3 and Llama
3.1) for processing and redacting sensitive information from large data sets. Although these
models achieve high recall rates, their tendency to over-redact is a key area for improvement.
Our use of LLMs was intentionally generic, aimed at developing a single approach
applicable across various contexts. We did not tailor the prompts to specific course content or
the particular nature of names in the texts, opting instead for a consistent methodology that
could be readily applied to new courses. However, this general approach may under-
represent the full potential of LLM-based de-identification. Future research could focus on
more sophisticated prompt engineering and course-specific model training or fine-tuning to
improve the precision of PII redaction without sacrificing recall.

Although we aimed to enhance the generalizability of our conclusion by using a large data
set involving courses in multiple subjects, the results presented here are specific to the
models and context we examined. We selected GPT-4o, Llama 3.3 70B and Llama 3.1 8B for
this study because they were the most recent, widely used and cost-effective models at the
time of our analysis. This selection allowed us to compare a proprietary model, an open-
weights model that can be run with appropriate infrastructure and a model capable of running
locally on a personal laptop. However, newer models are continually being developed and
will likely become available in the future (e.g. the recently released GPT-o1 or upcoming
models from OpenAI, Meta or other companies). Future applications of LLMs for de-
identification will require performance evaluations for the specific context and models
intended to be used. Despite this limitation, we believe that future models will outperform
their predecessors, further reinforcing the main claims and conclusions of this paper.

The results presented here are highly context-dependent, making direct comparisons
challenging unless a benchmark data set is used. Recently, in parallel with this research,
Holmes et al. (2024) introduced a new open-source data set containing approximately 20,000
student essays annotated for various types of PII, which could serve this purpose. In our
study, we focused on a data set extracted from discussion forums across different courses, as
it contains a higher percentage of redacted terms per post because of the nature of the data
(discussion forum posts vs essays) and also allows us to examine how discussion topics
influence the performance of LLMs in de-identifying PII within posts. However, we share
Holmes et al.’s (2024) view on the importance of testing de-identification algorithms using
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benchmarks specifically designed for the educational context. Notably, their data set also
categorizes different types of PII, which enables the evaluation of how accurately algorithms
redact specific types of PII. Future work could leverage this data set to establish a
standardized benchmark, facilitating the comparison of algorithm performance across
different PII types using a common data set.

Another approach that can be considered in future work to mitigate the potential risk of
leaking PII is to use a hide-in-plain-sight approach (Carrell et al., 2012). This method
involves substituting each identified case of PII with other text of the same type (replacing
one name with another name and one email with a different email, instead of using a
[REDACTED] tag). The rationale behind this approach is that it may confuse potential
misusers of the data, making it unclear whether the PII is original or merely part of a
generated pool. Holmes et al. (2023b) assessed the risk of re-identifying students after their
names were hidden using this strategy, using two human attackers. Their findings showed
that in most cases, the attackers were unable to accurately identify those names that were
actually leaked PIIs, having more false positives (generated names that attackers believed
were original) than true positives (leaked names correctly identified).

Despite reducing the number of correct identifications, there will still be a risk of some
original names being identified. Additionally, this approach introduces challenges in contexts
where precision in redaction systems is low. For instance, if the systemmisclassifies multiple
emails as names and substitutes them with other names instead of emails, a misuser could
detect this pattern and identify likely PII that the system failed to recognize and hide.
Additionally, if the LLM generates more common names during substitution, misusers might
infer that uncommon names (e.g. those of international students) represent actual PII names
that were not properly hidden. Although the hide-in-plain-sight approach holds promise as a
potential solution to the low precision issue, further research is needed to explore its
effectiveness and potential risks, assessing and improving the performance of the multi-class
categorization and evaluating the outcomes of this redaction approach across different PII
types.

Future work should also consider whether algorithmic bias (Baker and Hawn, 2022;
Mansfield et al., 2022; Ray, 2023; Xiao et al., 2023) impacts the performance of LLM-based
redaction, for instance, if an LLM performs more poorly for PII from less well-represented
groups of learners. This is not an issue exclusive to LLMs. Pattern matching and supervised
learning models can also suffer from it critically, especially when applied to new populations
that differ from those represented in their training data. Similarly, pre-built LLMs may also
be highly vulnerable to errors when processing unusual names (particularly those not
commonly found in the vast corpus used for training, mainly written in the English language)
or names that are also common dictionary terms (e.g. Cielo, which means sky in Spanish). If
algorithmic bias is detected, future studies might consider using prompts that make the LLM
aware of the need to handle names from diverse languages or fine-tuning the model with a
more diverse name database. This issue is also relevant for the hide-in-plain-sight approach,
where generated names may not sufficiently represent diverse demographics. Using a more
diverse name database could help mitigate the heightened risk of re-identification for
students from under-represented groups (Holmes et al., 2023b).

In this study, we also observed that GPT-4o, Llama 3.3 (and to a lesser degree Llama 3.1)
can identify many examples of PII that human coders overlooked. As noted by Zambrano
et al. (2023) in the context of qualitative coding, one of the key benefits of using GPT is not
just automation but also the addition of a verification layer to catch human errors. Although
LLM redactions are not flawless, analyzing discrepancies between LLM and human
redactions can reveal human mistakes. This indicates that LLMs, despite their tendency for
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over-redaction, are valuable not only for automating the de-identification process but also for
improving the accuracy of human-performed de-identification, which is susceptible to errors
and omissions. Considering that both humans and LLMs have their respective shortcomings
but can also compensate for each other's errors, exploring a hybrid approach that combines
human and AI efforts or integrates LLMs with other AI technologies may be worth
investigating in future research. This strategy could leverage the efficiency and recall of
LLMs while incorporating human expertise to minimize errors and improve precision. This
collaboration could significantly reduce the time and effort required for manual redaction
while addressing the limitations of automated systems.

In general, this research contributes to the ongoing discussion about the role of AI in
safeguarding data privacy, especially in the context of open science, where data sharing is
beneficial but carries the risk of disclosing PII. Although much of the recent conversation
around AI focuses on its potential privacy risks, particularly to learners, this application of
AI could help mitigate those risks.
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