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Extended Literature Review
Data governance for SHMSs
Data governance mechanisms provide clear frameworks for accountability, transparency, and compliance with legal standards, thereby reducing ambiguity about how personal data is handled (DAMA International, 2009; Merhej et al., 2024). Prior research has shown that increased transparency and accountability in data management can alleviate user apprehension about data misuse or unauthorized access (Chang and Fang, 2013; Xu, 2019). Moreover, data governance is not only critical for managing privacy risks but also helps mitigate related functional barriers such as technological complexity or lack of perceived value. In SHMS contexts, the integration of procedural safeguards (e.g., traceability, legislative protection) and relational mechanisms (e.g., trust-building) has been shown to lower users' resistance by creating a sense of control and predictability (Gleiss and Lewandowski, 2022; Tan et al., 2023).
Data governance mechanisms can be categorized into structural, procedural, and relational mechanisms (Abraham et al., 2019). Within procedural mechanisms, prior studies have emphasized that the elements of cultural and religious differences directly influence procedural aspects—such as informed consent processes, language localization, data-sharing permissions, and acceptable data usage boundaries—specifically in healthcare contexts (Abraham et al., 2019; Culnan and Armstrong, 1999; DAMA International, 2009). For instance, religious differences often influence the ethical handling of data, alongside other sensitive topics such as sexual orientation (DAMA International, 2009; Tschider, 2020). Similarly, cultural differences can generate data sharing conflicts in relation to the issue management process. Implementing a data strategy usually requires making some organizational and cultural changes to support that strategy (DAMA International, 2009).
In healthcare, data governance is the process through which the responsibilities of data stewardship are conceptualized and operationalized (Paparova et al., 2023; Rosenbaum, 2010). It involves the implementation of procedural mechanisms to manage issues such as regulatory compliance, data security, data access, data quality, and policy and standards conformance. However, beyond formal responsibilities and procedures, effective data governance in the healthcare domain must also emphasize the human aspect, maintaining the cross functional communication, trust-building, and transparency with individual customers (DAMA International, 2009).
Innovation resistance theory
Psychological barriers, such as privacy concerns, surveillance discomfort, and dependence (Mani and Chouk, 2017; Prakash and Das, 2022; Talwar et al., 2023), emerge when an innovation conflicts with individuals’ existing beliefs (Park et al., 2022; Ram and Sheth, 1989). Functional barriers emerge when individuals perceive substantial changes resulting from adopting an innovation (Park et al., 2022; Ram and Sheth, 1989). Functional barriers include usage barriers, complexity barriers, and value barriers, among others. Usage barriers refer to the perception that adopting an innovative application requires disrupting existing usage habits and routines in an undesirable manner (Prakash and Das, 2022). These barriers, as the most prevalent cause of innovation resistance, represent the perceived incompatibility of innovation with the customers’ existing practices and workflows (Iyanna et al., 2022; Mani and Chouk, 2017). Complexity barriers emerge when users perceive an innovation as difficult to comprehend or integrate into their existing routines (Friedman and Ormiston, 2022; Kaur et al., 2020). Such perceptions have been shown to significantly deter user engagement in various digital health contexts (Orbaiz and Arce-Urriza, 2024). Value barriers typically arise when users feel the innovation offers insufficient advantages relative to alternatives or introduces new costs—whether technical, cognitive, or financial (Hew et al., 2019; Iyanna et al., 2022).


Table S1. Summary of Studies Analyzed in the Problematization of HIT Research
A review of recent research highlights a notable gap: few studies have explicitly examined how data governance can alleviate privacy concerns and other barriers resulting in users’ resistance to SHMSs (Chibuike et al., 2024; Davidson et al., 2023; Yaqoob et al., 2022). To explore and critically assess this gap, we conducted a literature review using a problematization approach, guided by Alvesson and Sandberg's (2011) framework. This approach allowed us to question taken-for-granted assumptions and gain a deeper understanding of prevailing theoretical positions in the field. Our review targeted articles published in leading information systems (IS) and health information technology (HIT) journals. We identified relevant studies using Boolean search terms such as “privacy,” “health*,” “smart monitoring*,” “data governance,” “resistance,” and “innovation.” A total of 16 articles were selected for in-depth analysis, representing mainstream perspectives and revealing theoretical and empirical blind spots (see Table S1). Most of the reviewed studies suggest that enhanced ‘guidance’ could help address the identified challenges (or barriers) and facilitate the adoption of smart healthcare innovations. However, few explicitly examine data governance mechanisms as a form of such guidance. Instead, many studies treat data governance implicitly, without fully analyzing its role in mitigating resistance.
	No
	Article
	HIT area
	Privacy-related issues
	Functional barriers
	Explicit analysis of data governance for mitigating resistance
	Implicit analysis of data governance for mitigating resistance
	Theory
/Framework
	Method
	Participants
	Main finding(s)

	1
	Alaiad and Zhou (2017)
	Wireless-sensor-network-based smart home
healthcare systems
	Privacy concerns,
human detachment concerns
	N/A
	
	“The knowledge gained in this study can be used to guide and develop training material for the design of WSN-SHHS that users are likely to adopt” (p. 18).
	The UTAUT model with the Pleasure‐Arousal‐Dominance (PAD) theory 
	Mixed method
	15 home healthcare patients and
medical professionals
	“We identified several new constructs in relation to WSN-SHHS adoption, including human detachment concerns, privacy concerns, life-quality expectancy and cost concerns. In addition, we confirmed the constructs from the general adoption model” (p. 4).

	2
	Boppiniti (2018)
	Healthcare data governance
	Privacy concerns,
resistance to change
	N/A
	
	“This study delves into the intricacies of healthcare data governance, identifying key
challenges such as data silos, privacy concerns, and regulatory compliance” (p. 73).
	N/A
	Review paper
	
	“The research underscores the importance of stakeholder collaboration and the integration of emerging technologies, including blockchain and AI, to address governance complexities. By focusing on strategies tailored to the healthcare industry, the study offers actionable insights for improving decision-making, fostering innovation, and safeguarding patient trust in a rapidly evolving digital landscape” (p. 73)

	3
	Feeney et al. (2020)
	eHealth
	Privacy
	Unfamiliarity with digital records,
lack of public/healthcare professional confidence in the system, inadequate and fragmented legal frameworks, interoperability issues and regional differences in access to ICT
	
	This paper highlights several key ethical, legal, and social issues (ELSI), along with challenges related to the design and implementation of a Personal Health Record project.
	N/A
	Conceptual paper
	
	“This paper highlights their importance and benefits, but also identifies a number of significant ethical, legal and social issues (ELSI) and challenges to their design and implementation, regarding (1) the kind of information that should be stored, (2) who should have access to information, and (3) potential misuse of information. These challenges need to be urgently addressed to make possible the beneficial use of ePHRs for vulnerable migrants in Europe” (p. 27).

	4
	Gagnon et al. (2016)
	Electronic personal health records (ePHRs)
	User attitudes, legal and ethical issues (information control and custody, confidentiality, privacy and security)
	User capacities 
System design (usability and relevance)
	
	“Guidance is needed on critical issues regarding ePHRs, such as ePHR definition, data ownership, access to information and interoperability with other electronic health records (EHRs). Better guidance on these issues would provide a greater awareness of ePHRs and inform stakeholders including clinicians, decision-makers, patients and the public. In turn, it may facilitate their adoption in the country” (p. 430).
	N/A
	qualitative
	35 individuals from seven Canadian provinces.
	Factors that may influence ePHR adoption are related to knowledge, system design, user capacities and attitudes, environmental factors and legal and ethical issues.

	5
	Hunter et al. (2020)

	Smart home, home monitoring technology
	Security, privacy, and confidentiality
	Usability
	“This study highlights the importance and the complexity of management and governance of systems to collect and disseminate such information” (p. 1).
	
	N/A
	Qualitative
	44 health care professionals
	Three overarching themes were identified: “access to technology and systems,” “collecting and sharing of information,” and ““barriers to uptake (such as privacy).”

	6
	Liang et al. (2024)
	Telehealth Artifact
	Privacy concerns
	Technical barriers
	
	One of the main objectives is “to understand existing cybersecurity issues in identity management and trustworthy communication processes in telehealth platforms” (p. 1)
	N/A
	Qualitative
	20 general users and 5 expert users within the United States and Europe
	“Our investigation identified key challenges to identity management and trustworthy communication processes in telehealth platforms used in the current health care domain” (p. 1).

	7
	Lu et al. (2021)
	healthcare
technological innovation
	Patient privacy
	Changes in regulations and policies
	
	“Medical information digitalization applications must obtain available data and set strict screening criteria to improve the repeatability and availability of data. In addition, the close collaboration between patient engagement and feedback, clinical providers, and health system leaders ensures that knowledge of data generation is integrated into the analysis to obtain clinical outcomes that are meaningful. In this regard, the collection, analysis, and application of medical information digitalization need the cooperation among stakeholders from different departments and even different disciplines” (p. 4).
	Innovation resistance theory
	Qualitative
	Experts who all have work experience with medical digitalization,
application, or management, such as physicians, medical staff, and scholars. Physicians.
	“This study emphasized the interaction of medical information digitalization barriers and applies the importance-resistance analysis model (IRA) to identify the resistant factors overcoming strategy. It also clarifies the pathway to eliminating the innovation resistance and reveals the interaction of medical information digitalization barriers” (p. 1).

	8
	Melchiorre et al. (2018)
	eHealth
	Privacy,
Cultural resistance
	A lack of skills among patients and care providers,
Inadequate technical/ICT support, compatibility between eHealth tools.
	
	“European health systems promoting ageing-in-place for patients with long-term conditions also need to promote infrastructure and guidelines in the eHealth sector. We mainly found adoption of EHRs, followed by registration databases with patients’ health data and digital healthcare communication, which are important tools for enhancing care integration and coordination, but they are not the most advanced applications” (p. 61).
	N/A
	Quantitative
	Managers from 101 integrated care programs
	“Out of 101 programs, 85 adopted eHealth applications, of which 42 focused explicitly on older people. In most cases Electronic Health Records (EHRs), registration databases with patients’ data and tools for communication between care providers were implemented. Percentages were slightly higher for programs addressing older people. eHealth improves care integration and management processes. Inadequate funding mechanisms, interoperability and technical support represent major barriers” (p. 53).

	9
	Merhej et al. (2024)
	Healthcare information exchange (HIE)
	Data privacy
	N/A
	
	Data governance is mentioned to be part of legal challenges. The authors indicate that “Establishing clear data governance frameworks that address these concerns while promoting transparency, accountability, and trust is essential for successful HIE implementation” (p. 6).
	N/A
	Quantitative
	Secondary data collection
	“This paper presents a survey about HIE systems, and the aim is two-fold: we first present the architecture of HIE systems along with their challenges; then, we categorize and classify the current state-the-art-techniques that show the potential of using blockchain and AI technologies in such systems” (p. 1).

	10
	Mirzaei et al. (2024)
	Public health services
	Privacy,
Fairness, transparency, access disparities, user experiences, reliability
	N/A
	“This study emphasizes the need for ongoing ethical review from stakeholders to ensure responsible innovation and advocates for tailored governance to enhance large language Models (LLM) use in healthcare, aiming to improve clinical outcomes ethically and effectively” (p. 1)
	
	N/A
	Qualitative
	3049 posts and comments extracted from a self-identified clinician
Subreddit.
	“Analysis uncovered 14 salient themes of ethical implications, which we further consolidated into 4
overarching domains reflecting ethical issues around various clinical applications of LLM in healthcare, LLM coding,
algorithm, and data governance, LLM’s role in health equity and the distribution of public health services, and the relationship between users (human) and LLM systems (machine)” (p. 1).

	11
	Mugonza and Basaza-Ejiri (2018)
	Information technology (IT) solutions in the health and medical domains
	Reliability in terms of Data privacy 

	Confidentiality,
and integrity
	
	“Design principles for the
DataSHIELD are promising, data governance, trust, and data
migration issues were not yet addressed” (p. 31).

 “key implementers of Cloud computing based health research collaborations identified that adoption of such technologies is affected negatively also by its reliability including lack of trust by users for privacy, confidentiality, and integrity, inaccessibility dictated by unfairly developed usage Service Level Agreements (SLAs), data sharing inefficiencies and lack of cloud computing knowledge” (p. 36).
	N/A
	Qualitative
	11 participants
	“We have identified these issues including Reliability in terms of Data privacy, confidentiality, and integrity; Data sharing; Organizational change and Innovation resistance” (p. 30).

	12
	Ng et al. (2024)
	Traditional, complementary, and integrative medicine (TCIM)
	Data privacy and ethical concerns,
resistance to cultural change
	Integration with traditional medicine
	
	“In addressing these concerns, the CARE Principles for Indigenous Data Governance offer valuable guidance” (p. 5).
	N/A
	Review article
	
	“We emphasize the transformative shift in medical science towards open and collaborative practices, highlighting the limited application of open science in TCIM research despite its growing acceptance among patients” (p. 1).

	13
	Okyere Boadu et al. (2025)
	Information governance (IG) system
	Privacy concerns
	Change and cultural barriers
	
	“Poor adherence to data collection and reporting guidelines, and resistance to change and cultural barriers” (p. 10).
	N/A
	Quantitative
	432 healthcare professionals
	“The results of the study indicate that healthcare organizations have data governance policies established, however, the understanding of these policies and procedures was moderate among professionals, signifying urgent education on these policies” (p. 18).

	14
	Olawade et al. (2025)
	Healthcare governance
	Data privacy
	Compliance with healthcare regulations;
data accuracy concerns; system fragmentation

	“This study provides an essential foundation
for understanding the role of IG professionals in AI adoption within the NHS. By addressing critical concerns related to data governance, privacy, and ethics, the findings will help inform strategies for the responsible integration of AI into healthcare systems” (p. 9).
	
	The
Unified Theory of Acceptance and Use of Technology (UTAUT)
	Qualitative
	Six Information Governance (IG) professionals
	“While participants acknowledged AI’s potential to improve efficiency, they raised concerns about data accuracy, algorithmic bias, cybersecurity risks, and unclear regulatory frameworks. Participants also highlighted the importance of ethical implementation and the need for national oversight” (p. 1).

	15
	Wibowo et al. (2025)
	Digital health
	Data Privacy
	Disparities in digital transformation; infrastructure as a barrier; market access concerns
	
	“Across all country income levels, technology and data governance were considered essential for the ethical integration of AI into health care systems” (p. 1).
	N/A
	Qualitative
	31 semistructured interviews with participants
	“Participants discussed the promise of AI technology for adoption and integration in the health sector. In lower–middle-income and upper–middle-income countries, disparities in digital transformation—such as infrastructure barriers, market access concerns, and limited investment—were viewed as critical impediments. Across all country income levels, technology and data governance were considered essential for the ethical integration of AI into health care systems. AI is perceived to have the potential to transform health systems, including population health management, service accessibility, operations management, health systems financing and health care payment, and personalized medicine” (p. 1).

	16
	Winter and Davidson (2019)
	Personal health information (PHI)
	Privacy regulation
	The lack of data standardization and interoperability
	
	“Enhanced governance techniques and tools will be required to help preserve the autonomy and rights of individuals to control their PHI” (p. 2).
	N/A
	Conceptual
	N/A
	“This paper argues that these characteristics of machine learning will overwhelm existing data governance approaches such as privacy regulation and informed consent” (p. 2). “This paper informs work seeking to harness these resources for societal good amidst many competing value claims and substantial risks for privacy and security ” (p. 2).




Table S2. Demographic Information of Interview Participants
	Participant#
	Age
	Gender
	Industry
	Occupation
	Education
	Familiarity with SHMSs
	End-user?

	1
	35
	Female
	Government 
	Director of Clinical Digital Governance
	Postgraduate diploma
	Very familiar
	No

	2
	45
	Male
	Government 
	Manager of Data Governance
	Master’s degree
	Familiar
	No

	3
	70
	Female
	N/A
	Retired
	N/A
	Very familiar
	Yes

	4
	34
	Female
	Government 
	Staff
	Master’s degree
	Very familiar
	Yes

	5
	47
	Female
	Healthcare
	Caregiver
	High school
	Familiar
	No

	6
	38
	Female
	Healthcare
	Nurse
	Bachelor’s degree
	Very familiar
	No

	7
	45
	Female
	Healthcare
	Caregiver
	Bachelor’s degree
	Familiar
	No

	8
	33
	Male
	Technology 
	Technical manager 
	Doctorate degree
	Very familiar
	No

	9
	35
	Female
	Healthcare 
	Nurse
	Postgraduate diploma
	Very familiar
	No

	10
	51
	Female
	Healthcare 
	Project manager
	Doctorate degree
	Very familiar
	No

	11
	30
	Male
	Technology 
	Developer
	Doctorate degree
	Very familiar
	No

	12
	43
	Female
	Healthcare 
	Caregiver
	High school
	Familiar
	No

	13
	52
	Female
	Education
	Lecturer
	Doctorate degree
	Not familiar
	Yes

	14
	83
	Female
	Education
	Retired
	High school
	Not familiar
	Yes

	15
	34
	Male
	Technology
	Staff
	Bachelor’s degree
	Familiar
	Yes

	16
	25
	Female
	Education
	Student
	Master’s degree
	Not familiar
	Yes

	17
	38
	Male
	Technology
	Unemployed
	Master’s degree
	Not familiar
	Yes

	18
	37
	Female
	Marketing
	Staff
	Bachelor’s degree
	Not familiar
	Yes

	19
	49
	Male
	Technology
	Staff
	Bachelor’s degree
	Familiar
	Yes

	20
	50
	Female
	Education
	Staff
	Master’s degree
	Familiar
	Yes











Table S3. Selected Quotes from Interview Respondents
	Selected quotes supporting the elements of data governance mechanisms and variables
	Key indicators for coding
	Element/variable

	· “Accountability sounds important, but honestly, as a regular user, I don’t really notice it or even know it’s there. That makes it difficult for me to really care or support the system development” (p#4).
·  “For the same reason, it's hard to see how it [accountability] could meaningfully help address my privacy concerns” (p#4).
·  “To keep health data safe and handle any related issues, it's really important to have clear [accountability]. In this way, everyone involved knows who’s ultimately responsible if something goes wrong, which helps everyone feel more supported and secure” (p#5).
	Users’ perception about improving privacy concerns through structure-focused data governance of proper accountability and responsibility while using an SHMS.
	Accountability

	· “We have mechanisms for responsibility in charge of privacy violations in a digital innovation context” (p#2).
·  “From the view of stakeholders’ collaboration, responsibility-based mechanisms help increase the entire quality of the service and simplify complicated processes among various stakeholders” (p#2).
·  “Our company complied with relevant laws and regulations, such as the General Data Protection Regulation, by assigning a data protection officer to oversee and supervise data-related issues within the organization” (p#11).
· “We are trying to comply with the General Data Protection Regulation…it is the European law which was reintroduced maybe between 2017…the GDPR requires and implies that the organization will have a so-called Data Protection Officer… data protection officer is the person who oversees and controls all these things [data from European residents]…and in this case you [we] might wish to consider adding this sort of data protection officer in case you [we] want to expand your [our] product out of New Zealand two years later… for example, to the European Union…” (p#11).
	
	Responsibility

	· “Effective legislative protection mechanisms can influence how users look at the value of the smart service … it is because robust health data protection mechanisms are critical for the overall value derived from data … and it is very helpful to simplify the process of our data protection activities when complying with the GDPR framework” (p#5).
· “I am very familiar with the existing privacy acts and codes …[because] we were repeatedly mentioned all those acts when we have nursing courses” (p#5).
· “I'm not as familiar as I should be…but I believe legislative protection is a key to effective privacy management. I guess in New Zealand where generally people are pretty well protected it's an area that's really difficult to make sure it's well covered in law” (p#3).
	Users’ perception about improving privacy concerns through procedure-focused data governance, in particular through legislative protection, cultural and religious differences, and traceability mechanisms while using an SHMS.
	Legislative protection

	· “Cultural differences and religious diversity really need to be considered throughout the whole implementation process. It’s about making sure people understand that their data is being collected, being held, and being accessed, and making sure that they're happy with all that fits. These things need to be carefully monitored, not just written down on paper” (p#9).
· “For example, New Zealand respects Māori culture… we must also obey Māori data protection rights” (p#8).
· “It’s better to be humane and respectful, especially when it comes to their [users’] religious information, which can raise serious concerns about privacy. We should ensure their [users’] personal information is carefully protected” (p#5).
	
	Cultural and religious differences

	· “To be able to use that device within New Zealand, we have to switch off the voice recognition part, but there were questions such as can I be listened or can I be tracked” (p#10).
· “They [service providers] will be able to monitor improper data transfer processes. This [traceability] can avoid or detect unauthorized behaviors and increase the data protection ability of the system [SHMS]… In this sense, the tracing ability simplifies management and collaboration processes among service providers and reduces the feeling that the service is too complex to understand” (p#4).
	
	Traceability

	· “You can always provide really clean and clear explanations, including a lot of detail, and that will give, like most people, won't care to go into that level of detail. But for the people that do, it's good to have that there and available for them” (p#2).
· “When we collect personal data from customers, we need to clearly explain our aim, behaviors… why we have to use it. By making the whole data sharing process open and transparent … customers can better understand the benefit or value from using it [device] and reduce reluctance to cooperate with us” (p#5).
	Users’ perception about improving privacy concerns through communication-focused data governance of transparency and trust while using an SHMS.
	Transparency

	· “Overall, trust is an extremely important thing. It can even have a direct impact on the health index of the elderly” (p#7).
· “Trust can boost users’ confidence in its potential value of the service and minimize perceived risks or difficulties, thereby encouraging users to give it a try” (p#4).
	
	Trust

	· “In my experience, people often struggle with using a separate reading device rather than using their phone. They have to plug that into a computer and upload it, which can be especially challenging for older individuals to get the information onto the website. Ideally, they would come into the clinic, and the staff could assist them using a computer, but that requires a driver and IT access to… I think very few people are willing to do this partly due to privacy concerns” (p#9).
· “Obviously, to reduce the risk of data leaks, I need to adjust more settings or even turn off some personalized services to protect my privacy. But doing all this creates extra barriers for me when using the system” (p#19).
· “I feel like data privacy is still going to be a bit of a barrier for smart devices. Some users might hesitate because they’re worried their personal information could be at risk” (p#20).
	Privacy concerns vs usage barriers

	· “People have privacy concerns based on assumptions that ask for better protection, better security, and better configurability. For example, when you access Facebook's settings, you'll find a variety of options—not because Facebook created them, but because users, driven by demand, pushed for them. I can see a similar trend unfolding in digital health contexts” (p#1).
· “In my experience, people often struggle with using a separate reading device rather than using their phone, they have to plug that into a computer and upload it, which can be especially challenging for older individuals to get the information onto the website. Ideally, they would come into the clinic, and the staff could assist them using a computer, but that requires a driver and IT access to…I think very few people are willing to do this partly due to privacy concerns” (p#9).
	Privacy concerns vs complexity barriers

	· “[Despite the purpose of reducing privacy concerns], potential users may find it complex to understand complicated legislative terms…. it’s quite often to be asked to give more consents … it could deter them from recognizing the potential value of a smart device … or matching up with new rules” (p#2).
· “I feel like the value of my smart device really drops when I start getting anxious about the privacy of my health information” (p#13).
·  “Privacy worries can make people hesitate to trust this service because, deep down, there’s always that fear of personal information slipping out. When users feel their data isn't safe, it’s hard for them to see the real value in using it” (p#19).
· “If it I’m not sure about how my health data is handled, it really makes me question the value of the service [the SHMS]and whether I feel comfortable enough to use it” (p#16).
	Privacy concerns vs value barriers

	· “Some patients found it challenging to remember to recharge or set up a smart device … which could deter them from wearing it” (p#12).
· “The biggest challenge with a new product is whether users can adapt to it quickly. If the design helps people build a habit fast, keeps the learning curve low, and isn’t just for tech-savvy users—like me, for example, with no real technical background—I’m sure it’ll be well-received” (p#18).
	Users’ resistance to SHMSs is influenced by functional barriers such as how useful they perceive the system to be, how difficult it seems to use, and whether they believe it offers better value than other available options).
	Usage barriers vs users’ resistance

	· “I find the appearance of the app looks a bit cluttered…  I think it should have a simpler design … it is complicated for me to manage my health data properly, for example, uploading the records in the correct location and removing them after a period for my privacy purpose” (p#4).
· “Technology and apps are evolving way too fast these days. The idea behind this service is great, but if it’s meant for chronic disease management and mainly for older adults, the complexity of its features is bound to cause problems. It could make users feel frustrated or even resistant to using it” (p#19).
	
	Complexity barriers vs users’ resistance

	· “I need to understand the value of new technology, whether it’s actually beneficial for my health compared to the way I used to manage my treatment. If it doesn’t appeal to me or offer something better, why should I use it?” (p#18).
· “I think this is pretty common, not just with health monitoring systems. If I feel like a product or service isn’t helping me or doesn’t bring any real value, why would I keep using it?” (p#20).
	
	Value barriers vs users’ resistance

	· “My mother, who's still alive and is 89, lacks confidence in her ability to use new technology. She doesn't even want the Internet in her house because she finds it difficult to maintain and it's giving access to her information” (p#3).
· “I’ve found that protecting my personal data privacy often means going through countless settings or giving disclaimers to others. These steps make me feel overwhelmed and powerless. Technically, I don’t feel capable of handling it all, and it just makes me want to give up on using them” (p#18).
	Self-efficacy indirectly affects how users view the use of SHMSs, it also shapes of how complex and valuable they seem. These views can lead to their resistance toward adopting SHMSs.
	Self-efficacy on the relationship between usage barriers and users’ resistance

	· “I’ve heard that some of our customers have stopped using the monitoring device because the battery keeps running out. They found it frustrating, and they were just unable to manage the upkeep” (p#7).
· “Like I said earlier, complex features can be challenging for users. It really depends on whether they have a technical background or the skills to navigate the system. Generally, younger users who grew up in the digital age find it easier to adapt, so they’re probably more likely to use it“ (p#19).
	
	Self-efficacy on the relationship between complexity barriers and users’ resistance

	· “Many times, if I don't have strong skills in operating high-tech products, it does affect my judgment of their value. So I tend to think they can't really help me. At the same time, if I anticipate that the device offers little value to me, I definitely won’t be willing to use it” (p#19).
· “To put it simply, I’m not great with high-tech products. I know my skill level may affect how well I can use them and get the most out of them, which in turn impacts how willing I am to actually use them” (p#18).
	
	Self-efficacy on the relationship between value barriers and users’ resistance




Table S4. Demographic Information of the Survey Respondents
	Items
	Category
	Frequency
	Ratio

	Age
 
	18-24
	63
	23%

	
	25-34
	97
	35%

	
	35-44
	59
	21%

	
	45-54
	36
	13%

	
	55-64
	13
	5%

	
	65 or older
	9
	3%

	Gender
 
	Female
	145
	52%

	
	Male
	127
	46%

	
	Others
	5
	2%

	Education 
	Some schools, no degree
	2
	1%

	
	High school graduate
	36
	13%

	
	Some colleges, no degree
	51
	18%

	
	Bachelor’s degree
	123
	44%

	
	Master’s degree
	36
	13%

	
	Professional degree
	9
	3%

	
	Doctorate degree
	12
	4%

	
	Others
	8
	3%



Table S5. Measurement Items of Constructs
The measurement and structural models were tested using Partial Least Squares-Structural Equation Modelling (PLS-SEM) and SmartPLS v4 software. PLS-SEM is a causal-predictive approach to SEM that emphasizes prediction in assessing statistical models, where structures are developed to provide causal explanations (Hair et al., 2019). PLS-SEM is ideal for complex modeling because it has fewer constraints (e.g., non-normal data distribution and sample sizes), making it advantageous when the data do not meet the strict assumptions required by covariance-based structural equation modeling (CB-SEM) (Hair et al., 2019). Moreover, PLS-SEM is suitable for exploratory research (Benitez et al., 2020) and has been commonly applied in quantitative research to assess the relationship between variables in a privacy-related healthcare context (Dadhich et al., 2022; Hassandoust et al., 2021; Liu and Tao, 2022).
	Construct
	Items
	Reference

	Accountability (ACCO)
	ACCO1: I believe that if usage rules set by smart health service provider of the SHMS are broken intentionally, the offenders should be held accountable.
	Gajanayake et al. (2016)

	
	ACCO2: I believe that I should have the right to inquire of the smart health service provider about possible misuse of my health information.
	

	
	ACCO3: I believe that the smart health service provider of the SHMS should be required to justify why they have accessed/used my health information which they did not require for a given episode of care.
	

	Responsibility (RESP)
	RESP1. I believe that smart health service provider of the SHMS should tell me the truth related to the collection and use of my personal health information.
	Son and Kim (2008)

	
	RESP2. I believe that smart health service provider of the SHMS should be honest with me when it comes to collecting and using my personal health information.
	

	
	RESP3. I believe that smart health service provider of the SHMS should fulfil its promises about collecting and using my personal health information.
	

	
	RESP4. I believe that smart health service provider of the SHMS should be, in general, predictable and consistent regarding the usage of my personal health information.
	

	
	RESP5. I believe that smart health service provider of the SHMS should be trustworthy in handling my personal health information.
	

	Legislative protection (LEGP)
	LEGP1: I think the existing laws in my living country are sufficient to protect my health data privacy.
	Lwin et al. (2007)

	
	LEGP2:	I think there are stringent international laws to protect my personal information that I share in the SHMS.
	

	
	LEGP3: I think the government is doing enough to ensure that I am protected against data privacy violations.
	

	[bookmark: _Hlk174959647]Cultural and religious differences (CURE)
	CURE1: I think I would be uncomfortable using the SHMS due to privacy while sharing my health data and interacting with people of the opposite gender who are providing the service to me.
	Karadag et al. (2019)

	
	CURE2: I think I may not use the SHMS and share my health data and interact with involved people of the service providers of the opposite gender who are providing the service to me.
	

	
	CURE3: I think I may have difficulty in communicating with others in the systems who cannot speak English.
	

	
	CURE4: I think I may have difficulty in explaining or understanding while sharing my health data and interacting with other people due to differences in religious belief.
	

	Traceability (TRAC)
	TRAC1: I expect the SHMS to help me carefully trace and evaluate my health condition (e.g., blood glucose).
	Wu et al. (2021)

	
	TRAC2:	I expect traceability of the SHMS gives me quick and easy access to large and integrated volumes of information I need.
	

	
	TRAC3: I expect traceable information the SHMS provides is trustworthy.
	

	Transparency (TRAN)
	TRAN1: I believe the SHMS should allow me to find out my health information that the SHMS keeps in their databases.
	Xu (2019)

	
	TRAN2: I believe the SHMS service providers should tell me how long they will keep information they collect from me.
	

	
	TRAN3: I believe the purpose that the SHMS collect my health data should be clear.
	

	Trust (TRUS)
	TRUS1: I believe the SHMS should operate in a highly reliable manner.
	Chang and Fang (2013)

	
	TRUS2: I believe the SHMS should promote my benefits as well as its own. 
	

	
	TRUS3: I believe the SHMS does not engage in any kind of exploitive and damaging behaviour to me
	

	
	TRUS4: I feel confident and assured in using the SHMS.
	

	Privacy concerns (PRIV)
	PRIV1: I am concerned that the information gathered through the SHMS could be misused.
	Hong and L. Thong (2013); Trkman et al. (2023)

	
	PRIV2: I am concerned that the SHMS service providers (e.g., technology providers) can find my private health information through the system.
	

	
	PRIV3: I am concerned about the SHMS capturing my information because of what others might do with it.
	

	
	PRIV4: I am concerned about the SHMS capturing my information because it could be used in a way I did not foresee.
	

	Usage barriers (USBA)
	USBA1: I think using a SHMS may require more frequent battery charging (or carrying a power bank).
	Prakash and Das (2022)

	
	USBA2: I think using the SHMS may require regular maintenance (e.g., battery change).
	

	
	USBA3: I think using a SHMS may not be compatible with users’ lifestyle/routine.
	

	
	USBA4: I think using a SHMS may require technology literacy, which may not be compatible with users’ technology knowledge.
	

	Complexity barriers (COBA)
	COBA1: I think learning to use the SHMS would be difficult for me.
	Prakash and Das (2022)

	
	COBA2: I think the SHMS would be difficult to use.
	

	
	COBA3: I am worried that the SHMS is cumbersome, and I am unsure about handling it.
	

	Value barriers (VABA)
	VABA1: I am quite skeptical about the benefits of using a SHMS.
	Prakash and Das (2022)

	
	VABA2: In my opinion, the SHMS does not offer any advantage compared to traditional health devices. 
	

	
	VABA3: In my opinion, entering data (e.g., name, age, etc.) in the SHMS is a complicated process.
	

	
	VABA4: In my opinion, using the SHMS does not increase users’ ability to control their health condition.
	

	Resistance to SHMS (RESH)
	RESH1: I think using a SHMS-based device may not be the right choice because it would cause problems that I do not need.
	Park et al. (2022)

	
	RESH2: I think I would reject the use of the SHMS-based device because it would involve too many uncertainties.
	

	
	RESH3: I think I would reject the recommendations from people about using the SHMS-based device.
	

	
	RESH4: I think I do not want to use a SHMS to monitor my health condition.
	

	Self-efficacy (SELF)
	SELF1: I am fully capable of using a technology like a SHMS.
	Henkens et al. (2021); Mani and Chouk (2017); 

	
	SELF2: I am confident in my ability to use a technology like a SHMS.
	

	
	SELF3: I know how to use a technology like a SHMS.
	

	
	SELF4: I am confident in my ability to understand how to use a technology like a SHMS.
	

	Personal innovativeness (PEIN)
	PEIN1: Among my peers, I am usually among the first to try new technology.
	Khalil et al. (2022)

	
	PEIN2: If I hear about new technology, I look for ways to experiment with it.
	

	
	PEIN3: In general, I am not hesitant to try out new technology.
	




Table S6. Convergent Validity Testing
All values reported in Table S6 are based on the final version of the model. The model was evaluated using standard criteria for indicator reliability, internal consistency, convergent validity, and discriminant validity (Chin, 2009). Four items (RESP2, CURE3, TRUS1, and TRUS2) were excluded due to low loadings or cross-loading issues. The items retained in the table demonstrate meet the recommended thresholds for indicator reliability, internal consistency (α > 0.70; CR > 0.70), and convergent validity (AVE > 0.50). Excluding unreliable constructs is beneficial, as it can significantly influence the robustness of findings by improving validity, enhancing model fit, and reducing bias, despite potentially leading to the loss of information (Hair et al., 2011; Sarstedt et al., 2019). After confirming the adequacy of the measurement model, the structural model assessment was performed. This assessment aims to examine collinearity among the exogenous constructs (Hair et al., 2019). The Variance Inflation Factor (VIF) test was conducted to verify collinearity among the constructs of this study. Most of the values were satisfactory, except for the PRIV3 item value in the privacy concerns construct, which was removed.
	Construct
	Item
	Loading
	Cronbach's alpha
	Composite reliability (rho_a)
	Composite reliability (rho_c)
	Average variance extracted (AVE)

	Accountability
	ACCO1
	0.782
	0.767
	0.781
	0.849
	0.585

	
	ACCO2
	0.795
	
	
	
	

	
	ACCO3
	0.773
	
	
	
	

	
	ACCO4
	0.707
	
	
	
	

	Complexity barrier
	COBA1
	0.834
	0.827
	0.838
	0.897
	0.743

	
	COBA2
	0.904
	
	
	
	

	
	COBA3
	0.847
	
	
	
	

	Cultural and religious differences
	CURE1
	0.934
	0.834
	0.935
	0.897
	0.747

	
	CURE2
	0.945
	
	
	
	

	
	CURE4
	0.690
	
	
	
	

	Legislative protection
	LEGP1
	0.922
	0.870
	0.880
	0.920
	0.794

	
	LEGP2
	0.876
	
	
	
	

	
	LEGP3
	0.875
	
	
	
	

	Personal innovativeness
	PEIN1
	0.662
	0.775
	1.255
	0.821
	0.610

	
	PEIN2
	0.713
	
	
	
	

	
	PEIN3
	0.941
	
	
	
	

	Privacy concerns
	PRIV1
	0.918
	0.895
	0.896
	0.935
	0.827

	
	PRIV2
	0.893
	
	
	
	

	
	PRIV4
	0.916
	
	
	
	

	Resistance to SHMS
	RESH1
	0.857
	0.907
	0.910
	0.935
	0.782

	
	RESH2
	0.914
	
	
	
	

	
	RESH3
	0.887
	
	
	
	

	
	RESH4
	0.878
	
	
	
	

	Responsibility
	RESP1
	0.917
	0.863
	0.923
	0.894
	0.681

	
	RESP3
	0.831
	
	
	
	

	
	RESP4
	0.814
	
	
	
	

	
	RESP5
	0.728
	
	
	
	

	Self-efficacy
	SELF1
	0.846
	0.859
	0.877
	0.905
	0.705

	
	SELF2
	0.895
	
	
	
	

	
	SELF3
	0.724
	
	
	
	

	
	SELF4
	0.883
	
	
	
	

	Traceability
	TRAC1
	0.869
	0.803
	0.835
	0.881
	0.712

	
	TRAC2
	0.815
	
	
	
	

	
	TRAC3
	0.846
	
	
	
	

	Transparency
	TRAN1
	0.773
	0.816
	0.891
	0.886
	0.723

	
	TRAN2
	0.905
	
	
	
	

	
	TRAN3
	0.867
	
	
	
	

	Trust
	TRUS3
	0.793
	0.708
	0.901
	0.863
	0.760

	
	TRUS4
	0.944
	
	
	
	

	Usage barrier
	USBA1
	0.611
	0.717
	0.846
	0.806
	0.516

	
	USBA2
	0.601
	
	
	
	

	
	USBA3
	0.871
	
	
	
	

	
	USBA4
	0.756
	
	
	
	

	Value barrier
	VABA1
	0.855
	0.812
	0.839
	0.877
	0.643

	
	VABA2
	0.878
	
	
	
	

	
	VABA3
	0.659
	
	
	
	

	
	VABA4
	0.797
	
	
	
	





Table S7. HTMT Values for Discriminant Validity
HTMT values above 0.9 indicate insufficient discriminant validity among conceptually similar constructs. The evaluation results in Table S7 show that all HTMT values between the constructs were below 0.9, meeting the required threshold.
	 
	ACCO
	COBA
	CURE
	LEGP
	PRIV
	RESH
	RESP
	SELF
	TRAC
	TRAN
	TRUS
	USBA

	COBA
	0.385
	
	
	
	
	
	
	
	
	
	
	

	CURE
	0.388
	0.540
	
	
	
	
	
	
	
	
	
	

	LEGP
	0.260
	0.172
	0.056
	
	
	
	
	
	
	
	
	

	PRIV
	0.218
	0.165
	0.189
	0.376
	
	
	
	
	
	
	
	

	RESH
	0.255
	0.548
	0.662
	0.064
	0.305
	
	
	
	
	
	
	

	RESP
	0.773
	0.306
	0.324
	0.170
	0.086
	0.214
	
	
	
	
	
	

	SELF
	0.300
	0.690
	0.367
	0.167
	0.038
	0.321
	0.327
	
	
	
	
	

	TRAC
	0.430
	0.208
	0.235
	0.051
	0.069
	0.310
	0.543
	0.233
	
	
	
	

	TRAN
	0.736
	0.320
	0.344
	0.137
	0.196
	0.226
	0.613
	0.275
	0.540
	
	
	

	TRUS
	0.160
	0.078
	0.167
	0.533
	0.408
	0.401
	0.069
	0.080
	0.299
	0.074
	
	

	USBA
	0.119
	0.333
	0.301
	0.120
	0.273
	0.329
	0.106
	0.171
	0.139
	0.118
	0.152
	

	VABA
	0.328
	0.761
	0.614
	0.096
	0.338
	0.693
	0.349
	0.516
	0.392
	0.311
	0.283
	0.310






Table S8. Construct Correlations 
	
	ACCO
	COBA
	CURE
	LEGP
	PRIV
	RESH
	RESP
	SELF
	TRAC
	TRAN
	TRUS
	USBA
	VABA

	ACCO
	1.000
	-0.290
	-0.277
	-0.212
	0.186
	-0.199
	0.608
	0.257
	0.337
	0.579
	-0.106
	-0.039
	-0.245

	COBA 
	-0.290
	1.000
	0.442
	0.137
	0.143
	0.478
	-0.242
	-0.584
	-0.171
	-0.261
	-0.037
	0.295
	0.605

	CURE 
	-0.277
	0.442
	1.000
	0.027
	0.174
	0.571
	-0.259
	-0.318
	-0.186
	-0.270
	-0.140
	0.283
	0.488

	LEGP 
	-0.212
	0.137
	0.027
	1.000
	-0.334
	-0.022
	-0.158
	-0.132
	0.011
	-0.121
	0.419
	-0.027
	-0.002

	PRIV 
	0.186
	0.143
	0.174
	-0.334
	1.000
	0.275
	0.099
	-0.026
	-0.056
	0.179
	-0.350
	0.248
	0.300

	RESH 
	-0.199
	0.478
	0.571
	-0.022
	0.275
	1.000
	-0.199
	-0.287
	-0.270
	-0.195
	-0.342
	0.317
	0.601

	RESP 
	0.608
	-0.242
	-0.259
	-0.158
	0.099
	-0.199
	1.000
	0.288
	0.446
	0.497
	0.005
	-0.028
	-0.266

	SELF 
	0.257
	-0.584
	-0.318
	-0.132
	-0.026
	-0.287
	0.288
	1.000
	0.196
	0.241
	0.050
	-0.162
	-0.418

	TRAC
	0.337
	-0.171
	-0.186
	0.011
	-0.056
	-0.270
	0.446
	0.196
	1.000
	0.430
	0.223
	-0.073
	-0.318

	TRAN 
	0.579
	-0.261
	-0.270
	-0.121
	0.179
	-0.195
	0.497
	0.241
	0.430
	1.000
	-0.006
	-0.015
	-0.238

	TRUS
	-0.106
	-0.037
	-0.140
	0.419
	-0.350
	-0.342
	0.005
	0.050
	0.223
	-0.006
	1.000
	-0.128
	-0.234

	USBA 
	-0.039
	0.295
	0.283
	-0.027
	0.248
	0.317
	-0.028
	-0.162
	-0.073
	-0.015
	-0.128
	1.000
	0.275

	VABA 
	-0.245
	0.605
	0.488
	-0.002
	0.300
	0.601
	-0.266
	-0.418
	-0.318
	-0.238
	-0.234
	0.275
	1.000
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