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[bookmark: _Hlk216771282]Table A1. Review of literacy scales 
	Literacy construct

	Type of literacy measured
	Scale characteristics

	Dimensions
	Source

	Information Literacy
	Ability to locate, evaluate, use, and communicate information

	10 items on a 5-point Likert-type scale
	Unidimensional
	Reddy et al. (2022)

	
	Information knowledge, skills, attitudes, awareness, and ethics

	34 items on a 5-point Likert-type scale
	Information consciousness; knowledge; ability; ethics (e.g., intellectual property, data security, citation norms)

	Li et al. (2025)

	
	Self-efficacy information literacy scale
	21 items on a 5-point Likert scale
	(1) Defining the need for information; (2) Initiating the search strategy; (3) Locating and accessing resources; (4) Assessing and comprehending information; (5) Interpreting, synthesizing, and using information; (6) Communicating information; (7) Evaluating the product and process

	Kurbanoglu et al. (2006); Mughari et al. (2025)

	
	Social media information literacy
	24 items. 7-point Likert-type scale (1 = difficult, 7 = easy)

	Navigation; Curation; Appraisal; Comprehension; Creation; Social interaction
	Heiss et al. (2023)

	
	Information literacy in digital environment
	4 items on a 5-point Likert-type scale


	Unidimensional
	Sun and Dong (2024)

	
	Workplace information literacy (WIL)
	62 items. 5-point Likert-type scale
	Identify; Assess; Retrieve; Evaluate critically; Adapt; Organize; Communicate; Review 


	Aslam et al. (2025)

	Media literacy
	Ability to understand, analyze, evaluate and comprehend media messages in a variety of forms

	24 items with a 6-point Likert scale
	Analyze; Evaluate; Comprehend
	Arshad et al. (2022)

	
	New Media Literacy (focus on digital media)

	35 items on a 5-point Likert-type scale
	Functional Consumption; Critical Consumption; Functional Prosumption; Critical Prosumption
	Koc and Barut (2016)

	
	New Media Literacy (focus on social media platforms)

	33 items on a 5-point Likert-type scale
	Consuming skill; Understanding; Analysis; Evaluation; Prosuming skill; Distribution; Creation
	Zhang et al. (2025)

	
	New Media Literacies for participation in a digital and participatory media environment

	28 items on a 5-point Likert-type scale
	Negotiation; Networking; Multitasking; Judgment; Appropriation; Performance; Simulation; Transmedia Navigation; Collective Intelligence
	Young (2015)

	
	New Online Media and Reporting Literacy

	22 items on a 5-point Likert-type scale
	Functional Consuming; Critical Consuming; Functional Prosuming; Critical Prosuming; Behavioral Consuming; Behavioral Prosuming
	Hsiao et al. (2023)

	
	English New Media Literacy (ENML)
	35 items on a 5-point Likert-type scale
	Consuming skill; Understanding; Analysis; Synthesis; Evaluation; Prosuming skill; Distribution; Production; Participation; Feedback
	Luan et al. (2023)

	
	Critical Media Literacy (focus on sociocultural, ideological, and political contexts) 

	28 items on a 5-point Likert-type scale
	Ability to assess situating discourse in a sociocultural context; Recognizing and participating in discursive practices; Calculating the impact of discourse on the community and oneself
	Neira et al. (2024)

	Privacy Literacy
	General (i.e., awareness and knowledge data practices and protection practices)

	6-item objective knowledge test
	Unidimensional
	Desimpelaere et al. (2020)

	
	General (i.e., awareness and knowledge data practices and protection practices)
	4 to 6 items, 5-point Likert-type scale
	Unidimensional


	Lyu et al. (2024); Ma and Chen (2023); Rosenthal et al. (2020)

	
	Personal data privacy literacy

	27 items, 5-point Likert-type scale
	Unidimensional

	Lund et al. (2025)

	
	Online privacy literacy
	20-item objective knowledge test
	Unidimensional
	Bartsch and Dienlin (2016); Harborth and Pape (2020); Sindermann et al. (2021)

	
	Privacy literacy (on social media)
	2 items on a 7-point Likert-type scale

	Unidimensional


	Choi (2023)

	Financial Literacy
	“Big 3” financial literacy framework
	 (Interest rates; Inflation; Investment risk diversification). Captures objective knowledge
	Unidimensional (Sum of correct answers)
	He et al. (2025); Isaia et al. (2024); Yu et al. (2023); Zheng et al. (2024)

	
	
	13 multiple-choice questions capturing objective knowledge (same concepts as above)


	Unidimensional (Sum of correct answers)
	Xiao et al. (2022)

	
	Other topics assess (beyond the “big 3”)
	13 multiple-choice questions capturing objective knowledge 
	Unidimensional (Topics of the questions: Net worth, Interest and accounts, Credit and debt, Credit bureaus, Investment risk, Insurance, Time value of money)
	Pelawi et al. (2025)

	
	
	6 questions (Mixed between self-reported and objective knowledge)
	Financial knowledge; Financial skills; Investment experience
	Yang and Li (2025)

	
	
	13 multiple-choice questions capturing objective knowledge 

	Unidimensional (Topics of the questions: Compound interest Inflation; Risk diversification; Risk–return trade-off)
	Rey-Ares et al. (2024)

	Digital Literacy


	Digital Literacy - General: The ability to identify, assess and use digital information
	10 items on a 5-point Likert-type scale
	Technical; Cognitive; Social-emotional
	Erdem et al. (2023); Kocarslan and Stoycheva (2025); Ng (2012); Nikou et al. (2022); Saritepeci et al. (2024)

	
	
	22 items on a 5-point Likert-type scale

	Operational skill; creative skill; social skill; information navigation; safety skill 
	Li and Hu (2022); Ren et al. (2022)

	
	
	15 items on a 5-point Likert-type scale

	Look; Find; Get; Evaluate; Use
	Mahmood et al. (2022)

	
	
	60 attributes or self-evaluated questions

	Media literacy; Information Literacy; Visual Literacy; Communication Literacy; Technology Literacy and Computer Literacy
	Reddy et al. (2023)

	
	
	20 items on a 5-point Likert-type scale


	Theorized as multidimensional (Technical / operational skills; Information and content evaluation; Communication and interaction; Ethical, safe, and responsible use of digital technologies) but found only one dimension (i.e., unidimensional scale)

	Avinç and Doğan (2024)

	
	
	17 items on a 5-point Likert-type scale

	Affective literacy; Behavior literacy; Cognitive literacy; Ethical literacy
	Liu et al. (2025)

	
	Digital Literacy Skills
	19 items on a 5-point Likert-type scale

	Information skills; Digital tools usage; Digital transformation
	Kaeophanuek et al. (2018)

	
	Internet skills
	23 items on a 5-point Likert-type scale

	Operational; navigation information; social; creative; mobile
	van Deursen et al. (2016)

	
	Task-oriented digital literacy
	No scale (completing a series of tasks)
	Photo-visual task; Reproduction task; Branching task; 
Information task
	Eshet-Alkalai (2004, 2012); Eshet-Alkalai and Chajut (2009); Hadad et al. (2023); 

	
	Web-oriented digital literacy
	No scale (completing a series of tasks)

	Unidimensional
	Hargittai (2005)

	
	Computer skills
	Binary (Yes/No) questions
	Computer operation skills; Digital navigation and interface use; Information search and retrieval;
Typing and keyboard proficiency

	Nurbekova et al. (2025)

	
	Digital competence
	10 items on a 5-point Likert-type scale

	Technical literacy; digital skills
	Wang et al. (2021)

	
	Technological habit
	3 items on a 5-point Likert-type scale

	One dimension
	Limayem et al. (2007)


	
	Digital literacy scale for postgraduate teacher educators
	44 items on a 5-point Likert-type scale
	Communicating and Sharing Digital Content; Creating Digital Content; Access and Usage of Digital Content; Safety Measures of Digital Tools

	Alom and Ramalingappa (2025)

	
	Digital literacy scale in medicine (focus on well-being)
	22 items on a 5-point Likert-type scale

	Information and communication; Content creation and management; Safety and security 
	Choi et al. (2023)

	
	Digital Literacy Scale for Teenagers
	29 items on a 5-point Likert-type scale

	Technological (or Instrumental) Skill; Communication Skill; Informational Skill; Critical Skill; Personal Security Skill; Devices Security Skill

	Rodríguez-de-Dios et al. (2016)

	
	Digital Literacy among Patients (in medicine)
	24 items on a 5-point Likert-type scale

	Technology; Competence; Attitude; Knowledge 
	Wang et al. (2025)

	
	Digital Literacy Scale for Older Adults in China
	19 items on a 5-point Likert-type scale

	Basic technology; Communication; Problem-solving; Security literacy
	Yu et al. (2025)

	
	For university students
	36 items on a 5-point Likert-type scale

	Communication; Copyright; Critical Thinking; Character; Citizenship; Curation; Connectedness; Creativity; Collaboration
	Amin et al. (2021)

	
	Other prior work to consider
	No measurement (conceptual)
	Information literacy; Computer literacy; Media literacy; Communication literacy; Technology literacy
	Chetty et al. (2018); Choudhary and Bansal (2022); Cordell (2013)


	
	Focus on artificial intelligence
	19 items on a 5-point Likert-type scale

	Awareness;  Competence and Application; Responsibilities; Professional Development
	Luo and Zou (2025)

	
	
	18 items on a 5-point Likert-type scale

	Knowledge; Application; Critical Understanding; Ethics and Responsibility
	Pan et al. (2024)


Source: Author’s own work
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Table A2. Important knowledge for fraud detection and protection*
	Concept Identified
	Prior Research Discussing It
	Examples of quotes in prior research about needed knowledge identified for fraud detection and protection


	
Identity theft
	Afzal et al. (2025); Ahuja and Singh (2017); Baker (1999); Balakrishnan et al. (2025); Bansal et al. (2025); Benson et al. (2015); Bera et al. (2023); Bian et al. (2023); Chawla and Kumar (2022); Cross (2015, 2016); Cross and Kelly (2016); DeLiema et al. (2023); Douglass (2009); Ertan et al. (2018); Fernandes (2013); Fonseca et al. (2022); Hille et al. (2015); Hu et al. (2010); Kemp et al. (2025); Kraiwanit et al. (2025); Lee (2022); Liu et al. (2005); Lyu et al. (2022, 2025); Moustafa et al. (2021); Ross et al. (2014); Shandilya et al. (2024); Shim and Lee (2010); Sri Lestari et al. (2024); Suzuki (2024); Whitty (2019)
	“…some of the common threats involve data theft…” (Afzal et al., 2025, p. 90)

“…identity theft robs victims of their money, credit rating, and personal identity” (Ahuja and Singh, 2017, p. 2511)

“…aware that malicious websites may lead to identity theft...” (Balakrishnan et al., 2025, p. 8)

“…access their victims’ accounts and obtain personal information such as names, passwords, bank account information and more” (Bansal et al., 2025, p. 201)

“Personal and security sensitive information losses resulting from cybercrime, including online identity theft…” (Benson et al., 2015, p. 37)

“…identity theft is the most cited reason for privacy worries among US households.” (Bian et al., 2023, p. 9)

“…Phishing seeks to obtain personal information...” (Cross, 2016, p. 128)

“...mislead the target into providing personal information or passwords” (DeLiema et al., 2023, p. 1047)

“...lure consumers into revealing personal identification information that can be used for nefarious purposes” (Douglass, 2009, p. 43)

“...steal consumers’ personal identity data and financial account credentials... online identity theft...’” (Ertan et al., 2018, p. 18)

“Consumer awareness and education is important in order to reduce identity theft” (Fernandes, 2013, p. 28)

“...Digital fraud encompasses a wide range of illicit activities conducted via digital channels, including phishing, identity theft...” (Kraiwanit et al., 2025, p. 2)

“…to acquire their credentials.” (Moustafa et al., 2021, p. 1)

“…The issue of identity theft is a major concern for individuals, as it presents a formidable obstacle due to the potential exposure of various sensitive information” (Shandilya et al., 2024, p. 281)




	Legitimacy of companies
	Ahuja and Singh (2017); Arachchilage and Love (2014); Arachchilage et al. (2016); Baker (1999); Balakrishnan et al. (2025); Bauerly (2009); Benson et al. (2015); Bera et al. (2023); Button et al. (2014); Chua et al. (2007); Cross (2015, 2016); DeLiema et al. (2020, 2023); Dong et al. (2009); Edwards et al. (2025); Ertan et al. (2018); Fernandes (2013); Grosz and Raval (2025); Hille et al. (2015); Hu et al. (2010); Kemp and Erades Pérez (2023); Lee (2022); Narayanan et al. (2012); Ross et al. (2014); Shandilya et al. (2024); Song et al. (2025); Suzuki (2024)
	“Recognizing whether the store that exists in cyberspace is often not real in the customers concern” (Ahuja and Singh, 2017, p. 2510)

“…The attacker creates a fraudulent website, which has the look-and-feel of a legitimate website…” (Arachchilage and Love, 2014, p. 305)”; “Fake replicas” (Arachchilage et al., 2016, p. 185)

“…aware that there are a lot of fake websites on the internet” (Balakrishnan et al., 2025, p. 8)

“...allows buyers to decide if the seller is legitimate.” (Bauerly, 2009, p. 141)

“…assuming a professional or legitimate façade...” “use well-known logos of existing legitimate companies” (Button et al., 2014, p. 400)

“The victim believes in the legitimacy...” (Cross, 2015, p. 193)

“....not be able to discern a legitimate personal or company identity” (Cross, 2016, p. 126)

“...determine between genuine and not...” (Ertan et al., 2018, p. 18)

“A consumer’s inability to discriminate fraudulent sites is a serious obstacle for the viability of e-commerce” (Narayanan et al., 2012, p. 1615)

“...false imitation of legitimate companies to trick individuals...” (Shandilya et al., 2024, p. 6)


	Reporting fraud
	Afzal et al. (2024); Ahuja and Singh (2017); Baker (1999); Bansal et al. (2025); Bauerly (2009); Beranek and Knizek (2013); Bian et al. (2023); Button et al. (2014); Cross (2015, 2016); Cross and Kelly (2016); DeLiema et al. (2020); Edwards et al. (2025); Fonseca et al. (2022); Gilbert and Archer (2012); Grosz and Raval (2025); Kraiwanit et al. (2025); Lai et al. (2023); Lee (2022); Lim and Letkiewicz (2023); Maher (2025); Nikitkov and Bay (2008); Puspitarini et al. (2021); Segal et al. (2021); Shandilya et al. (2024); Shree et al. (2021); Sri Lestari et al. (2024); Suzuki (2024); van de Weijer et al. (2019); Wang et al. (2025)
	“Develop new rules and regulations regarding cyberfraud reporting...” (Afzal et al., 2024, p. 1517)

“...low rates of reporting. This is attributed to … not knowing who to go to.” (Button et al., 2014, p. 394)

“a lack of knowledge of who to report the incident to” (Cross, 2015, p. 199)

“...did not know where and to whom I could report the situation.” (Fonseca et al., 2022, p. 764)

“Victims of fraud may be hesitant to report because of their embarrassment or ignorance of the reporting process” (Lim and Letkiewicz, 2023, p. 110)

“You have no idea whom to turn to. Even when you feel your rights are violated, you don’t know whom to turn to.” (Segal et al., 2021, p. 11)

“Incident Reporting: The process of swiftly notifying... about a cyber incident to initiate the response and recovery procedures” (Shandilya et al., 2024, p. 513)

“Only 10.7 to 31.9% of respondents were aware of the available support services for victims of consumer fraud and related issues” (Suzuki, 2024, p. 381)

“As a consequence, the victims might not know to which organization they should report their victimization” (van de Weijer et al., 2019, p. 487)


	Checking red flags
	Ahuja and Singh (2017); Arachchilage and Love (2014); Arachchilage et al. (2016); Balakrishnan et al. (2025); Bansal et al. (2025); Bauerly (2009); Bera et al. (2023); Beranek and Knizek (2013); Cross and Kelly (2016); DeLiema et al. (2020); Dong et al. (2009); Edwards et al. (2025); Hille et al. (2015); Hoskins and Leick (2019); Langenderfer and Shimp (2001); Lee (2022); Lyu et al. (2025); Mahida et al. (2025); Norris et al. (2019); Ross et al. (2014); Shandilya et al. (2024)
	“The perpetrator will often display unusual behavior, that when taken as a whole is a strong indicator of fraud” (Ahuja and Singh, 2017, p. 2511)

“Documents which are unable to be located can be a red flag for fraud” (Ahuja and Singh, 2017, p. 2512)

“…know which suspicious pop-up messages on websites to be ignored” (Balakrishnan et al., 2025, p. 8)

“Be wary of sellers who look suspicious” (e.g., outrageous quality claims..., who do not allow payment via PayPal or credit card...) (Bauerly, 2009, p. 139)

Suspicious: “…a) this particular navigation is factory-fitted, b) the price in the online auction is suspiciously low...” (Beranek and Knizek, 2013, p. 11)

“...the appeal of ‘a ‘rare investment opportunity’ is so persuasive that some investors ignore the red flags.” (DeLiema et al., 2020, p. 361)

“Identifying inconsistent cues (e.g., too-good-to-be-true guarantees, exaggerated claims of product merits) is necessary for successful detection” (Lyu et al., 2025, p. 3)

“...detecting emails or hyperlinks of questionable origin form the foundation of robust digital defence mechanisms...” (Shandilya et al., 2024, p. 13)


	Protection tools
	Afzal et al. (2024); Arachchilage and Love (2014); Arachchilage et al. (2016); Baker (1999); Balakrishnan et al. (2025); Bansal et al. (2025); Benson et al. (2015); Bera et al. (2023); Bian et al. (2023); Fonseca et al. (2022); Friedman et al. (2000); Gilbert and Archer (2012); Hong and Cha (2013); Hu et al. (2010); Hussein (2019); Kemp and Erades Pérez (2023); Kemp et al. (2025); Lyu et al. (2022); Moustafa et al. (2021); Palmisano (2025); Pratt et al. (2010); Song et al. (2025); Sri Lestari et al. (2024); van de Weijer et al. (2019); Yan et al. (2026)
	“Using recommended antivirus software or firewall can attain a supreme level of data protection” (Afzal et al., 2024, p. 1514)

“Keep my antivirus software up-to-date” “use privacy settings to block malicious websites” (Balakrishnan et al., 2025, p. 8)

“Internet users can learn how to behave securely and identify artefacts, such as security notices...” “Security protection mechanisms such as encryption, authentication and visual notices” (Benson et al., 2015, p. 37)

“Techniques such as automated spam filters have been used” “Automatic list-based phishing detection, based on blacklisting and whitelisting approaches” (Bera et al., 2023, p. 4)

“Those respondents who avoided putting personal information online and who had antivirus software installed and updated were less likely to be victims of online consumer fraud.” (Fonseca et al., 2022, p. 767)

“...protect passwords, disposing of identity information in regular trash, failing to secure regular mail” (Gilbert and Archer, 2012, p. 21)

“Install anti-spam, antivirus software in their devices...” (Kemp and Erades Pérez, 2023, p. 4)

“Individuals who are more risk taking tend to delay the installation of software updates.” (Moustafa et al., 2021, p. 4)


	Reading Terms and conditions
	Bauerly (2009); Benson et al. (2015); Chawla and Kumar (2022); Friedman et al. (2000); Kemp and Erades Pérez (2023); Lee and Soberon-Ferrer (1997); Marlowe and Atiles (2005); Milne et al. (2004); Moustafa et al. (2021); Raval (2021); Roman (2010); Ross et al. (2014); Shafei (2013)
	“Carefully read and understand seller’s descriptions…” (Bauerly, 2009, p. 139)

“...inconceivable terms and conditions” (Chawla and Kumar, 2022, p. 590)

“Read and understand what they were signing and agreed to pay more than they expected to pay” (Marlowe and Atiles, 2005, p. 396)

“...always look for and read privacy policies on the Web.” (Milne et al., 2004, p. 224)

“...read and comply with security measures...” (Moustafa et al., 2021, p. 2)

“...read and understand the small print” (Ross et al., 2014, p. 430)



Source: Author’s own work
*Note: Besides a revision of the literature of prior studies on online fraud, the review includes prior works on adjacent literature, including on cybersecurity behavior (e.g., Afzal et al., 2024, 2025; Ertan et al., 2018; Moustafa et al., 2021; Whitty, 2019); digital resilience (e.g., Kraiwanit et al., 2025; Mahida et al., 2025; Shandilya et al., 2024; Yan et al., 2026), and technology threat avoidance (e.g., Arachchilage and Love, 2014; Arachchilage et al., 2016; Jibril et al., 2020).
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Table A3. Key knowledge indicated by key institutions that discussed market fraud
	Source

	Findings
	Type of knowledge needed

	European Commission (2020)


	One of the most common types of fraud aims for the victim to pay for illegitimate products/invoices to fake companies
 
	Knowledge about the legitimacy of companies (and their practices) when these ask for payment

	FTC (Federal Trade Commission, USA) (2024)

ICO (Information Commissioner’s Office; UK) (2024)
	One of the most common fraudulent practices aims to gather sensitive data
	Knowledge about identity theft

	European Commission (2020)

FTC (Federal Trade Commission, USA) (2024)

	Some consumers lack awareness of how to report fraud

	Knowledge about reporting fraud

	CFI (Corporate Finance Institute) (2024)

CSA (Canadian Securities Administrators) (2024)

FINRA (Financial Industry Regulatory Authority, USA) (2024)

	Most common fraudulent practices take place on-line. Being able to identify red flags online can be key to identify fraud
	Knowledge to identify “red flags” online and prevent being a victim of scams 

	Action Fraud (2024)
	Consumers who use protection tools (e.g., antivirus) report lower levels of fraud victimization

	Knowledge and use of protection tools to avoid scams

	Action Fraud (2024)

European Commission (2020)

	To avoid scams and/or undesired purchases online, consumers should read terms and conditions carefully
	Awareness and behavior related to terms and conditions when buying online


Source: Author’s own work
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Table A4. Dimensions of perceived risk in online transactions
	Dimensions

	Definitions
	Studies

	Delivery risk
	Risk of not receiving the product on time, long delivery time, or product being damaged during the delivery
	Phamthi et al. (2024); Yen (2010); Zheng et al. (2012)

	Financial risk
	Risk of monetary loss, unexpected costs, overcharges
	Chen et al. (2021); Ha and Pan (2018); Kamalul Ariffin et al. (2018); Phamthi et al. (2024); San Martín et al. (2011); Soltanpanah et al. (2012); Thakur and Srivastava (2014); Yang et al. (2015); Zheng et al. (2012)



	Functional risk
	Risk that the online system will not function as expected or meet needs
	Carvache-Franco et al. (2022); San Martín et al. (2011); Yang et al. (2015)



	Perceived risk of buying online (general)
	Overall sense of uncertainty, potential loss, or harm 
	[bookmark: _Hlk216250166]Alcántara‐Pilar et al. (2017); Chen et al. (2021); Hansen et al. (2018); Roy and Shaikh (2024); Sabiote et al. (2012); Xu et al. (2010); Xu and Jackson (2023)

	Performance risk (a.k.a., quality risk)
	[bookmark: _Hlk216250453]Risk that the product will not perform as expected or advertised 
	Carvache-Franco et al. (2022); Chen et al. (2021); Ha and Pan (2018); Kamalul Ariffin et al. (2018); Pappas (2016); Phamthi et al. (2024); San Martín et al. (2011); Soltanpanah et al. (2012); Yen (2010); Zhang et al. (2019); Zhang and Hou (2017); Zhang and Yu (2020); Zheng et al. (2012) 



	Physical risk
	Risk of receiving a product that does not meet the standards physically, affecting the image of the consumer when used


	Phamthi et al. (2024); Zheng et al. (2012)

	Price risk
	The risk of not having made a good purchase given the price paid


	Pappas (2016)

	Privacy risk
	Risk of private information disclosure, violation, or misuse 


	Carvache-Franco et al. (2022); Cheung et al. (2015); Phamthi et al. (2024); Thakur and Srivastava (2014); Yang et al. (2015); Zhang et al. (2019); Zheng et al. (2012)

	Psychological risk
	Risk that uncertainty and potential problems will cause stress, anxiety, or worry


	Chen et al. (2021); Kamalul Ariffin et al. (2018); San Martín et al. (2011); Yang et al. (2015); Zheng et al. (2012)

	[bookmark: _Hlk216250488]Security risk
	Potential harm to property or personal safety
	Kamalul Ariffin et al. (2018); Pappas (2016); Phamthi et al. (2024); Soltanpanah et al. (2012); Thakur and Srivastava (2014); Yang et al. (2015); Zheng et al. (2012)



	Service risk
	Risk of poor service quality from third-party when help is needed
	San Martín et al. (2011); Yang et al. (2015); Zhang and Yu (2020)

	Social risk
	Risk of negative social judgments or loss of status related to using/not using online payment (included conceptually, later dropped empirically)


	Chen et al. (2021); Kamalul Ariffin et al. (2018); Maziriri and Chuchu (2017); Phamthi et al. (2024); San Martín et al. (2011); Soltanpanah et al. (2012); Yang et al. (2015); Yen (2010); Zheng et al. (2012)

	[bookmark: _Hlk216250593]Source (a.k.a., information accuracy) risk


	Risk of false or fraudulent online information 
	Phamthi et al. (2024); Zheng et al. (2012)

	Time risk
	Risk of wasting time applying, learning, and completing online payment procedures
	Kamalul Ariffin et al. (2018); Phamthi et al. (2024); Soltanpanah et al. (2012); Yang et al. (2015); Zheng et al. (2012)




Source: Author’s own work
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Table A5. Dimensions of trust in online shopping
	Dimensions

	Definitions
	Studies

	Trust in the web site

	Consumers’ belief that the website’s technology, security, and information are reliable, making it safe to conduct transactions.
	Agag and El-Masry (2017); Al-Debei et al. (2015); Chen (2006); Chen et al. (2009); Hsu et al. (2014a); Hsu et al. (2014b); Lin et al. (2019); Lwin et al. (2016); Othman (2021); Patharia and Jain (2024); Suki and Suki (2017)



	[bookmark: _Hlk216426381]Trust in seller (vendor or store)
	Consumers’ belief that the seller is honest, competent, and will deliver products or services as promised.
	[bookmark: _Hlk216426708]Chou et al. (2015); Elbeltagi and Agag (2016); Fang et al. (2011); Farivar et al. (2017); Han (2023); Hsu et al. (2014a); Hsu et al. (2014b); Lee et al. (2011); Othman (2021); Patharia and Jain (2024); Pizzutti and Fernandes (2010); Riquelme and Roman (2014); Wang and Emurian (2005)



	Trust in the reviewer/recommender before making the purchase


	Perceived trustworthiness of the reviewer, based on the quality and sincerity of their review content and the integrity of their descriptions.
	[bookmark: _Hlk216426845]Chen and Ku (2021); Lin et al. (2019); Linh and Park (2025); Park and Kim (2008); Venkatakrishnan et al. (2024); Yoon et al. (2013)

	Dispositional trust
	A person’s general tendency to trust others, shaped by personality and cultural background.
	[bookmark: _Hlk216426885]Bianchi and Brockner (2012); Grabner-Kräuter and Kaluscha (2003); Li et al. (2012); Li et al. (2014); McKnight et al. (2004); Papadopoulou et al. (2001); Salo and Karjaluoto (2007); Sangeeta et al. (2013); Wang (2010); Wang et al. (2009); Wu et al. (2010); Zhou (2011)




	Institution-based trust
	Trust that arises from belief in the supporting structures, safeguards, and conditions that make an environment (e.g., the e-commerce setting) appropriate for safe interaction.
	Hong et al. (2020); Li et al. (2022); Papadopoulou et al. (2001); Pavlou (2002); Pavlou and Gefen (2004); Walczuch and Lundgren (2004); Wang (2010); Yuliati et al. (2020)



	Trust in online payment
	Consumers’ expectation that the online payment platform will fulfill its obligations.


	Cao et al. (2018); Kim (2014)

	Trust in the auction initiator (in group buying transactions)
	Consumers’ belief that the person organizing the group-buying transaction will act fairly, manage the process properly, and not take advantage of them
	Hsu et al. (2014a); Hung et al. (2022)

	Trust in group members (in group buying transactions)
	Consumers’ belief that other participants will behave responsibly—such as not dropping out and cooperating throughout the process—so the group purchase can succeed.
	Chen et al. (2009); Farivar et al. (2017); Guo et al. (2021); Hsu et al. (2014a); Ku (2012); Sangeeta et al. (2013); Shao and Yin (2019); Sharma and Klein (2020); Zhang and Gu (2015)



	Deterrence-based trust
	Trust based on the belief that the other party will act properly because violating expectations would lead to punishment or loss of reputation.

	Ratnasingham (1998); Sangeeta et al. (2013)

	[bookmark: _Hlk216426510]Familiarity-based (or knowledge-based) trust
	Trust that arises from knowing the other party well enough to reliably predict their behavior, based on accumulated interaction history.


	Chen (2006); Ratnasingham (1998); Wang (2010)

	General trust in e-commerce transaction
	Consumers’ expectation that the seller, financial organization, and deliverer (i.e., all agents involved) will behave in goodwill.
	Aiken and Boush (2006); Antoniou and Batten (2011); Jiang et al. (2009); Pan and Chiou (2011); Pizzutti and Fernandes (2010); Suh and Han (2003); Wang et al. (2009)



	“Hard trust”
	Trust based on technical security—the belief that transmitted information will remain protected, uncorrupted, and not leaked due to secure technological measures (e.g., encryption, firewalls).



	Head and Hassanein (2002)

	Identification-based trust
	Trust formed when both parties share common values and understand each other’s intentions so well that one can act on behalf of the other, reflecting deep mutual identification.


	Ratnasingham (1998)

	Privacy-related trust
	Belief that the website protects personal and financial information from intrusion or misuse.

	Barrutia and Gilsanz (2012); Riquelme and Roman (2014)

	Referee trust
	Trust placed in third-party referees (e.g., seals, watchdogs, certificate authorities) who provide independent signals about a vendor’s credibility, security, or privacy practices.


	Head and Hassanein (2002); Suki and Suki (2017)

	“Soft trust”
	Trust based on privacy and service quality—the belief that the vendor will not misuse personal data and will deliver reliable, authentic, and satisfactory service.


	Head and Hassanein (2002)

	Trust in products sold or advertised online
	The customer’s belief that the products are genuine, match the demonstrations, and will perform as expected in real life.

	Barrutia and Gilsanz (2012); Guo et al. (2021); Patharia and Jain (2024)

	Trust in social sites or platforms where transactions are conducted 


	Belief that social media sites used for shopping and their members are reliable.
	Chaturvedi et al. (2016); Lin et al. (2019); Shao and Yin (2019)


Source: Author’s own work
[bookmark: _Hlk218850381]
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Table A6. Focus group guiding questions (i.e., Step 1)
	Dimension / Focus
	Guiding Questions (Examples)

	Overall CLOF construct
	Which types of knowledge are essential for consumers to identify and protect themselves from online fraud?
Are the knowledge areas identified in prior research sufficiently comprehensive, or are important aspects missing?


	Identity theft and information disclosure
	What should consumers know about the types of personal or financial information that legitimate companies can request?
Which misunderstandings in this area most commonly expose consumers to fraud?


	Legitimacy of online sellers
	What information or cues should consumers check to determine whether an online seller is legitimate?
Which verification practices are critical across various online purchasing contexts?


	Detection of red flags
	What warning signs typically indicate fraudulent emails, websites, or online communications?
What knowledge enables consumers to distinguish legitimate from suspicious digital interactions?


	Protective tools and practices
	What tools or technologies should consumers be aware of to protect themselves from scams?
How should consumers determine when and how to use such tools?


	Reporting fraud
	What knowledge do consumers need to respond appropriately once fraud is suspected or has occurred?
Which reporting procedures or institutions should consumers be aware of?


	Scale item wording
	How can these knowledge areas be expressed as self-assessed statements suitable for a Likert-type scale?
How can items be designed to capture knowledge rather than specific behaviors or experiences? 


Source: Author’s own work


Table A7. Initial items of the CLOF scale
	Knowledge about identity theft
· I know to what extent a company can ask for personal/private information.
· I know in which circumstances a company can ask for private information.
· I know which types of personal information should never be requested by a company.
· I know what personal information a company or organization can ask for.


	Verification of the legitimacy of companies 
· When I buy a product that will be delivered to my house (i.e., buying online), I verify if the company exists.
· When I receive an invoice (e.g., via email), I verify whether it is genuine or not.
· When I purchase a product online, I check information about the company to verify that it exists.
· Before completing an online purchase, I make sure the seller or company exists.


	Knowledge of how to report fraud
· I know to whom I should report a fraudulent action (e.g., having paid for a product to a company that does not exist).
· I know how to follow the process of fraud once it has been reported.
· I know what steps to take after realizing that I have been a victim of online fraud.
· I know about the possible outcomes of reporting fraud to authorities.


	Checking red flags that prevent being a victim of online scams 
· When I receive an email from a company or organization, I always check if the email address looks corporate and legitimate.
· I am able to notice warning signs (e.g., unknown email addresses, suspicious links, etc.) that indicate an email or message may be fraudulent.
· When I receive an email from a company or organization, I always check if there are suspicious links.
· When I receive an email from a company or organization, I check the quality of the message (e.g., poorly written, grammatical mistakes, etc.).


	Knowledge and use of tools to protect from scams
· I use technology to protect myself from scams.
· I know and use anti-spam software.
· I know about what technology can be used to identify potential fraud.
· I use digital tools to protect myself from scams.


	Reading terms and conditions as a protection practice
· When I make a purchase, I read and can understand all the information, including the “small print”.
· I pay attention to all the terms and conditions when I make a purchase online.
· I read and understand the terms and conditions of the products and services I purchase online.
· I carefully review the terms and conditions before agreeing to an online purchase.



Source: Author’s own work


Table A8. Final items of the CLOF scale
	Knowledge about identity theft
· I know to what extent a company can ask for personal/private information.
· I know in which circumstances a company can ask for private information.
· I know what personal information a company or organization can ask.


	Verification of the legitimacy of companies 
· When I buy a product that will be delivered to my house (i.e., buying online), I verify if the company exists.
· When I receive an invoice (e.g., via email), I verify whether it is genuine or not.
· When I purchase a product online, I check information about the company to verify that it exists.


	Knowledge of how to report fraud
· I know to whom I should report a fraudulent action (e.g., having paid for a product to a company that does not exist).
· I know how to follow the process of fraud once it has been reported.
· I know about the possible outcomes of reporting fraud to authorities.


	Checking red flags that prevent being a victim of online scams 
· When I receive an email from a company or organization, I always check if the email address looks corporate and legitimate.
· When I receive an email from a company or organization, I always check if there are suspicious links.
· When I receive an email from a company or organization, I check the quality of the message (e.g., poorly written, grammatical mistakes, etc.).


	Knowledge and use of tools to protect from scams
· I use technology to protect myself from scams.
· I know and use anti-spam software.
· I know about what technology can be used to identify potential fraud.


	[bookmark: _Hlk184116923]Reading terms and conditions as a protection practice
· I pay attention to all the terms and conditions when I make a purchase online.
· I read and understand the terms and conditions of the products and services I purchase online.
· I carefully review the terms and conditions before agreeing to an online purchase.



Source: Author’s own work

Table A9. Harman’s one-factor test (Study 1A - USA)

	Total Variance Explained

	Component
	Initial Eigenvalues
	Extraction Sums of Squared Loadings

	
	Total
	% of Variance
	Cumulative %
	Total
	% of Variance
	Cumulative %

	1
	4.123
	22.903
	22.903
	4.123
	22.903
	22.903

	2
	3.236
	17.980
	40.884
	
	
	

	3
	2.675
	14.860
	55.744
	
	
	

	4
	2.247
	12.483
	68.227
	
	
	

	5
	1.635
	9.083
	77.310
	
	
	

	6
	1.186
	6.588
	83.898
	
	
	

	7
	0.597
	3.318
	87.216
	
	
	

	8
	0.462
	2.566
	89.783
	
	
	

	9
	0.435
	2.417
	92.200
	
	
	

	10
	0.332
	1.845
	94.044
	
	
	

	11
	0.254
	1.411
	95.456
	
	
	

	12
	0.227
	1.259
	96.715
	
	
	

	13
	0.206
	1.142
	97.857
	
	
	

	14
	0.150
	0.836
	98.692
	
	
	

	15
	0.100
	0.556
	99.249
	
	
	

	16
	0.092
	0.512
	99.761
	
	
	

	17
	0.031
	0.173
	99.934
	
	
	

	18
	0.012
	0.066
	100.000
	
	
	

	Extraction Method: Principal Component Analysis





Table A10. Unmeasured Latent Factor Approach (Study 1A - USA)
	Base Model
	Common Method Model
	

	[image: ]
	[image: ]
	

	
Standardized factor loadings
	
Standardized factor loadings
	
Differences

	
	
	

		CL11
	←
	Identity Theft
	0.939

	CL12
	←
	Identity Theft
	0.955

	CL13
	←
	Identity Theft
	0.926

	CL21
	←
	Legitimacy
	0.561

	CL22
	←
	Legitimacy
	0.850

	CL23
	←
	Legitimacy
	0.822

	CL31
	←
	Report fraud
	0.678

	CL32
	←
	Report fraud
	0.878

	CL33
	←
	Report fraud
	0.740

	CL41
	←
	Red flags
	0.809

	CL42
	←
	Red flags
	0.971

	CL43
	←
	Red flags
	0.875

	CL51
	←
	Protection tools
	0.988

	CL52
	←
	Protection tools
	0.998

	CL53
	←
	Protection tools
	0.981

	CL61
	←
	Read terms
	0.699

	CL62
	←
	Read terms
	0.935

	CL63
	←
	Read terms
	0.819



		CL11
	←
	Identity Theft
	0.862

	CL12
	←
	Identity Theft
	0.894

	CL13
	←
	Identity Theft
	0.882

	CL21
	←
	Legitimacy
	0.520

	CL22
	←
	Legitimacy
	0.756

	CL23
	←
	Legitimacy
	0.729

	CL31
	←
	Report fraud
	0.561

	CL32
	←
	Report fraud
	0.808

	CL33
	←
	Report fraud
	0.657

	CL41
	←
	Red flags
	0.704

	CL42
	←
	Red flags
	0.851

	CL43
	←
	Red flags
	0.761

	CL51
	←
	Protection tools
	0.969

	CL52
	←
	Protection tools
	0.986

	CL53
	←
	Protection tools
	0.977

	CL61
	←
	Read terms
	0.629

	CL62
	←
	Read terms
	0.850

	CL63
	←
	Read terms
	0.782



		0.077

	0.061

	0.044

	0.041

	0.094

	0.093

	0.117

	0.07

	0.083

	0.105

	0.12

	0.114

	0.019

	0.012

	0.004

	0.070

	0.085

	0.037





Differences < 0.1— CMV is  negligible; Differences between 0.1 and 0.2— CMV is low;  
Differences > 0.2— CMV may be problematic (Differences in our case: lower than 0.2 in all cases)

Source: Author’s own work
Table A11. Harman’s one-factor test (Study 1B - Sweden)

	Total Variance Explained

	Component
	Initial Eigenvalues
	Extraction Sums of Squared Loadings

	
	Total
	% of Variance
	Cumulative %
	Total
	% of Variance
	Cumulative %

	1
	3.883
	21.570
	21.570
	3.883
	21.570
	21.570

	2
	2.960
	16.447
	38.017
	
	
	

	3
	2.526
	14.035
	52.051
	
	
	

	4
	2.415
	13.414
	65.465
	
	
	

	5
	1.626
	9.033
	74.498
	
	
	

	6
	1.205
	6.697
	81.195
	
	
	

	7
	0.701
	3.893
	85.087
	
	
	

	8
	0.526
	2.923
	88.010
	
	
	

	9
	0.485
	2.692
	90.702
	
	
	

	10
	0.317
	1.763
	92.465
	
	
	

	11
	0.268
	1.490
	93.956
	
	
	

	12
	0.231
	1.282
	95.237
	
	
	

	13
	0.217
	1.205
	96.442
	
	
	

	14
	0.176
	0.977
	97.420
	
	
	

	15
	0.168
	0.936
	98.355
	
	
	

	16
	0.120
	0.666
	99.021
	
	
	

	17
	0.100
	0.556
	99.577
	
	
	

	18
	0.076
	0.423
	100.000
	
	
	

	Extraction Method: Principal Component Analysis






[bookmark: _Hlk218769269]Table A12. Unmeasured Latent Factor Approach (Study 1B - Sweden)
	Base Model
	Common Method Model
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Standardized factor loadings
	
Standardized factor loadings
	
Differences

	
	
	

		[bookmark: _Hlk218769201]CL11
	←
	Identity Theft
	0.921

	CL12
	←
	Identity Theft
	0.917

	CL13
	←
	Identity Theft
	0.908

	CL21
	←
	Legitimacy
	0.548

	CL22
	←
	Legitimacy
	0.842

	CL23
	←
	Legitimacy
	0.816

	CL31
	←
	Report fraud
	0.665

	CL32
	←
	Report fraud
	0.869

	CL33
	←
	Report fraud
	0.731

	CL41
	←
	Red flags
	0.798

	CL42
	←
	Red flags
	0.963

	CL43
	←
	Red flags
	0.867

	CL51
	←
	Protection tools
	0.982

	CL52
	←
	Protection tools
	0.993

	CL53
	←
	Protection tools
	0.975

	CL61
	←
	Read terms
	0.691

	CL62
	←
	Read terms
	0.927

	CL63
	←
	Read terms
	0.812



		CL11
	←
	Identity Theft
	0.881

	CL12
	←
	Identity Theft
	0.849

	CL13
	←
	Identity Theft
	0.865

	CL21
	←
	Legitimacy
	0.512

	CL22
	←
	Legitimacy
	0.752

	CL23
	←
	Legitimacy
	0.728

	CL31
	←
	Report fraud
	0.556

	CL32
	←
	Report fraud
	0.801

	CL33
	←
	Report fraud
	0.648

	CL41
	←
	Red flags
	0.702

	CL42
	←
	Red flags
	0.847

	CL43
	←
	Red flags
	0.758

	CL51
	←
	Protection tools
	0.965

	CL52
	←
	Protection tools
	0.984

	CL53
	←
	Protection tools
	0.971

	CL61
	←
	Read terms
	0.624

	CL62
	←
	Read terms
	0.846

	CL63
	←
	Read terms
	0.781



		0.070

	0.058

	0.043

	0.036

	0.09

	0.088

	0.109

	0.068

	0.083

	0.096

	0.116

	0.109

	0.017

	0.009

	0.004

	0.067

	0.081

	0.031





Differences < 0.1— CMV is  negligible; Differences between 0.1 and 0.2— CMV is low;  
Differences > 0.2— CMV may be problematic (Differences in our case: lower than 0.2 in all cases)
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