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Abstract
Purpose – This study examines the behavioral and contextual determinants influencing digital payment trust 
and perceived cybersecurity (DPTS) in India, focusing on the roles of ease of use, perceived benefits, social 
influence and grievance redressal mechanisms. It further explores how DPTS, along with ease of use and 
perceived benefits, affects actual digital payment usage (DPU) and investigates how prior cybercrime 
experience (CE) moderates the relationship between DPTS and DPU.
Design/methodology/approach – Data were collected from 650 digital payment users across India’s western, 
eastern and central regions. Structural equation modeling (SEM) was conducted using IBM SPSS and AMOS to 
test the proposed model. Multi-group analysis was employed to assess the moderating role of cybercrime 
experience by comparing users with and without prior exposure to cyber incidents.
Findings – Perceived benefits, ease of use, grievance redressal and social influence significantly enhance users’ 
trust and cybersecurity perceptions, which in turn strongly predict digital payment systems adoption. 
Cybercrime experience significantly weakens the trust-usage link, indicating that digital trauma can override 
system strengths and suppress adoption behavior.
Social implications – These findings highlight the broader socioeconomic implications of digital trust, 
particularly its role in advancing financial inclusion, economic participation and digital literacy in emerging 
economies.
Originality/value – This research contributes theoretically by integrating cybercrime experience as a behavioral 
moderator in technology adoption models. It extends the Technology Acceptance Model (TAM) and the Unified 
Theory of Acceptance and Use of Technology (UTAUT) frameworks by introducing a dynamic trust perspective 
shaped by prior adverse experiences. The study advances understanding of digital payment behavior in high-risk 
environments and offers practical insights for developing trust-centric, resilient financial technologies.
Keywords Digitalization, Digital payments, Trust, Cybersecurity, Cybercrime, SEM, India
Paper type Research paper

1. Introduction
The adoption of digital payment systems (DPS) has significantly reshaped financial 
transactions in emerging economies, particularly in India. Fueled by proactive government 
initiatives, widespread smartphone usage, and expanding internet access, digital payments 
have emerged as a key enabler of financial inclusion and modernization. Platforms such as the 
Unified Payments Interface (UPI) and mobile wallets have revolutionized transactions by 
offering greater speed, accessibility, and convenience. As India advances toward becoming a 
digitally empowered society, the diffusion of DPS plays a central role in transforming 
consumer behavior and market operations.

Despite this progress, digital ecosystems remain vulnerable to both behavioral and 
technological frictions. Trust and cybersecurity perceptions are critical enablers of adoption, 
particularly in contexts characterized by technological volatility and uneven digital literacy
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(Kumar et al., 2023). Theoretical frameworks such as the Technology Acceptance Model 
(TAM) and the Unified Theory of Acceptance and Use of Technology (UTAUT) emphasize 
constructs like perceived ease of use, perceived usefulness, and social influence in shaping 
technology adoption (Venkatesh et al., 2003; Davis, 1989). Institutional factors, such as 
grievance redressal mechanisms, also play a vital role in trust-building, particularly within 
evolving regulatory environments (Kumar et al., 2018).

However, these models often overlook the psychological and behavioral impacts of 
cybercrime. While trust and security perceptions are acknowledged drivers of DPS adoption, 
few studies have examined how prior exposure to cybercrime influences this relationship. This 
omission is especially significant in high-risk environments like India, where cybersecurity 
incidents surged from 6,168 in 2019 to over 429,000 in 2023 (PwC, 2024; CERT-In, 2024). 
Cybercriminals exploit system vulnerabilities and user inexperience through phishing, 
malware, SIM-swapping, and counterfeit apps (Aljaradat et al., 2024). In light of this 
escalating threat landscape, a more nuanced understanding of behavioral responses to digital 
risk is needed.

This study addresses that gap by integrating cybercrime experience (CE) as a moderating 
variable within established technology adoption frameworks. Prior exposure to cybercrime 
may trigger fear, distrust, and heightened risk perception —concepts rooted in Risk Perception 
Theory (Slovic, 1987) and Protection Motivation Theory (Rogers, 1975). These emotional and 
cognitive reactions can inhibit rational decision-making, potentially leading users to disengage 
from DPS or revert to cash-based transactions (Apau and Koranteng, 2019; Verma et al., 
2023). As such, CE is not merely a contextual variable; it constitutes a behavioral inflection 
point that moderates how users assess the trustworthiness and security of digital financial
platforms.

This research bridges a critical theoretical gap and situates India within a broader discourse
on digital inclusion and cybersecurity resilience. Across the Global South—from Indonesia to
Nigeria—low levels of digital trust, fragile grievance systems, and increasing cybercrime pose
shared challenges (Cele and Kwenda, 2025). Understanding how cybercrime experience 
moderates trust-based decision-making offers transferable insights for policymakers and 
fintech innovators seeking to design safer, more inclusive financial infrastructures.

Accordingly, this study examines how perceived benefits, social influence, ease of use, and 
grievance redressal shape digital payment trust and cybersecurity (DPTS), and how DPTS — 
along with perceived benefits and ease of use — influences usage behavior. It further explores 
how cybercrime experience moderates the relationship between DPTS and user behavior. By 
grounding this inquiry within established models and extending them with behavioral insights, 
the study offers a novel and timely contribution to the digital finance literature.

2. Literature review and hypotheses development
The adoption of digital payment systems (DPS) has been extensively examined through 
established theoretical frameworks such as the Technology Acceptance Model (TAM) (Davis, 
1989) and the Unified Theory of Acceptance and Use of Technology (UTAUT) (Venkatesh 
et al., 2003). These models identify key drivers—perceived usefulness, ease of use, social 
influence, and facilitating conditions—that influence users’ intentions and behaviors. While 
these frameworks offer a solid foundation, emerging digital ecosystems, particularly in 
developing countries like India, call for more nuanced models that also account for 
institutional trust, cybersecurity concerns, and contextual risks. Given the growing scale and 
sophistication of cyber threats, digital payment adoption must be understood not only as a 
function of perceived utility and usability but also as a response to evolving security dynamics 
and post-incident behavior.

Recent studies have extended traditional adoption models by incorporating trust-related 
constructs such as perceived security, privacy assurance, and institutional credibility (Zhou, 
2014; Rana et al., 2019). In parallel, behavioral research increasingly highlights the role of past
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negative experiences — particularly cybercrime incidents —in shaping user decision-making. 
Psychological theories, including Risk Perception Theory (Slovic, 1987) and Protection 
Motivation Theory (Rogers, 1975), suggest that individuals assess threats not solely based on 
technical knowledge but also through affective and cognitive responses. These insights are 
particularly valuable in explaining why trust and cybersecurity perceptions do not always 
translate into consistent usage behavior, especially among users who have experienced 
financial fraud or identity theft. Accordingly, this section reviews relevant literature 
underpinning the conceptual framework and formulates hypotheses that reflect both 
established theoretical constructs and the evolving realities of digital ecosystems.

Among the most influential factors shaping trust and security perceptions in digital 
payment systems are perceived benefits. These include convenience, transaction speed, ease of 
access, and financial incentives such as cashback or discounts (Gefen et al., 2003). When users 
perceive high functional and economic value, they are more likely to view the platform as 
secure and trustworthy. This relationship is especially critical in contexts with limited financial 
literacy, where tangible benefits may serve as cognitive proxies for abstract technical concepts 
such as encryption or multi-factor authentication (Chawla and Joshi, 2019).

In developing economies such as India, perceived benefits play a key role in bridging gaps 
in both digital literacy and institutional trust. Kumar et al. (2018) found that users are more 
inclined to engage with platforms they perceive as rewarding or capable of simplifying 
financial transactions. Perceived benefits thus signal a service provider’s commitment to 
quality and security, thereby reinforcing user confidence in the platform’s reliability and 
integrity. Based on the reviewed literature, the following hypothesis is proposed:

H1. Perceived benefits positively influence digital payment trust and cybersecurity.

Perceived benefits also have a direct influence on behavioral usage, serving as motivational 
cues that drive engagement with digital payment systems. According to TAM, perceived 
usefulness is a strong predictor of technology adoption (Davis, 1989). In the digital finance 
context, studies by Shankar and Datta (2018) and Kumar et al. (2018) found that financial 
incentives, transaction speed, and ease of access are primary motivators behind users’ shift 
from cash to digital payment methods.

Supporting this, Li�ebana-Cabanillas et al. (2017) demonstrated that in mobile commerce 
contexts, both perceived functional and emotional benefits significantly predict adoption and 
continued use. These findings align with prospect theory, which posits that individuals 
evaluate alternatives based on perceived gains rather than objective probabilities. In the Indian 
context, such perceived benefits have been instrumental in scaling digital payment adoption, 
particularly among users with limited prior experience in formal banking systems. Therefore, 
the second hypothesis is proposed:

H2. Perceived benefits positively influence digital payment usage.

Ease of use is a cornerstone of both TAM and UTAUT models and is particularly influential in 
digital payment systems, where user experience shapes perceptions of competence and safety. 
Systems perceived as simple to use are often trusted more because they reduce the cognitive 
burden on users and minimize the chances of error (Zhou, 2014). This association has been 
verified in the Indian context, where Kanojia and Lal (2020) observed that ease of navigation 
significantly enhanced trust in digital payment platforms.

Internationally, Almaiah et al. (2022) confirmed that in Saudi Arabia, perceived ease of use 
plays a significant role in building trust in NFC-based mobile payment systems. Similarly, 
Martins et al. (2014) emphasized that in Internet banking, ease of use fosters trust by making 
system interactions more transparent and manageable. The evidence supports that intuitive 
interface design and user-centric architecture are vital trust-enabling features. Drawing from 
these insights, the third hypothesis is suggested:

H3. Ease of use positively influences digital payment trust and cybersecurity.
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Ease of use also has a direct effect on digital payment system adoption. Venkatesh et al. (2003) 
argue that technologies that minimize learning effort and operational complexity are more 
likely to be adopted. This is particularly relevant in India, where digital literacy levels vary 
widely across regions. In such contexts, intuitive mobile wallets and banking apps have 
enabled first-time users to embrace digital platforms with minimal guidance 
(Sivathanu, 2019).

Supporting this, Luarn and Lin (2005) found that perceived ease of use significantly 
influences the intention to adopt mobile banking services in Taiwan. In India, Chawla and 
Joshi (2019) demonstrated that user-friendliness is a primary factor influencing both initial 
adoption and continued use of mobile wallets. Thus, usability emerges as a key enabler of mass 
adoption in developing digital ecosystems. In light of the above, the fourth hypothesis is 
proposed:

H4. Ease of use positively influences digital payment usage.

Social influence, as conceptualized in the UTAUT model, denotes the impact of societal and 
peer approval on an individual’s behavioral intentions. This influence is particularly salient in 
collectivist societies or among users with limited personal experience or digital literacy. 
Recommendations from peers serve as powerful behavioral validators that increase trust in 
unfamiliar technologies (Kim et al., 2009; Gupta and Arora, 2017).

In India, several studies have confirmed this trend. Lakhaiyar and Mani (2022) and Hasan 
et al. (2024) observed that social influence significantly shapes trust and behavioral intentions 
during COVID-19-induced digital acceleration. Manrai et al. (2021) found that in semi-urban 
areas, digital payment adoption often follows the behavior of influential peers. As social proof 
substitutes for institutional trust, it helps reduce perceived risk and fosters a favorable 
environment for digital payment engagement. Given the supporting evidence, the fifth 
hypothesis is advanced:

H5. Social influence positively influences digital payment trust and cybersecurity.

Grievance redressal mechanisms provide users with structured pathways to resolve issues, 
thereby reinforcing system transparency and institutional accountability. Trust in digital 
systems is significantly enhanced when users feel assured that their complaints will be handled 
fairly and efficiently (Liu et al., 2005; Pavlou, 2003). This is particularly important in 
emerging markets, where legal and regulatory enforcement may be inconsistent.

In India, institutional innovations such as the Reserve Bank of India (RBI)’s Online Dispute 
Resolution (ODR) framework and the complaint modules integrated within Unified Payments 
Interface (UPI) platforms exemplify how grievance redressal can enhance trust (Reserve Bank 
of India, 2020). Kumar et al. (2018) found that users’ perceptions of effective grievance 
handling positively influence their continued intention to use mobile wallets. Transparent 
redressal processes reduce uncertainty, strengthen user confidence, and encourage digital 
loyalty. Based on these insights, the sixth hypothesis is proposed as follows:

H6. Grievance redressal positively influences digital payment trust and cybersecurity.

Trust and perceived cybersecurity form the foundation of digital payment usage. Users are 
unlikely to adopt or consistently use digital platforms if they doubt the safety of their financial 
data or transactions (Rana et al., 2019). In contrast, users who trust the platform’s security 
features are more likely to engage with it actively. Secure authentication protocols, encryption, 
and fraud protection are perceived as strong motivators of user confidence (Gupta and 
Hakhu, 2021).

This pattern has also been observed internationally. Krishna et al. (2023) emphasized the 
role of visible cybersecurity policies and national-level commitments in shaping trust. 
Similarly, Sharma et al. (2024) noted that transparent risk communication and fraud 
prevention mechanisms significantly impact digital payment adoption in India. These findings 
reinforce the importance of combining technical defenses with user-centered trust-building
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practices. Based on the theoretical reasoning and empirical findings, the seventh hypothesis is 
proposed as follows:

H7. Trust and perceived cybersecurity positively influence digital payment usage.

Cybercrime experience introduces a powerful contextual variable that can alter users’ 
psychological and behavioral responses to digital platforms. Exposure to fraud, phishing, or 
identity theft increases user sensitivity to risk, leading to heightened skepticism and reduced 
engagement. Risk Perception Theory (Slovic, 1987) and Protection Motivation Theory 
(Rogers, 1975) provide theoretical frameworks to explain these behaviors, suggesting that 
perceived vulnerability and fear inhibit continued usage even when the system is objectively 
secure.

Apau and Koranteng (2019) and Gomes et al. (2022) found that individuals exposed to 
cybercrime perceived digital platforms as inherently less trustworthy. In the Indian context, 
Jadhav (2024) reported that recurring fraud reports have eroded public trust in otherwise 
reliable payment systems. This mirrors findings from other regions: Riek et al. (2015) 
observed that prior cybercrime victims in Europe are less likely to use online services again, 
while Lestari et al. (2024) found similar trends in Southeast Asia, where distrust lingers long 
after security measures are enhanced.

Such users may require targeted interventions, awareness campaigns, support mechanisms, 
and personalized reassurance to overcome their trauma and re-engage with digital systems. 
Thus, cybercrime experience significantly moderates the strength of the trust–usage 
relationship, with potentially long-lasting behavioral consequences. Accordingly, the eighth 
hypothesis is presented as follows:

H8. Cybercrime experience negatively moderates the relationship between DPTS 
and DPU.

Figure 1 outlines the proposed research framework based on the constructs and relationships 
established in the preceding sections. It integrates traditional variables—Digital Payment 
Perceived Benefits (DPPB), Ease of Use (DPEU), Grievance Redressal (DPGR), Social 
Influence (DPSI), and Trust and Cybersecurity (DPTS)—with the moderating influence of 
Cybercrime Experience (CE) on Digital Payment Usage (DPU). Grounded in TAM, UTAUT,

Figure 1. The proposed model. Source: The authors
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Risk Perception Theory, and Protection Motivation Theory, the model provides a robust 
structure for understanding digital payment adoption in environments with varying degrees of 
trust, cybercrime exposure, and risk.

3. Methodology
3.1 Questionnaire design
This study employed a structured and theory-driven questionnaire to collect primary data. The 
instrument design was developed based on an extensive review of the digital payment adoption 
literature, incorporating constructs from TAM and UTAUT. The questionnaire consisted of 
four main sections: user context, digital payment usage constructs, cybercrime experience, and 
demographic and socioeconomic information.

The first section collected contextual information, including the number of bank accounts 
held, access to credit/debit cards, and the frequency of using various digital payment methods 
(e.g. UPI, mobile banking, e-wallets). The second section captured digital payment system 
usage behaviors through 21 items spanning six constructs: Digital Payment Perceived Benefits 
(DPPB), Ease of Use (DPEU), Grievance Redressal (DPGR), Social Influence (DPSI), Trust 
and Cybersecurity (DPTS), and Digital Payment Usage (DPU). Each construct was measured 
using three to five reflective indicators, adapted from prior studies (e.g. Bhattacherjee, 2012; 
Venkatesh et al., 2003; Kumar et al., 2018), rated on a 5-point Likert scale ranging from 
“Strongly Disagree” (1) to “Strongly Agree” (5). Details are provided in Appendix A.

The third section measured cybercrime experience (CE) using a structured and 
standardized approach, based on cyber fraud classifications outlined by the Indian 
Computer Emergency Response Team (CERT-In, 2022) and the Reserve Bank of India 
(Reserve Bank of India, 2016). Respondents were presented with ten scenario-based items 
reflecting common digital payment-related cybercrimes in India. These included phishing, 
vishing (OTP fraud), spoofing/pharming, QR code scams, credit card skimming, investment 
fraud, fake advertisements, remote access fraud, loan app extortion, and matrimonial/custom 
fraud. Each scenario was described in user-friendly terms, and respondents indicated whether 
they or any household member had experienced a similar incident in the past year (Yes/No). 
A binary CE variable was then constructed (1 5 experienced at least one type; 0 5 none), 
which was subsequently used in a multi-group analysis to explore the moderating effect of 
cybercrime experience on the relationship between DPTS and DPU. This approach aligns with 
Hair et al.’s (2010) recommendations on the validity of dichotomous moderators in structural 
models. A detailed mapping of cybercrime scenarios to fraud types is provided in Appendix B.

The final section captured demographic and socioeconomic data (e.g. age, education, 
employment, income) to account for background heterogeneity and sample diversity. 
To ensure instrument validity and reliability, a multi-stage pretesting process was undertaken, 
in line with best practices for survey-based research (Hair et al., 2010; Weerakkody et al., 
2017). Initial feedback was obtained from domain experts at the Indian Institute of Technology 
Kanpur (IITK). A pilot version was then distributed online to 150 individuals to assess clarity, 
relevance, and wording; these responses were excluded from the final dataset. The 
questionnaire was subsequently translated into Hindi to enhance inclusivity and was 
administered in both English and Hindi. A formal pilot study involving 50 participants was 
conducted at IITK to test internal consistency, leading to minor refinements before full-scale 
deployment.

3.2 Data collection
To mitigate common limitations associated with online surveys —such as low response rates, 
self-selection bias, and limited control over respondent authenticity (Evans and Mathur, 2005) 
— this study employed a face-to-face survey approach. This method enhanced data reliability, 
improved response quality, and provided greater control over sampling conditions
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(Bhattacherjee, 2012). Data collection was conducted over seven months, spanning from 
September 2023 to March 2024, targeting respondents from three major geographical zones in 
India: the western, eastern, and central regions. Specifically, the sample comprised 150 
respondents from Madhya Pradesh, 50 each from Bihar, Chhattisgarh, and Jharkhand, 100 
from West Bengal, 150 from Maharashtra, and 100 from Gujarat, resulting in a total of 650 
completed responses.

The research model included 21 observed indicators across multiple constructs. The 
sample of 650 respondents substantially exceeds the minimum requirement suggested by the 
“thumb rule” for quantitative research and Structural Equation Modeling (SEM) (Hair et al., 
2010). Moreover, the results showed that no single factor accounted for the majority of the 
variance, indicating that common method bias (CMB) was not a significant concern in this 
study (Podsakoff et al., 2003).

3.3 Data preparation
Prior to statistical analysis, the dataset underwent a comprehensive screening process to ensure 
its accuracy and reliability. This process included the identification and removal of incomplete 
responses, logical inconsistencies, and statistical outliers. Questionnaires with substantial 
sections left unanswered or containing uniformly neutral responses across all items were 
excluded, following best practices for handling survey-based data (Hair et al., 2010). 
Additionally, responses exhibiting straight-lining patterns or internal contradictions were 
flagged as unreliable and removed to enhance data consistency.

Eliminating such anomalies helped mitigate potential sources of bias and ensured that the 
data used for analysis accurately reflected the target population. Following the data screening 
process, 550 valid and complete responses remained, comprising the final sample for 
empirical analysis. This preprocessing step was essential for enhancing the reliability of the 
study’s results while minimizing the risk of bias introduced by data errors or non-
representative responses (Kline, 2016).

3.4 Data analysis strategy
This study employed SEM as the primary analytical technique to evaluate the proposed 
research model. SEM is a powerful multivariate statistical method that facilitates the analysis 
of complex relationships between observed and latent variables. By integrating factor analysis 
and multiple regression within a cohesive framework, SEM allows for the simultaneous 
assessment of both measurement and structural components, thereby offering comprehensive 
insights into construct validity and the strength of inter-variable associations (Kline, 2016).

SEM is particularly beneficial in disciplines such as marketing, social sciences, and digital 
technology adoption, where research models frequently involve mediating variables and latent 
constructs (Iacobucci, 2009). Its ability to account for measurement error and validate the 
theoretical foundations of constructs enhances both the precision and credibility of empirical 
findings (Gefen et al., 2000).

To perform the SEM analysis, IBM SPSS AMOS version 29 was used due to its intuitive 
graphical interface and robust capabilities for handling complex models. AMOS facilitated the 
estimation of latent variables, incorporated measurement error, and generated a 
comprehensive array of goodness-of-fit indices, all of which contributed to assessing the 
adequacy and validity of the proposed model (Blunch, 2012).

4. Results
4.1 Descriptive findings
The analysis was conducted using data from 550 completed and valid survey responses, which 
provided demographic and behavioral insights relevant to digital payment adoption. 
The majority of respondents belonged to the Millennial age group (25–40 years),
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accounting for 61.09% of the sample, followed by Gen X (41–56 years) at 19.09%, and Gen Z 
(≤24 years) at 18%. Representation from Baby Boomers (57–75 years) was minimal (1.82%). 
This age distribution suggests that digital payment adoption is most prevalent among younger 
and middle-aged adults. The sample was predominantly well-educated, with most respondents 
holding a bachelor’s degree (48.73%) or a master’s degree (16.36%).

Respondents were also asked about their use of various digital payment services in the past 
month. The most commonly used platform was mobile payment apps (e.g. UPI, mobile 
banking), reported by 43.5% of participants. This was followed by banking card usage 
(26.1%), internet banking (21.7%), and e-wallets (e.g. Paytm and PhonePe) at 8.7%. These 
findings indicate a strong preference for mobile-based digital payment options over more 
traditional methods. In terms of experience, approximately half of the participants had been 
using digital payment systems for between 2.5 and 6.5 years, which highlights a strong 
adoption trend. Participants also reported the proportion of their digital transactions completed 
during the seven days before the survey. Approximately 33.6% of respondents indicated that 
51%–75% of their transactions were conducted via digital payments, while 26.3% reported 
digital usage levels of 76%–100%. Conversely, 25.6% reported moderate use (26%–50%), and 
only 14.5% reported low usage (less than 25%). These results suggest a significant shift toward 
digital payments among the majority of users.

To assess digital awareness, participants were asked about their familiarity with 
institutional support (bank training), law enforcement presence (cybercrime police), and 
national initiatives (RBI campaigns). Results showed that over 54% of participants 
demonstrated a high level of awareness by answering two out of three questions 
affirmatively, while only 5.45% reported complete unawareness. This distribution suggests 
a moderately informed population, with room for targeted awareness campaigns.

4.2 The measurement model results
Confirmatory factor analysis (CFA) was employed to assess the measurement model, focusing 
on the reliability and construct validity of the latent variables. The analysis examined 
convergent validity, discriminant validity, and overall model fit in line with established 
structural equation modeling criteria (Hair et al., 2019).

Convergent validity was assessed using standardized factor loadings (FL), composite 
reliability (CR), and average variance extracted (AVE). As shown in Table 1, all factor 
loadings surpassed the minimum threshold of 0.50, ranging from 0.607 to 0.960, indicating 
strong indicator reliability. CR values for all constructs surpassed the recommended 
benchmark of 0.70, and AVE values were above 0.50 (Fornell and Larcker, 1981), confirming 
that the items adequately represent their respective latent constructs.

Discriminant validity was examined using the Fornell-Larcker criterion. As presented in 
Table 2, the square roots of AVE (diagonal elements) for each construct were greater than the 
corresponding inter-construct correlations, supporting discriminant validity. Additionally, for 
each construct, both the average shared variance (ASV) and maximum shared variance (MSV) 
were lower than their respective AVE values. For example, the DPU construct had an AVE of 
0.669, an MSV of 0.632, and an ASV of 0.325, demonstrating stronger internal consistency 
than external overlap.

The overall model fit was evaluated using standard SEM fit indices. The model exhibited a 
satisfactory fit with the data, as indicated by the following results: the chi-square divided by 
degrees of freedom (CMIN/DF) was 2.556 (<3.0), the adjusted goodness-of-fit index (AGFI) 
was 0.909 (>0.80), the comparative fit index (CFI) was 0.966 (>0.90), the parsimony normed 
fit index (PNFI) was 0.757 (>0.50), and the root mean square error of approximation 
(RMSEA) was 0.053 (≤0.06) (Hu and Bentler, 1999). These values confirm that the 
measurement model appropriately represents the underlying theoretical structure and provides 
a robust foundation for further structural analysis.
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4.3 The structural model results (hypothesis test)
The structural model was evaluated to test the proposed hypotheses and assess the 
relationships among key constructs. Model fit indices indicated satisfactory alignment with the 
data: CMIN/DF 5 2.584 (<3), AGFI 5 0.908, CFI 5 0.956 (both surpassing their respective 
benchmarks of 0.80 and 0.90, respectively), PNFI 5 0.752, and RMSEA 5 0.054. These 
values confirm the model’s adequacy in representing the observed data.

Hypothesis testing results demonstrated significant relationships among the key constructs, 
as summarized in Table 3. DPPB had a positive and significant influence on DPTS 
(β 5 0.308), supporting H1. Additionally, DPEU (β 5 0.347), DPSI (β 5 0.154), and DPGR

Table 1. Convergent validity results

Factor FL > 0.5 CR > 0.70 AVE>0.5

DPU 0.858 0.669
DPU1 0.808
DPU2 0.813
DPU3 0.832
DPEU 0.859 0.605
DPEU1 0.733
DPEU2 0.769
DPEU3 0.863
DPEU4 0.738
DPSI 0.798 0.570
DPSI1 0.825
DPSI2 0.732
DPSI3 0.703
DPTS 0.901 0.653
DPTS1 0.941
DPTS2 0.960
DPTS3 0.684
DPTS4 0.607
DPTS5 0.788
DPGR 0.879 0.710
DPGR1 0.820
DPGR2 0.934
DPGR3 0.765
DPPB 0.847 0.649
DPPB1 0.769
DPPB2 0.804
DPPB3 0.843
Note(s): Factor Loading (FL), Composite Reliability (CR), and Average Variance Extracted (AVE) 
Source(s): Created by authors

Table 2. Discriminant validity: Fornell-Larcker criterion

CR AVE MSV ASV DPTS DPEU DPSI DPGR DPU DPPB

DPTS 0.901 0.653 0.228 0.128 0.808
DPEU 0.859 0.605 0.415 0.223 0.477 0.778
DPSI 0.798 0.570 0.416 0.204 0.201 0.382 0.755
DPGR 0.879 0.710 0.077 0.034 0.250 0.278 0.065 0.843
DPU 0.858 0.669 0.632 0.325 0.396 0.644 0.645 0.059 0.818
DPPB 0.847 0.649 0.632 0.294 0.388 0.502 0.643 0.145 0.795 0.806
Source(s): Created by authors
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(β 5 0.254) were all significant predictors of DPTS, jointly explaining 53% of its 
variance (R 2 5 0.53).

Regarding the usage of digital payments (DPU), DPTS significantly predicted DPU 
(β 5 0.432), corroborating H7. Furthermore, DPEU (β 5 0.314; H4) and DPPB (β 5 0.667; 
H2) also positively impacted DPU. The model accounted for 77% of the variance in DPU 
(R 2 5 0.77), demonstrating strong predictive power. All seven hypothesized paths were 
statistically supported, confirming the theoretical framework and highlighting the roles of 
perceived benefits, ease of use, social influence, trust, cybersecurity, and grievance redressal in 
promoting digital payment adoption.

Despite explaining a substantial proportion of variance in DPU (R 2 5 0.77), the model 
remains parsimonious, incorporating only six constructs and one moderator, each theoretically 
grounded. Multicollinearity diagnostics revealed no serious issues as all variance inflation 
factor (VIF) values were below the commonly accepted threshold of 5, with a maximum of 
2.94. These results indicate that the explanatory power of the model is not achieved at the 
expense of overfitting or redundancy and that the structural estimates are statistically robust 
and interpretable.

To further explore contextual influences, a multi-group analysis (MGA) was conducted 
using AMOS to assess the moderating effect of cybercrime experience (CE). The dataset was 
divided into two groups: users with cybercrime experience (CE 5 1) and those without it 
(CE 5 0). An unconstrained model was first estimated, allowing path coefficients to differ 
across groups, followed by a constrained model in which the path from DPTS to DPU was 
fixed across both groups. A chi-square difference test (Δχ 2 5 4.21, Δdf 5 1, p < 0.05) 
indicated a statistically significant difference between models, confirming a moderating effect. 
Specifically, the relationship between DPTS and DPU was stronger for individuals without 
cybercrime experience (β 5 0.41, p < 0.001) than those with such experience (β 5 0.23, 
p < 0.05). This suggests that users who have previously encountered cybercrime may place less 
emphasis on trust and cybersecurity perceptions when deciding whether to use digital payment
systems.

To better understand the practical implications of the structural model, the relative strength
of each significant predictor of digital payment usage (DPU) was examined. Notably, 
perceived benefits (DPPB) emerged as the strongest predictor (β 5 0.667, p < 0.001), 
indicating that functional and economic advantages are critical drivers of adoption. This was 
followed by trust and cybersecurity (DPTS) (β 5 0.432, p < 0.001) and ease of use (DPEU) 
(β 5 0.314, p < 0.001), both of which had significant but comparatively weaker effects. These 
findings suggest that while trust and usability are essential, users are primarily motivated by 
tangible, value-oriented benefits. This underscores the need for digital payment providers to 
enhance not only system security and user confidence but also to offer compelling, value-
driven incentives that support sustained adoption.

Table 3. Hypothesis test results

Hypothesis
Independent
construct

Dependent
construct R 2 β p-value Support?

H1 DPPB DPTS 0.53 0.308 *** Yes
H3 DPEU 0.347 *** Yes
H5 DPSI 0.154 * Yes
H6 DPGR 0.254 ** Yes
H7 DPTS DPU 0.77 0.432 *** Yes
H4 DPEU 0.314 *** Yes
H2 DPPB 0.667 *** Yes
Note(s): ***p < 0.001, *p < 0.05, **p < 0.01 
Source(s): Created by authors
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5. Discussion and implications
This study offers empirical insights into digital payment adoption behavior in India, 
highlighting how trust and perceived cybersecurity are shaped by ease of use, perceived 
benefits, social influence, and grievance redressal. These findings reaffirm the relevance of the 
TAM and UTAUT frameworks, underscoring that user-centric design and institutional support 
are critical for fostering digital trust (Venkatesh et al., 2003; Davis, 1989; Sivathanu, 2019). 
Notably, the proposed model explains 77% of the variance in usage, emphasizing that trust and 
perceived utility are dominant predictors of adoption (Gupta and Hakhu, 2021). The 
significant roles of grievance redressal and social influence suggest that institutional 
responsiveness and peer endorsement enhance perceived credibility (Kumar et al., 2018; 
Singh et al., 2020). These insights have far-reaching implications for promoting financial 
inclusion and digital participation, especially among populations vulnerable to exclusion due 
to perceived or experienced risk.

The moderating role of cybercrime experience (CE) reveals that users with prior digital 
trauma exhibit weaker trust-usage relationships, even when system attributes are favorable. 
This supports findings by Riek et al. (2015) and Lestari et al. (2024), emphasizing that the 
emotional and psychological consequences of cybercrime —such as fear, distrust, and 
avoidance— deter engagement with digital financial platforms. The results suggest that policy 
and design interventions must go beyond enhancing technical security to address emotional 
recovery and user reassurance.

These findings challenge static assumptions embedded in traditional adoption models. 
While TAM and UTAUT posit rational decision-making based on perceived utility and ease, 
the influence of CE suggests that trust is dynamic and shaped by emotional memory and 
perceived risk. Hence, future models should integrate behavioral economics and 
psychological constructs like risk aversion and loss sensitivity to more accurately capture 
real-world adoption behavior. A dual imperative emerges: while secure system design remains 
foundational, it must be complemented by inclusive, trust-rebuilding communication 
strategies, particularly for users previously affected by cybercrime. This is particularly 
critical in emerging economies, where socioeconomic disparities and digital literacy gaps 
make trust more fragile.

5.1 Theoretical implications
This study extends behavioral technology adoption frameworks—specifically TAM and 
UTAUT—by introducing cybercrime experience (CE) as a moderating factor. Traditional 
models often assume stable, rational user behavior; however, our findings suggest that trust is a 
dynamic construct, shaped by past digital trauma, emotional responses, and perceived risk. 
This challenges the assumption of purely rational evaluation and aligns with Risk Perception 
Theory and Protection Motivation Theory.

Incorporating CE enhances the contextual sensitivity of adoption models, offering a more 
realistic portrayal of digital behavior in risk-prone environments. Future research could further 
benefit from integrating concepts from behavioral economics (e.g. loss aversion, perceived 
vulnerability) or dual-process theories to capture both rational and experiential pathways in 
technology adoption. Additionally, the proposed framework presented can be tested across 
countries and sectors to evaluate its generalizability in varied cultural, regulatory, and digital 
maturity contexts.

5.2 Practical and socio-economic implications
The findings yield several actionable recommendations for fintech developers, digital 
payment providers, and policymakers. First, post-cybercrime trust recovery should be 
central to digital payment strategies. Institutions must implement transparent remediation 
protocols including follow-up communication, compensation, and user support, to restore 
confidence.
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Second, interventions should be demographically and culturally tailored. Younger users 
may benefit from gamified awareness tools and intuitive interfaces, while older or less 
digitally literate populations may require community-based education and in-person outreach. 
Such differentiation is essential for promoting inclusive digital finance, especially among 
underserved populations. Third, user-centric design is crucial for building trust. Features such 
as simple navigation, visible security cues, and real-time alerts can reduce anxiety and enhance 
perceived system credibility.

Finally, the results call for experience-sensitive policy frameworks. Regulatory bodies 
should complement preventive strategies with responsive mechanisms that recognize trust as 
experience-dependent, particularly in regions where cybersecurity concerns limit financial 
inclusion. As previously discussed, the socio-economic value of digital payments lies in their 
capacity to foster broader participation in the formal economy, especially among marginalized 
communities.

6. Conclusion
This study offers critical insights into the behavioral and psychological factors influencing 
digital payment adoption in emerging economies, with India as a focal case. Grounded in the 
TAM and the UTAUT and enriched by Risk Perception and Protection Motivation theories, the 
study highlights how traditional adoption drivers, such as perceived benefits, ease of use, 
grievance redressal, and social influence, converge to foster trust and perceived cybersecurity, 
which are essential precursors to usage behavior. These results reaffirm the importance of user 
experience, system transparency, and institutional credibility in digital financial ecosystems.

A notable contribution is the integration of cybercrime experience as a moderating factor, 
revealing that trust is dynamic and shaped by prior exposure to digital threats. Users with a 
history of cybercrime exhibit a weakened trust-usage relationship, challenging static 
assumptions in conventional adoption models and highlighting the need to incorporate 
emotional and risk-related dimensions into digital behavior frameworks.

From a practical standpoint, the study offers actionable guidance for fintech developers, 
financial institutions, and policymakers. It underscores the importance of trust-recovery 
strategies, such as post-incident communication, transparent grievance handling, and 
demographic-specific education programs, to rebuild confidence among cybercrime-
affected users. Additionally, intuitive app design and visible security features are shown to 
mitigate perceived risks and promote sustained engagement.

Finally, the proposed model lays a foundation for future research across diverse regulatory 
and socio-cultural environments. Its applicability to sectors such as healthcare, education, and 
public utilities, as well as to other emerging markets with similar cyber risk profiles, can 
enhance the generalizability and policy relevance of digital trust frameworks.
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