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Abstract
Purpose – The cyber insurance market in Germany shows a notable gap: while many large corporations are
already demanding cyber insurance, small and medium-sized enterprises (SMEs) are still reluctant, despite its
benefits. This study aims to analyze the behavioral and informational factors that influence cyber insurance
decision-making and uncover the determinants that may inhibit demand among German SMEs.
Design/methodology/approach – Using the data from a questionnaire survey of 1,248 German SME
executives, the influence of behavioral and informational factors on cyber insurance demand is assessed
utilizing logistic regression.
Findings – The results reveal that the estimated financial impact and anxiety about a potential cyberattack
significantly increase the likelihood of SMEs purchasing cyber insurance. Conversely, the perceived
probability of future cyberattacks and prior experience do not significantly influence insurance decisions,
probably due to challenges in probability estimation. In addition, confidence in the organization’s cyber
risk management has a positive but insignificant influence on cyber insurance demand. External
cybersecurity specialists positively impact cyber insurance demand, while internal cyber risk assessment
has no significant influence, highlighting the challenges SMEs face in cyber risk assessment. Independent
Internet research negatively impacts the purchase of cyber insurance, probably due to information
overload.
Originality/value – This study significantly contributes to the literature on corporate (cyber) insurance
purchasing by primarily focusing on behavioral influences on SMEs’ insurance decision-making. It is also the
first empirical analysis of the key information sources used bySMEs in their insurance decision-making, thereby
providing various academic and practical implications.
Keywords Cyber insurance, SMEs, Cyber risk perception, Behavioral influences, Information sources
Paper type Research paper

1. Introduction
As cyberattacks increasingly targetGerman companies, with a 12% rise in affected enterprises
from 2022 to 2023, based on a survey of 900 companies by Hiscox (2023), effective cyber risk
management and the implementation of business cyber insurance are crucial to protect an
organization from potential losses due to cyberattacks. While previous literature has identified
several motives for small and medium-sized enterprises (SMEs) to purchase insurance, some
of them are particularly relevant to cyber risks. For instance, as SMEs face various challenges
in their cyber risk management (Hoppe et al., 2021), they could especially benefit from the
additional support services provided by cyber insurers. Furthermore, given the great loss
potential involved in cyberattacks, the personal risk aversion of SME owners should drive
cyber insurance demand (Mayers and Smith, 1982) since owners of smaller and closely held
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enterprises often bear organizational risk through their private wealth (Ehling, 2013; Hiebl,
2013). Despite the increasing threat, however, the demand for cyber insurance among SMEs
remains low (Gothaer, 2024).

Although significant growth opportunities for cyber insurance within the SME sector are
predicted, for example by Deloitte (2022), research on the insurance decision-making
processes of SMEs remains limited. Furthermore, while existing literature acknowledges that
the risk attitude of SMEowners influences insurance decisions, there is a lack of knowledge on
other behavioral factors that might also impact the insurance decisions of SMEs. The closest
studies to the current paper are those of Hoppe et al. (2017) and de Smidt and Botzen (2018).
Hoppe et al. (2017) empirically analyze the demand for business interruption insurance among
German SMEs and find that behavioral factors such as risk aversion and insurance expertise
influence SMEs’ demand for insurance. De Smidt and Botzen (2018) note that prior
experience, the threshold level of concern, the degree of worry and trust in organizational
cyber risk management have a significant influence on cyber risk perception among managers
of large Dutch organizations. While previous literature has confirmed some of the findings of
de Smidt and Botzen (2018) regarding behavioral influences on cyber risk perception among
German SMEs (Salzberger, 2024), no paper has focused specifically on SMEs’ cyber
insurance purchasing decisions to date.

This study aims to fill the existing gap by evaluating behavioral factors such as risk
perception, prior experience and emotions like confidence and anxiety in the context of SMEs’
cyber insurance decisions. By focusing on these factors, the analysis sheds light on the impact
of behavioral factors in the business insurance contexts and offers new insights into the
purchasing behavior of SMEs. Additionally, given the European Insurance and Occupational
Pensions Authority’s (EIOPA, 2022) emphasis on providing appropriate information on
insurance access for SMEs, this paper also examines the sources of information that SMEs rely
on when making cyber insurance decisions, including internal cyber risk assessment, external
assistance and Internet research, which, to the best knowledge of the author, have also not been
analyzed previously.

The analysis is based on data from an online questionnaire with 1,248 completed datasets
from German SME executives regarding their SME cyber insurance decision-making
processes and relevant information sources. The results reveal that cyber insurance demand
increases with firm size and that subjective cyber risk perception in terms of estimated
financial impact and perceived anxiety significantly influence cyber insurance demand. While
external assistance in cyber insurance decisions positively affect the cyber insurance demand,
independent Internet research decreases the likelihood that an organization will seek cyber
insurance. Thismay highlight the need for assistance in the cyber insurance decision for SMEs
and an information overload regarding this topic on the Internet. Hence, such insights could
enable cyber insurers to develop more targeted marketing and distribution strategies that are
potentially personalized and offline and that focus on the financial impact of successful
cyberattacks and the associated negative emotions, thereby achieving higher penetration rates
for cyber insurance in the SME sector (Stiefel and Jeske, 2022).

The paper is structured as follows. Section 2 provides the theoretical background on SMEs,
corporate insurance motives and the cyber insurance demand. The examined cyber insurance
determinants and information sources will be explained and hypotheses will be developed. In
Section 3, the research method, the survey design and the data collection approach are
presented. Section 4 comprises the results and a discussion of the outcomes. Section 5
summarizes the findings.

2. Theoretical background and hypothesis development
2.1 SMEs, cyber risks and the cyber insurance demand
SMEs represent 99.3% of all businesses in Germany (Institut f€ur Mittelstandsforschung [IfM]
Bonn, 2021) and 99.8%of all businesses inEurope (DiBella et al., 2023), thereby encompassing
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sole proprietors, high-technology startups and niche market leaders (Hoppe et al., 2021). In
2022,GermanSMEsgenerated 27.3%of the country’s total turnover, amounting to 2.664 billion
euros (IfM Bonn, 2023). Despite the significant proportion of SMEs among all businesses, the
definition of SMEs varies globally, likely due to the high heterogeneity that SMEs exhibit
(Hoppe et al., 2021). However, most definitions include an upper limit on the number of
employees for classification (Heidt et al., 2019). The definition provided by the European
Commission (2003), which is frequently applied in European SME studies (Hoppe et al., 2021),
sets this upper limit at 250 employees (European Commission, 2003). As additional
classification criteria, the European Commission (2003) uses annual turnover (up to 50
million euros) and balance sheet total (up to 43 million euros) to distinguish between micro-,
small and medium-sized enterprises [1]. Besides the advantages of high innovativeness
(Hillebrand and Henseler-Unger, 2018) and adaptability to changes in their environment
(Arag�on-S�anchez and S�anchez-Mar�ın, 2005), SMEs also face several challenges, such as
structural barriers from limited management and technical skills (European Union, 2020) and
resource constraints, including difficulties in obtaining financing and attracting skilled
employees (Hoppe et al., 2021). These constraints and a short-term temporal focus often lead
executives in SMEs to prioritize core business processes over secondary ones like information
technology (IT) security or cyber risk management, thereby allocating crucial IT security
budgets elsewhere (Deloitte, 2020; Heidt et al., 2019; Hoppe et al., 2021). This is particularly
concerning given the growing threat of cyber risk for SMEs (HDI, 2023).

In the literature, cyber risk is defined in various ways (e.g. Cebula and Young, 2010; Eling
and Schnell, 2016). Z€angerle and Schiereck (2023) have attempted to establish a uniform
understanding by systematically evaluating over 140 text passages, revealing different
subject-specific approaches to its definition.Given the focus on the cyber insurance sector, this
paper adopts the one provided by Eling et al. (2016, p. 12), who define cyber risk as “any risk
emerging from the use of information and communication technology (ICT) that compromises
the confidentiality, availability, or integrity of data or services.” Cyber risk, which still
constitutes an emerging risk (de Smidt and Botzen, 2018), can stem from criminal activities (e.
g. cyberattacks) or non-criminal causes (e.g. human failure) (Hoppe et al., 2021). It can
manifest as high-probability/low-impact as well as low-probability/high-impact risk. This
paper specifically addresses cyber risk resulting from cyberattacks, which can take place in
great variety, with great opacity and across borders (de Smidt andBotzen, 2018), while leading
to both direct (e.g. business interruptions) and indirect (e.g. reputational damages) costs for the
affected enterprise as well as third parties (Z€angerle and Schiereck, 2023).

The number of cyberattacks against organizations is steadily increasing and is expected to
also further rise in future due to the emergence of new key technologies (e.g. artificial
intelligence or the metaverse) and the growing professionalism of attackers (Finlex, 2023;
MunichRe, 2023). The Association of the German Information and Telecommunications
Industry (Bitkom, 2023) estimates that German companies suffered losses of over 148 billion
euros due to cyberattacks in 2023, though the actual figure may be even higher since many
cyberattacks remain undetected (HDI, 2023) or unreported due to bureaucratic hurdles or
concerns about reputational damages (Bitkom, 2023; de Smidt and Botzen, 2018). However, it
is not only large organizations that are increasingly targeted, but SMEs as well. According to
HDI’s (2023) annual cyber study, there has been an observable shift in the relationship between
company size and the frequency of attacks. While larger companies were more frequently
targeted in 2022, smaller companies are now more often affected by cyberattacks than mid-
sized organizations. Among the 702 German SMEs surveyed by HDI, 39% of small
enterprises, 36% of medium-sized enterprises and 25% of micro-enterprises reported that they
were affected by cyberattacks in 2023. The average financial loss for SMEs following a
successful cyberattack amounted to 66,812 euros (HDI, 2023).

Although various cyber risk management tools to protect the organization from potential
cyberattacks exist, SMEs face significant challenges in effectively managing cyber risk. Hoppe
et al. (2021), who analyzed 37 industry surveys on SME cyber risk management, observe for

The Journal of
Risk Finance

215

Downloaded from http://ftp.nowpublishers.com/jrf/article-pdf/26/2/213/9670389/jrf-05-2024-0151.pdf by guest on 24 July 2026



example a lack of appropriate cyber risk awareness. While SMEs are generally aware of cyber
threats, they frequently underestimate their own cyber risk exposure (e.g. HDI, 2023) which can
be attributed, according to Salzberger (2024), to the optimistic bias (Weinstein, 1980).
Additionally, SMEs often lack expertise in cyber risk management, largely due to a lack of
internal IT experts and budget constraints regarding external assistance (Hoppe et al., 2021).

EvenwhenSMEs are aware of cyber risks, they often fail to implement necessary cyber risk
management measures, leading to insufficient incident response preparation (HDI, 2023;
Hoppe et al., 2021). However, even with extensive IT security measures, organizations may
not be fully protected from losses due to cyberattacks. To manage the remaining risk exposure,
SMEs could transfer these risks to an insurer through cyber insurance (Gordon et al., 2003;
Kosub, 2015). Cyber insurance allows companies to contractually outsource uncertain losses
from cyberattacks by paying a fixed and hence predictable insurance premium (Gordon et al.,
2003; Mukhopadhyay et al., 2013). Customers can choose between a packaged or a stand-
alone cyber product, with this paper focusing on the latter as it covers cyber risks more
explicitly (Eling and Zhu, 2018). Cyber insurance covers both first-party (e.g. incurred costs
for data recovery or business interruption) and third-party losses (e.g. liability claims by third
parties due to a data protection breach). However, its primary value lies in the accompanying
assistance services (e.g. 24/7 claims hotline, data and system recovery by specialists or
external security audits) that are offered by cyber insurers (Camillo, 2017; HDI, 2023). These
services can significantly enhance an organization’s overall cyber risk management. For
instance, the HDI (2023) cyber study has found that 37% of insured companies have an
incident response plan in place, compared to only 16% of uninsured ones.

The global demand for cyber insurance is steadily increasing and is estimated to reach a
maximum of 33.3 billion USD by 2027 (MunichRe, 2023). In Germany, the Federal Financial
Supervisory Authority (BaFin, 2024) reports that gross premiums written for stand-alone
cyber policies rose to 700 million euros in 2022, a 144% increase since 2020. Despite a
growing interest in cyber insurance among SMEs [2], BaFin’s analysis in 2023 of 178 primary
cyber insurers shows that large corporations remain the primary customers of cyber insurance,
representing 81% of the total market share, while SMEs only account for 18% of premium
income (BaFin, 2024). Similarly, the Gothaer SME survey of 2024 notes that only 25% of
1,022 surveyed German SMEs have obtained cyber insurance (Gothaer, 2024). Given the
various insurance motives for organizations (see Section 2.2), the low cyber insurance demand
of SMEs seems counterintuitive. Despite the challenges of providing appropriate cyber
solutions for the highly diverse SME sector, a recent McKinsey study (Binder et al., 2022)
highlights significant market growth potentials for insurers due to uninsured small and micro-
enterprises in Germany. Similarly, a Deloitte (2022) publication states that 16% of surveyed
SMEs across multiple countries plan to include cyber insurance in their insurance portfolio
within the next three years. In order to leverage these market potentials, it is essential to
identify the key factors that drive cyber insurance demand.

2.2 Corporate insurance purchasing
There is extensive literature investigating the potential motives for corporate insurance
demand that focuses in particular on financial advantages, organizational characteristics and
the reduction of agency problems. While these studies provide valuable insights into the
insurance demand of large corporations (e.g. Aunon-Nerin and Ehling, 2008; Core, 1997;
Davidson et al., 1992; Hoyt and Khang, 2000; Main, 1983; Regan and Hur, 2007; Yamori,
1999), the specific insurance demand of smaller and closely held enterprises has scarcely been
investigated due to the limited data availability (Yamori, 1999). Table 1 summarizes the key
findings related to the most relevant insurance motives for large corporations and SMEs. As
shown in the table, significant differences exist between the insurance motives of smaller
enterprises and those of larger organizations, despite the limited focus on SMEs in the
literature so far.

JRF
26,2

216

Downloaded from http://ftp.nowpublishers.com/jrf/article-pdf/26/2/213/9670389/jrf-05-2024-0151.pdf by guest on 24 July 2026



Table 1. Relevant insurance motives regarding financial benefits, agency problems and organizational
characteristics for large enterprises vs SMEs

Findings for large organizations Findings for SMEs

Financial aspects • Insurance can reduce the transaction
costs of bankruptcy (e.g. [1], [3], [4],
[9])

• Purchasing insurance depends on the
financial situation (e.g. the
capitalization, debt capacity, cost of
distress, cash availability, capital
market access) of the enterprise (e.g.
[5], [6], [8], [9], [12])

• Insurance is purchased to achieve
earnings stability (e.g. [7])

• Insurance is purchased to reduce
taxable income and expected tax
liabilities (e.g. [1],[4], [9]) – other
results found by [7] and [10]. The
German tax system offers limited
opportunities to reduce the tax burden
through insurance [8]

• Expected bankruptcy costs are less
than proportional to firm size,
making insurance more valuable for
smaller firms (e.g. [1], [5], [9]) –
opposing results found by [16]:
SMEs with a higher probability of
bankruptcy purchase less insurance,
probably because riskier SMEs
cannot afford to buy insurance

• Price-sensitive SMEs purchase less
business interruption insurance [17]

• Smaller firms purchase insurance to
protect equity [8]

• Tax incentives have been shown to
be a motive for purchasing
insurance among Japanese SMEs
[16]

Agency problems/
information
asymmetries

Between bondholders and shareholders
Differing interests between debtholders
and shareholders can lead to an
underinvestment problem. By requiring
insurance, debtholders limit a firm’s risk
to a certain level while reducing the
agency costs of monitoring the behavior of
the equity holders and increasing firm
value (e.g. [2], [3], [4], [12]) – other results
found by [7]

Between management and shareholders
Insurers have a comparative advantage in
monitoring risk-reducing decisions made
by management for shareholders [1], with
the degree of risk aversion of managers
depending on the extent to which
compensation is linked to performance
(e.g. [4], [6], [13])

Relationship with others
• Insurance ismotivated by competition

and can facilitate cooperation and
coordination (e.g. [14])

• Insurance can act as a signal of firm
quality – greater levels of coverage
signal higher expected cash flows
(e.g. [7], [15])

Between bondholders and shareholders
• Insurance could be used to

strengthen the existing relationship:
insurance demand within private
firms is motivated by increasing the
organization’s debt capacity [18]
due to the high importance of bank
borrowings (which are the main
sources of financing) for SMEs.
Those facing financial constraints
due to weak relationships with their
banks tend to have a higher
insurance demand [16]

• Insurance is often purchased by
SMEs at the request of banks [16]

Between management and shareholders
In SMEs, a separation between
ownership and management is often not
possible (e.g. [8],[16]). Therefore, the
risk management motives of owners and
managers are much more aligned [18]:
the owners of closely held organizations
have greater control over management
behavior than those of widely held
organizations [8]

(continued )
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One of the most critical differences highlighted in the literature regarding insurance
motives for SMEs and large corporations is risk aversion. Risk aversion does not apply as an
insurance motive for large organizations, since shareholders can diversify risk through capital
markets, leading to a negative net present value when purchasing insurance at actuarially
unfair rates (Mayers and Smith, 1982; Regan and Hur, 2007). However, risk aversion
constitutes an important insurance motive for owners of smaller enterprises (Greenwald and
Stiglitz, 1990; Mayers and Smith, 1982). Owners of smaller enterprises are generally more
sensitive to risk changes as a single risk event can lead to catastrophic losses, as well as
business closure and liability involving private assets (Ehling, 2013; Hiebl, 2013).

To the best of the author’s knowledge, only three papers have empirically examined the
insurance demand of SMEs. Ehling (2013) analyzes the insurance demand of Norwegian

Table 1. Continued

Findings for large organizations Findings for SMEs

Organizational
aspects

Ownership structure
Corporations purchase less insurance than
closely held firms with concentrated
ownership (e.g. [1], [6], [8], [11]) – other
results found by [9] and [10]

Organizational size
Smaller enterprises purchase more
insurance than larger organizations (e.g.
[1], [4], [8], [9], [10], [11]) – other results
found by [6]

Industry
• Regulated firms purchase more

insurance than unregulated firms (e.g.
[1], [6], [9], [10]) – other results by [4]

• Firms from industries where higher
operating revenues are associated
with a higher insurance risk purchase
insurance (e.g. [15])

Other characteristics
• Organizations with greater growth

opportunities purchase more
directors’ and officers’ (D&O)
insurance to improve management
decision-making and avoid
underinvestment (e.g. [6])

• Firms with greater internal risk
diversification (e.g. technological)
require less insurance (e.g. [8])

• Insurance is purchased due to
comparative advantages in risk
bearing and the real service
efficiencies of the insurer (e.g. [1], [4],
[7], [8], [9])

Ownership structure
For SMEs a negative relation between
ownership concentration and insurance
demand and a positive one between the
number of family owners and insurance
demand has been identified [18] – other
results found by [16]: the importance of
financial benefits as an insurancemotive
varies with the ownership structure

Organizational size
Smaller SMEs purchase less insurance
than larger ones (e.g. [16], [17])

Industry
Organizations in trading and
manufacturing industries purchase more
business interruption insurance [17]

Other characteristics
Growth potential is not significantly
related to insurance demand in SMEs,
probably because SMEs with growth
expectations do not have sufficient
financial resources to purchase
insurance [16]

Note(s): [1] Mayers and Smith (1982), [2] Mayers and Smith (1987), [3] MacMinn (1987), [4] Hoyt and Khang
(2000), [5] Aunon-Nerin and Ehling (2008), [6] Core (1997), [7] Main (1983), [8] Krummaker (2019), [9]
Regan and Hur (2007), [10] Yamori (1999), [11] Krummaker and Graf von der Schulenburg (2008), [12]
Davidson et al. (1992), [13] Han (1996), [14] Ashby and Diacon (1998), [15] Grace and Rebello (1993), [16]
Asai (2019), [17] Hoppe et al. (2017), [18] Ehling (2013)
Source(s): Authors own creation
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SMEs, using over 1,855 firm-year observations from an international insurance broker on
property insurance purchases. Asai (2019) assesses the insurance demand of 767 Japanese
SMEs in the manufacturing industry. Finally, Hoppe et al. (2017) evaluate the business
interruption insurance decisions of 1,732 German SMEs. Among these, only Ehling (2013)
and Hoppe et al. (2017) incorporate behavioral factors such as risk aversion within their
analysis. While Ehling (2013) cannot confirm that risk aversion has a major impact on SME’s
insurance decision-making, Hoppe et al. (2017) find that both risk aversion and insurance
know-how have a significant positive influence on the decision to purchase business
interruption insurance.

Aside from risk aversion, which is the most important insurance motive for individuals
(Krummaker, 2019), other behavioral factors, such as biases (e.g. overconfidence bias),
heuristics (e.g. the availability heuristic) and risk perception have been extensively studied in
the context of individual insurance decisions (e.g. Bregu, 2022; Kellens et al., 2013; Siegrist
and Gutscher, 2008). However, these factors have not been adequately explored in the context
of insurance decision-making for SMEs, although Mayers and Smith (1982) suggest that
smaller and/or closely held firms may have the same insurance motives as individuals, and
Heidt et al. (2019) concludes that individual leadership attitudes and values may have a strong
influence on IT security investments. Previous research indicates that behavioral influences,
particularly biases and heuristics, are especially prevalent in the decision-making process of
SMEs in the organizational context (Capolupo et al., 2024). They are also more significant for
entrepreneurs in smaller organizations than formanagers in larger companies. Thismay be due
to a higher level of uncertainty in decision-making, stemming from limited data availability, as
well as a higher decision complexity, resulting from the absence of structured decision-making
processes (Busenitz and Barney, 1997). Thus, the unconscious use of heuristics to “reduce the
complex tasks of assessing probabilities and predicting values to simpler judgmental
operations” (Tversky and Kahneman, 1974, p. 1124) could be a valid strategy for overcoming
decision-making constraints.

However, the use of heuristics can also lead to persistent biases which can negatively
impact risk assessment, for example, through misleading experiences or emotions (Slovic,
1987). As executives in smaller enterprises might be subject to behavioral factors in their
insurance decision-making, cognitive biases may explain the relatively low demand for cyber
insurance among SMEs despite the clear benefits outlined in Table 1. Additionally, while
Hoppe et al. (2017) investigate the influence of different distribution channels on SMEs’
insurance decisions, revealing that SMEs with business interruption insurance demonstrate
significantly higher “trust in the insurance distribution” (p. 576), “agent affinity” (p. 576) or
“broker affinity” (p. 576) than those without business interruption insurance, a gap in
understanding the sources of information influencing SMEs’ cyber insurance decisions
remains. This study seeks to fill these gaps by evaluating additional behavioral influences, such
as subjective risk perception, prior experience, confidence and anxiety, as well as by
identifying themost relevant information sources for SMEswhen considering cyber insurance.

2.3 Hypothesis development
2.3.1 Organizational size. Most of the previous literature suggests that smaller enterprises
should purchase more insurance than larger organizations (see Table 1 in Section 2.2). This
expectation is often explained by the bankruptcy cost hypothesis, according to which smaller
enterprises have to face higher expected bankruptcy costs,making insurancemore valuable for
them (Aunon-Nerin andEhling, 2008;Hoyt andKhang, 2000;Mayers andSmith, 1982). In the
context of cyber insurance, the service efficiencies and comparative advantages of insurers in
processing claims and other administrative services further support this expectation (Hoyt and
Khang, 2000; Main, 1983; Mayers and Smith, 1982, 1990). While larger organizations
typically have dedicated security teams, adequate IT budgets and sophisticated internal risk
management processes (Huaman et al., 2021; Krummaker, 2019), SMEs are facing significant
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challenges in cyber risk management (see Section 2.1) and could therefore particularly benefit
from the services offered by cyber insurers (Talesh, 2018). However, contrary to these
theoretical expectations, recent industry surveys and market data reveal that cyber insurance
demand actually increases with enterprise size (see Section 2.1). This unexpected relationship
has also been observed in other insurance contexts, such as business interruption insurance for
SMEs (Hoppe et al., 2017) and corporate terrorism insurance (Thomann et al., 2012).
Considering these findings and current market observations leads to formulating the following
hypothesis H1:

H1. Smaller enterprises purchase significantly less cyber insurance than larger
organizations.

2.3.2 Cyber risk perception.Both Hoppe et al. (2017) and Thomann et al. (2012), who observe
a counterintuitive relationship between insurance demand and enterprise size, suggest that
behavioral factors, such as subjective risk perception (Thomann et al., 2012), may influence
organizational insurance decisions. According to the expected utility theory, which may also
apply to organizational insurance decisions (Thomann et al., 2012), cyber insurance should be
purchased if it provides a higher expected utility than remaining uninsured (Kshetri, 2018).
However, making insurance decisions typically requires information about the probability of
risk occurrence and the expected loss, which might not be always available for SME
executives, given the current challenges in obtaining relevant information regarding
cyberattack probability and expected losses (Kshetri, 2018) and SMEs’ limited cyber risk
assessment capabilities (Hoppe et al., 2021). Hence, as supposed by Slovic (1987), executives
might “rely on intuitive risk judgments” (Slovic, 1987, p. 280) instead of purely objective
estimations within their cyber insurance decision-making process. Consequently, subjective
risk perceptionmight strongly influence decisions related to risk protection (Barberis, 2013; de
Smidt andBotzen, 2018) and insurance (Slovic et al., 1977). Despite its importance, subjective
risk perception, most frequently measured by the determinants of “perceived impact” and
“perceived probability” (Kellens et al., 2013), has received limited attention in previous
research on SMEs’ insurance decisions.

For largeorganizations, previous literature on insurance demandhas found a positive relation
between the expected distress cost and the degree of corporate property insurance coverage
(Aunon-Nerin and Ehling, 2008). In the cyber context, based on their survey with 172 managers
of large organizations in the Netherlands, de Smidt and Botzen (2018) observe a low cyber
insurance demand, accompanied by an underestimation of the expected cost of a successful
cyberattack. Although de Smidt and Botzen (2018) hypothesize a link between low cyber
insurance demand and the underestimation of financial impacts, they do not further analyze this
relationship. As the annual cyber study from HDI (2023) shows that only 23% out of 702 asked
German SMEs perceive a high to rather high risk of financial losses from potential cyberattacks,
an underestimation of financial impact might also be observable in the SME sector. Building
on this observation and the assumption of de Smidt and Botzen (2018), hypothesis H2a is:

H2a. SME executives with a higher degree of cyber risk perception in terms of the
estimated financial impact of a cyberattack are more likely to purchase cyber
insurance.

Thomann et al. (2012) posit thatmanagers also buy terrorism insurance based on their personal
assessment of the probability of risk occurrence. Similarly, Huaman et al. (2021), analyzing
cyber risk perception measured by the perceived likelihood of successful cyberattacks among
5,000 German SMEs, find that smaller enterprises (fewer than 50 employees) perceive a lower
likelihood of becoming a victim of cyberattacks compared to larger organizations (more than
500 employees). Given that the observed relationship between probability estimates and cyber
insurance demand is positive for increasing organizational size, a positive relation between
probability estimates for cyberattacks and insurance demand might also exist, as suggested by
Thomann et al. (2012). Therefore, H2b is stated as follows:
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H2b. SME executives with a higher degree of cyber risk perception in terms of the
perceived probability of cyberattack occurrence are more likely to purchase cyber
insurance.

2.3.3 Prior experience. According to Tverksy and Kahneman (1973, 1974), risk perceptions
can be influenced by the availability heuristic, which suggests that prior experience with risk
events can significantly drive the ease of imagining (similar) risk events occurring in the future
(de Smidt and Botzen, 2018; Tversky and Kahneman, 1974), thereby increasing risk
perceptions and motivating the purchase of insurance. The influence of prior experience on
insurance demand has already been shown, for example, by Thomann et al. (2012) with
respect to terrorism insurance, as they observe that the terrorist activity level of the prior
12 months strongly influences corporate decisions about that type of insurance.

For cyber risk, Salzberger (2024) has already observed that personal experience with
cyberattacks has a positive influence on the perception of cyber risk in regard to the probability
estimates of future cyberattacks for SME owners and managers. Asai (2019) does not find that
prior experience of natural disasters has an influence on SMEs’ demand for property liability
insurance, based on an ordinary least squares analysis of data from 767 Japanese SMEs.
However, a positive influence on cyber insurance demand is assumed, as a survey by Advisen
and Partner Re (2020) reveals that media coverage and experience of cyber-related losses are
the two most important factors driving the demand for cyber insurance, according to the 260
cyber insurance brokers and 190 cyber underwriters surveyed. Hence, following this leads to
hypothesis H3:

H3. SME executives with personal experience of successful cyberattacks are more likely
to purchase cyber insurance.

2.3.4 Perceived confidence. In addition to availability, the overconfidence bias may influence
the cyber insurance decisions of SMEs. Overconfidence refers to an individual’s tendency to
overestimate their own skills, predictive abilities and knowledge (Russo and Schoemaker,
2018) which, as a result, might lead to intuitive and impulsive management decisions with
little understanding of which tasks would require further assistance or expertise (Chira et al.,
2008). Although the influence of overconfidence on insurance demand has already been
shown in various settings, its direction remains unclear. While Bregu (2022) has found in a
within-subject experiment involving 128 subjects that individuals purchase significantly less
insurance when overestimating their abilities to predict potential losses, Hoppe et al. (2017)
observe that German SMEs that rated their insurance competencies higher were significantly
more likely to purchase business interruption insurance.

In the context of cyber risk, Salzberger (2024) observes that German SMEs generally rate
their internal knowledge and competencies highly, despite most of them lacking essential
cyber risk management measures. In support of these observations, Hoppe et al. (2021) find
within their meta-study about SMEs’ cyber risk management that SMEs are generally
overconfident about their cyber risk preparedness, resulting in a substantial gap between
perceived and actual readiness for potential cyberattacks. Hence, the overestimation of
existing cyber risk preparedness might lead to the erroneous assumption that no further
protection against losses from cyberattacks through cyber insurance is needed, resulting in a
low cyber insurance demand among German SMEs. Following this assumption leads to
hypothesis H4:

H4. SME executives with a higher level of confidence in the organization’s cyber risk
management measures are less likely to purchase cyber insurance.

2.3.5 Perceived anxiety. According to the “risk as feelings” model from Loewenstein et al.
(2001), emotions such as “worry, fear, dread, or anxiety” (Loewenstein et al., 2001, p. 270) can
significantly influence risk perception and decision-making under conditions of risk and
uncertainty. The model suggests that individuals may perceive risk through an emotional lens,
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relying more on their instincts and institutions rather than on logic, reason or scientific
principles to assess risk. In particular, when judging the likelihood and severity of an event,
people tend to act based on feelings that are generated by the “vividness” (Loewenstein et al.,
2001, p. 275) of the personal experience or the perceived danger of the event. Therefore, if
cyberattacks are perceived as highly threatening, the heightened perception of cyber risk
shouldmotivate the demand for cyber insurance. Brighetti et al. (2014) have already found that
emotions influence the individual insurance decision, though the effects vary depending on the
different emotions and insurance types analyzed.

In the cyber domain, de Smidt and Botzen (2018) observe that worry has a significant
positive influence on the perceived probability and impact of future cyberattacks for managers
of large organizations. However, according to Cheung-Blunden and Ju (2016) and Lawson
et al. (2016), feelings of anxiety can also negatively impact information perception and
processing. While a certain level of anxiety might encourage protective cybersecurity
behavior, excessive anxiety has been shown to result in impaired memory processes within
risk evaluation (e.g. Derakshan and Eysenck, 2009). Consequently, it remains unclear whether
negative emotions about cyberattacks effectively motivate the implementation of protection
measures or whether anxiety leads to inefficient and biased information processing without
meaningful behavioral changes (Renaud and Dupuis, 2019; Renaud and Ophoff, 2021).
Although Kshetri (2020) suggests that insurers promote cyber insurance by leveraging fear
and anxiety, whether the level of perceived anxiety actually influences the cyber insurance
purchasing behavior of SMEs has not yet been analyzed. Therefore, hypothesis H5 is posited
as follows:

H5. SME executives with a higher level of anxiety regarding future cyberattacks are more
likely to purchase cyber insurance.

2.3.6 Information sources.Hoppe et al. (2017) is the only empirical analysis that also focuses
on the influence of relevant distribution channels on SMEs’ insurance decisions. They show
that German SMEs that frequently review their insurance needs and have high insurance
expertise are more likely to demand business interruption insurance. Similarly, the Global
Cyber Risk Perception Survey by Marsh and Microsoft (2019), which included 1,500 business
leaders from organizations of different countries and sizes, found that organizations
conducting quantitative internal risk assessments are more likely to purchase cyber
insurance. However, Krummaker (2019) assumes that the professionalism of the internal
insurance decision-making process decreases along with decreasing enterprise size. The
various challenges in cyber risk management for SMEs (see Section 2.1), combined with the
complexity and variety of insurance products available to SMEs (EIOPA, 2022), could lead to
a biased cyber risk assessment and the conclusion that insurance is not needed. Nonetheless, it
is assumed that SMEs conducting internal cyber risk assessments are generally more aware of
their cyber risk exposure than those without such evaluations and thus are more likely to
purchase insurance. Hypothesis H6a is therefore:

H6a. SME executives are more likely to purchase cyber insurance when they analyze their
cyber risk exposure through internal cyber risk assessment measures.

Following the previous argument, EIOPA (2022) notes that SMEs may need assistance in their
insurance decision-making. While Hoppe et al. (2017) have found that German SMEs with
business interruption insurance heavily rely on the recommendations of their insurance broker,
Vero (2021) reports a decline in broker engagement, with more than 25% of the 1,500
Australian SMEs surveyed only having minimal contact with their insurance broker in 2021,
up from approximately 9% in 2012. Similarly, the share of SMEs actively collaborating with
their brokers also decreased from approximately 35% in 2012 to 22% in 2021. Reflecting this
trend, the annualHDI (2023) cyber study shows that SMEs rely heavily on external “ITservice
providers” and “IT consulting” for cybersecurity, with 45% of the 702 asked SME executives
reporting that their installed prevention measures are based on recommendations from these

JRF
26,2

222

Downloaded from http://ftp.nowpublishers.com/jrf/article-pdf/26/2/213/9670389/jrf-05-2024-0151.pdf by guest on 24 July 2026



external experts. Consequently, the role of independent cybersecurity experts may become
increasingly important in the decision to purchase cyber insurance among SMEs. Therefore,
H6b is proposed as follows:

H6b. SME executives are more likely to purchase cyber insurance when they receive
assistance from external cybersecurity experts in their cyber risk management and
insurance decisions.

In the past, SMEs often tended to “set and forget” (Vero, 2021, p. 8) their insurance, while in
the past decade, they have sought to becomemore involved in insurance,with 60%of the 1,500
participating SMEs in the Vero survey indicating that they personally research their insurance
needs online. Similarly, a global KPMG (2021) survey with 75,000 participating SMEs shows
that the availability of clear and simple information about insurance online and the ability to
buy insurance online are two of the most important features when purchasing business
interruption insurance, after price. Regarding cybersecurity, according to the HDI (2023)
cyber study, the Internet is the fourth most important source of information for German SMEs
on IT and cyber security, while in the UK online research ranks first among the most relevant
sources of information for advice or guidance on cybersecurity issues (Renaud and Ophoff,
2021). Assuming that online information provided by cyber insurers is well suited for SMEs,
online research on cyber insurance should positively influence SMEs’ demand for cyber
insurance. Therefore, H6c is proposed as follows:

H6c. SME executives are more likely to purchase cyber insurance when they
independently research cyber insurance products online.

3. Research method, survey design and data sampling
3.1 Research method and survey design
To analyze the determinants of CyberIns assumed in hypotheses H1 to H6c, a logistic
regression analysis is employed, following the approach of Hoppe et al. (2017), Gatzert and
Schubert (2022) and Lechner and Gatzert (2018), who examine the determinants of business
interruption insurance for German SMEs and organizational cyber risk management and
enterprise riskmanagement, respectively. FollowingGatzert and Schubert (2022) andLechner
and Gatzert (2018), it is assumed that

CyberIns ¼ f ðSize;Cost;Prob;Experience;Confidence;Anxiety; Intern;Extern; InternetÞ

The binary dependent variable, CyberIns, takes a value of 1 if an enterprise demands cyber
insurance and 0 otherwise. By applying the logarithmized quotient of the probability that an
enterprise demands cyber insurance and the converse probability, one can calculate the odds
ratio. The coefficients β1 to β11 denote the estimated regression parameters for the respective
determinants. Size dummies were included which reflect the respective enterprise sizes of
micro-, small, medium-sized and large enterprises.

ln
�

p ðCyberIns ¼ 1Þ
1� p ðCyberIns ¼ 1Þ

�

¼ β1−3 Sizeþ β4Cost þ β5 Probþ β6 Experience

þ β7 Confidenceþ β8 Anxietyþ β9Internþ β10Extern

þ β11 Internet þ ε:

Due to the limited availability of data on SME cyber insurance decision-making, a large
standardized online questionnaire was developedwhich was mainly derived from the one used
by de Smidt and Botzen (2018) for analyzing the cyber insurance demand and cyber risk
perception of managers from large Dutch organizations. The current study focuses on the
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cyber insurance demand of German SMEs, as well as the behavioral influences in their
insurance decision-making process and the most relevant information sources affecting their
decision. Consequently, questions about the current demand for cyber insurance, previous
experience of cyberattacks, perceived confidence in cyber riskmanagement, anxiety regarding
future cyberattacks and information sources related to the cyber insurance decision-making
process are of particular interest for this analysis. The relevant questions included in this
analysis can be found in the Supplementary material.

First, and in contrast to the questionnaire of de Smidt and Botzen (2018), the
respondents were informed about the most common types of cyberattacks against German
SMEs between 2020 and 2022 (i.e. malware, phishing, [distributed] denial-of-service
[(D)DoS] and ransomware attacks [3]) to ensure a common understanding of the different
types of cyberattacks surveyed in the questionnaire. Following the approach of de Smidt
and Botzen (2018), risk perception was measured using the variables of “perceived
probability” and “perceived impact.” Therefore, the participants were asked first about
their perceived probability of being the target of a successful cyberattack of each
cyberattack type (Prob_Malware, Prob_Phishing, Prob_DoS, Prob_Ransomware),
measured on a scale from 0% to 100% [4]. A cyberattack was defined as successful if it
results in financial damage to the targeted organization. The mean of the four provided
probability estimates was calculated to generate the overall Prob variable included in the
logistic regression model. The same procedure was applied to ask for the estimated cost of
successful cyberattacks. The respondents rated their expected financial impact of
successful malware (Cost_Malware), phishing (Cost_Phishing), (D)DoS (Cost_DoS)
and ransomware (Cost_Ransomware) attacks on a six-point scale (1 5 less than V25,000
to 6 5 more than V500,000 [5]), and the overall mean Cost variable was calculated. The
Prob and Cost variables, therefore, constitute the cyber risk perception variables relevant
to hypotheses H2a and H2b.

In a procedure similar to that employed by de Smidt and Botzen (2018), the respondents
were next asked to rate their confidence in the cyber risk management measures
implemented in their organizations on a six-point Likert scale. In particular, they were
asked about the sufficiency and appropriateness of the installed cyber risk Prevention and
Reaction measures for potential cyberattacks [6]. The mean score of both questions was
calculated to obtain the Confidence variable for analyzing hypothesis H4. Following the
approach of Elhai et al. (2017), the level of anxiety concerning potential cyberattacks was
assessed through seven anxiety-related items measured on a seven-point Likert scale [7].
The mean score of these seven items was computed to form theAnxiety variable, which was
used to analyze hypothesis H5. In line with the question utilized by de Smidt and Botzen
(2018), to evaluate the influence of previous Experience, respondents were asked if they
had been affected by a cyberattack in the past in various contexts (i.e. within their own
enterprise or in previous work situations, private surroundings or personally). Since
previous literature has emphasized that the experienced risk event must be perceived as
salient to influence risk perception and insurance demand (Gennaioli and Shleifer, 2010;
de Smidt and Botzen, 2018), the respondents were also asked if the cyberattack resulted in
financial damages. Therefore, the experience variable in the logistic regression model is
set to 1 for all the respondents who experienced a financially damaging cyberattack and to
0 for all others.

Next, and again in line with de Smidt and Botzen (2018), the respondents were asked about
their cyber insurance status (CyberIns). The SME executives could choose from the response
options “have cyber insurance,” “plan to purchase cyber insurance,” “have not purchased and
do not plan to purchase cyber insurance” and “have not discussed the issue within the
organization” [8]. Respondents who chose the last response option were removed from the
dataset, asCyberIns is the dependent variable of the logistic regression, with the binary values
indicating whether the organization has decided for or against purchasing cyber insurance. As
outlined in hypotheses H6a to H6c and in line with recent findings from industry studies
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regarding SMEs’ information sources, respondents were asked whether they based their cyber
insurance decision on an internal risk assessment (Intern), advice from an external
cybersecurity specialist (Extern), or information obtained from the Internet. Respondents
could rate their agreement with each information source on a seven-point Likert scale (1 5 do
not agree at all to 7 5 completely agree) for the analysis of hypotheses H6a to H6c.

Finally, questions were included about the enterprise (i.e. the number of employees, the
annual sales, the balance sheet total and industry) and the respondent (i.e. company function,
age and gender), along with a question to assess the respondent’s answering accuracy (rated on
a seven-point Likert scale).

3.2 Data sampling
Parts of the online survey that focused on the influence of behavioral factors on SMEcyber risk
perception have been previously evaluated. Therefore, a detailed description of the data
collection and pretesting processes can be found in Salzberger (2024).

To reach the relevant target group of German SMEs, a comprehensive database accessible
through the university network was employed. The selection criteria were based on the
definition of SMEs used by the EuropeanCommission (2003), which includes enterpriseswith
a maximum of 249 employees, an annual turnover of up to 50 million euros, and a balance
sheet total of up to 43 million euros. The filtering resulted in 430,439 enterprises with
accessible email addresses, although for most organizations only general firm email addresses
were available. Following the approach of Hiebl et al. (2019), and to ensure that the survey
reached the appropriate decision-makers regarding cyber insurance, the intended recipients
were defined as owners, members of the managing board or responsible managers from the IT
or risk management departments. To verify the respondents’ role, a question that asked for the
company function(s) of the respondents was integrated into the questionnaire. Given the
expected low response rate typical in organizational surveys, as noted by de Smidt and Botzen
(2018), it was decided to contact all available organizations (convenience sampling), in line
with the method utilized in Hiebl et al. (2019). Furthermore, it was technically ensured that
every organization could answer the online questionnaire only once.

Of the 430,439 companies that were contacted to participate in the online survey, 5,638
confirmed they had received the email invitation, as evidenced by opening the link to the
online questionnaire. A total of 1,828 enterprises completed the questionnaire. Of these, 463
datasets were excluded because the respondent indicated that their enterprise had not yet
decided whether to buy cyber insurance and the outcome of this decision was necessary for
conducting the logistic regression. In addition, 68 datasets were removed as the responding
person was not the owner, a member of the managing board or an executive from the ITor risk
management departments, ensuring the accuracy and relevance of the information provided
regarding cyber insurance decisions. Furthermore, 16 datasets from companies in the public
sector or associations and 33 datasets with a low answering accuracy of the respondents
(scores of 3 and below on the seven-point Likert scale) were excluded. As a result, a total of
1,248 datasets are analyzed in this paper for the first time in regard to cyber insurance demand.
Following the methodology of Hiebl et al. (2019) and utilizing the delivery-confirmed emails
as denominator (N5 5,638), a response rate of 22.13% was achieved. Using the total number
of firms contacted (N 5 430,439) resulted in a response rate of 0.3%.

As in Salzberger (2024), a test for non-response bias was conducted in line with Armstrong
andOverton (1977) by using an extrapolationmethod for time trends. A t-test was employed to
compare the responses of the first third and the last third of respondents for the relevant
variables of Prob, Cost, Anxiety, Confidence, Intern, Extern and Internet (following the
approaches of Gupta and Hammond, 2005; Ulrich et al., 2022). No significant differences
were found in the responses between the two subgroups [9], indicating that the following
analysis is unlikely to be affected by non-response bias. The analysis was conducted utilizing
Microsoft Excel, SPSS and Stata.
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4. Results and discussion
4.1 Summary statistics and univariate differences
4.1.1 Sample characteristics. The final sample (N 5 1,248) consists of 293 (23.5%) micro-
enterprises and 571 (45.8%) small, 272 (21.8%) medium-sized and 112 (9.0%) large
enterprises, based on the classification used by the European Commission (2003). In terms of
industry distribution, 14.8% of the responding enterprises operate in the manufacturing
industry (N 5 185), followed by 14.3% from the information and communication sector
(N 5 178), while 9.4% operate in other economic sectors (N 5 117). A complete list
containing the classification of the business sectors according to theGermanFederal Bureau of
Statistics is provided in Table B1 in the Supplementary material. Of the total 1,248
respondents, 840 (67.3%) are members of themanagement board, 540 (43.3%) are responsible
for ITand 174 respondents (13.9%) work in the risk management department (see Table B2 in
the Supplementary material). The sample includes 84.3% (N5 1,052) male and 12.8% female
(N 5 160) respondents (with 2.9% of respondents not providing gender information). The
average age of the respondents is 49.35 years (N 5 1,133).
4.1.2 Cyber insurance demand and information sources. After excluding the initial 427

datasets from enterprises that have not yet decided whether to purchase cyber insurance, the
survey results show that 44.7% (558 of N 5 1,248) of the responding enterprises have not
obtained or do not plan to buy cyber insurance. Meanwhile, 38.0% (474 ofN5 1,248) already
have cyber insurance, while 17.3% (216 of N5 1,248) plan to sign a cyber insurance contract
in the future. Regarding information sources, internal cyber risk assessments (Intern) and
Internet research on cyber insurance were conducted more extensively by companies that
actively sought cyber insurance compared to those who decided not to. Additionally,
companies with cyber insurance relied more heavily on the assistance of an external cyber
security expert (Extern) than those without cyber insurance (see Table B3 in the
Supplementary material).
4.1.3 Behavioral influences. Cyber risk perception was measured using variables for the

perceived probability and estimated financial impact of malware, phishing, (D)DoS and
ransomware attacks. On average, the respondents estimated a 38.62% probability of their firm
suffering a successful cyberattack within the next year. The mean estimated cost of a
successful cyberattack was 2.37, indicating an estimated cost of V25,000 to V100,000 per
attack (see Table B4 in the Supplementary material for detailed descriptive values for each
cyberattack type).

Perceived anxiety was assessed using seven anxiety-related items concerning future
cyberattacks. ThemeanAnxiety scorewas 2.52 (Cronbach’s alpha 5 0.883; standard deviation
[SD] 5 1.25; N5 1,248), measured on a seven-point Likert scale, indicating a generally low
level of anxiety among German executives regarding future cyberattacks (see Table B5 in the
Supplementary material for detailed descriptive values of the items and the aggregated
variable).Confidence in organizational cyber riskmanagementwasmeasured utilizing the two
variables ofPrevention andReaction, both assessed on a six-point Likert scale. The aggregated
mean Confidence was 4.32 (Cronbach’s alpha 5 0.850, SD 5 1.13; N5 1,248), indicating a
generally high degree of confidence in the implemented cyber risk management measures
within the sample (see Table B6 in the Supplementary material for more details). Additionally,
72.1% (900 of N 5 1,248) reported having experienced a cyberattack, either in their own
organization, in their previous work, personally or in their personal lives. Among those with
prior Experience, most respondents (46.6% of N 5 900) successfully defended against the
cyberattack. For analysis, the variable of Experience categorized the respondents into the two
groups of enterprises that were successfully attacked (N 5 318) and those that were not
targeted or for whom the cyberattack did not result in financial damage (N 5 930) (see
Table B7 in the Supplementary material).

Table 2 summarizes the descriptive statistics for the variable CyberIns and the analyzed
determinants.
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4.1.4 Univariate differences. Table 3 shows the univariate statistics of the subsamples of
enterprises that either already have or plan to purchase cyber insurance (N5 690) and those that
have already decided against cyber insurance (N 5 558). Regarding Size, organizations in the
CyberIns group are significantly larger compared to those in the No-CyberIns group. Furthermore,
enterprises with CyberIns exhibit a significantly higher risk perception in both the mean Cost
estimate and the mean Prob estimate of potential cyberattacks, compared to those without
CyberIns. In addition, the degree of perceived Anxiety concerning future cyberattacks is
significantly higher in theCyberIns group than in the No-CyberIns group. The level ofConfidence
in cyber risk prevention and reactionmeasures does not differ significantly between the twogroups.
The difference in prior Experience of a successful cyberattack is significant only at the 5% level.

Regarding the information sources, although organizations with CyberIns exhibit a higher
level of internal cyber risk assessment (Intern), the difference between the two groups is only
significant at the 5% level. However, enterprises with CyberIns rely significantly more on an

Table 2. Summary statistics

Mean SD Min Median Max

CyberIns 0.5529 0.49739 0.00 1.0000 1.00
Size 2.1627 0.88649 1.00 2.0000 4.00
Cost 2.3754 1.29886 1.00 2.0000 6.00
Prob 0.3862 0.27915 0.00 0.3250 1.00
Experience 0.2548 0.43593 0.00 0.0000 1.00
Confidence 4.3221 1.13592 1.00 4.5000 6.00
Anxiety 2.5209 1.25401 1.00 2.2857 7.00
Intern 5.2644 1.94362 1.00 6.0000 7.00
Intern_transformed 0.5734 0.33926 0.014 0.5000 1.00
Extern 2.2772 2.03105 1.00 1.0000 7.00
Internet 2.6955 1.91023 1.00 2.0000 7.00
Source(s): Authors own creation

Table 3. Univariate differences across groups with (N 5 690) and without CyberIns (N 5 558)

CyberIns group
(N5 690)

No-CyberIns
group (N 5 558) Differences Effect size

Mean Median Mean Median In means
In
medians

Cohen’s
jdj jrj

Size 2.3797 2.000 1.8943 2.000 0.4854*** 0.000*** 0.569 0.2716
Cost 2.7127 2.500 1.9583 1.500 0.7543*** 1.000*** 0.606 0.3187
Prob 0.4245 0.400 0.3388 0.2625 0.0857*** 0.1474*** 0.311 0.1664
Experience 0.2797 0.000 0.2240 0.000 0.0557* 0.000* 0.128 0.0635
Confidence 4.3051 4.500 4.3432 4.500 �0.0381 0.000 0.034 0.0173
Anxiety 2.7409 2.429 2.2488 2.000 0.4921*** 0.2486*** 0.400 0.2069
Intern 5.3652 6.000 5.1398 6.000 0.2254* 0.000 0.116 0.0263
Intern_
transformed

0.5782 0.500 0.5675 0.500 0.0107 0.000 0.032 0.0263

Extern 2.5406 1.000 1.9516 1.000 0.5890*** 0.000*** 0.293 0.1621
Internet 2.0275 1.000 3.5215 4.000 �1.4940*** �3.000*** 0.849 0.3800
Note(s): Differences in means are based on a t-test. Differences in medians are based on a non-parametric
Mann–WhitneyU-test. ***denotes statistical significance at the 1% level, *denotes statistical significance at the
5% level. Small effect size from jdj 5 0.2 (respectively jrj 5 0.1), medium effect size from jdj 5 0.5
(respectively jrj 5 0.3) and large effect from jdj 5 0.8 (respectively jrj 5 0.5) (Cohen, 1992)
Source: Authors own creation
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external cybersecurity specialist for their decision-making (Extern), while enterprises without
CyberIns depend on their decision not to purchase cyber insurance significantly more on
independent Internet research.

4.2 Pearson and Spearman’s rank correlation coefficients
Table B8 in the Supplementary material presents the Pearson and Spearman’s rank correlation
coefficients between CyberIns and the analyzed determinants. A statistically significant positive
relation is identified betweenCyberIns and the determinants Size, Cost, Prob, Anxiety andExtern.
Conversely, a statistically significant negative relation is found between CyberIns and Internet
research. A positive correlation at the 5% significance level is identified between CyberIns and
Experience, while no significant relation is noted for Confidence and Intern. Since absolute
correlation coefficients above a threshold value of 0.8 are not observed (Mason and Perreault,
1991) and the calculated variance inflation factors all fall below the threshold of 10 (Marquardt,
1970), multicollinearity should not pose a problem in the following logistic regression analysis.

4.3 Empirical results of the logistic regression regarding the determinants of cyber insurance
demand
The results of the logistic regression are shown in Table 4. The first column presents the
respective hypothesis, the second the independent variable, the third the expected relationship

Table 4. Results of the logistic regression regarding the determinants of CyberIns (N 5 1,248)

Hypothesis Variable
Predicted
relationship

Parameter
estimate (β)

Standard
error Wald p-value

Odds
ratio exp
(β)

1 Size – 28.433 0.000***

Size (1) �1.295 0.315 16.920 0.000*** 0.274
Size (2) �1.026 0.293 12.236 0.000*** 0.358
Size (3) �0.434 0.312 1.928 0.165 0.648

2a Cost þ 0.339 0.061 31.138 0.000*** 1.403
2b Prob þ 0.407 0.262 2.418 0.120 1.502
3 Experience þ 0.182 0.156 1.356 0.244 1.199
4 Confidence þ 0.091 0.064 2.018 0.155 1.096
5 Anxiety þ 0.265 0.062 18.506 0.000*** 1.303
6a Intern_

transformed
þ 0.075 0.207 0.130 0.718 1.077

6b Extern þ 0.153 0.036 18.485 0.000*** 1.165
6c Internet þ �0.481 0.039 153.429 0.000*** 0.618

Intercept �0.016 0.459 0.001 0.972 0.984

Model fit
R2 Nagelkerke 0.354
Note(s): (1) In line with the proposed procedure of Tabachnick and Fidell (2014) and to comply with the
conditions of the logistic regression, the linearity of the logitwas examined formetric variables by evaluating the
interaction between the determinants and the ln transformation of the respective determinant. Due to a violation
of the linearity assumption by Intern, the variable was transformed into Intern_transformed¼ 1

ðMaxðInternÞþ1 − Intern ;
to normalize the strong left-skewed distribution, a reciprocal transformation was used, thereby adding
“Max(Intern)þ1” to ensure that the transformation was defined over all values of Intern (Field, 2018); (2) The
logistic regression was repeated without the Intern_transformed variable. Both the values for Nagelkerke’s R2

and AUC as well as the results concerning the significances and relations of the determinants with CyberIns
remained unchanged; (3) The reference category for the categorial variable of Size was large enterprises,
whereby Size (1) indicates micro-enterprises, Size (2) small enterprises and Size (3)medium-sized enterprises;
*** indicate the 1% statistical significance level
Source(s): Authors own creation
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and the fourth the parameter estimate (β). The standard error, the Chi-square value of the Wald
test, the p-value and the odds ratios exp(β) are also presented.

The overall fit of the logistic regression model is shown by a Nagelkerke’s pseudo R2 of
0.354 and a high value for the area under the receiver operating characteristic (ROC) curve
(area under the curve [AUC] 5 0.804) [10].

The results of the logistic regression show that organizational Size (Wald[3] 5 28.433,
p < 0.001), the Cost estimate of future cyberattacks (Wald[1] 5 31.138, p < 0.001), perceived
Anxiety of potential cyberattacks (Wald[1] 5 18.506, p < 0.001), the assistance of Extern
cybersecurity experts (Wald[1] 5 18.485, p < 0.001) and independent Internet research on cyber
insurance (Wald[1] 5 153.429, p < 0.001) all significantly influence whether a German enterprise
demands cyber insurance or not (significance of the model: χ2[11] 5 383.710; p5 0.000).

In line with the predefined hypotheses, the results of the logistic regression confirm a
significant positive relationship between the Size of an organization and the demand for cyber
insurance (H1), i.e. smaller enterprises purchase significantly less cyber insurance than large
ones. A significant difference in cyber insurance demand is observed when comparing micro-
enterprises to large enterprises, with the probability of purchasing cyber insurance decreasing
by 72.6% for micro-enterprises compared to large enterprises (p < 0.001; exp[β] 5 0.274).
Similarly, a significant difference is identified between small and large enterprises, with the
probability of purchasing cyber insurance decreasing by 64.2% for small enterprises compared
to large enterprises (p < 0.001; exp[β] 5 0.358). Both size variables indicate a substantial
effect on cyber insurance demand (Chen et al., 2010). However, no significant difference is
observable in the demand for cyber insurance between medium-sized and large
enterprises (p 5 0.165).

Consistent withH2a, the estimate of the financial impact of future cyberattacks (Cost) has a
significant positive influence on the demand for cyber insurance, i.e. executives who estimate
a higher financial impact from potential cyberattacks are more likely to purchase cyber
insurance (H2a). Specifically, a one-unit increase in perceived financial impact (measured on a
six-point scale) increases the likelihood of purchasing cyber insurance by 40.3% (p < 0.001;
exp[β] 5 1.403). However, for the second component of cyber risk perception, the perceived
probability of future cyberattacks (Prob), no statistically significant relationship (p5 0.120)
could be found (H2b). In line with the assumption of de Smidt andBotzen (2018), only the cost
estimate of future cyberattacks seems to be relevant in the decision-making process regarding
cyber insurance, while the perceived probability is not. De Smidt and Botzen (2018) attribute
this to the challenges executives might face in estimating probabilities due to the high
uncertainty and complexity of cyber risks. Since their study focuses on executives of large
enterprises with more advanced cyber risk management processes, such an observation is
particularly reasonable for the executives of SMEs with corresponding deficiencies in cyber
risk management and assessment abilities.

As hypothesized in H5, executives who exhibit a higher level of anxiety about future
cyberattacks (Anxiety) are more likely to purchase cyber insurance. Specifically, a one-unit
increase in the perceived anxiety regarding future cyberattacks (measured on a seven-point
Likert scale) increases the likelihood of an organization purchasing cyber insurance by 30.3%
(p < 0.001; exp[β] 5 1.303), indicating a small but significant effect (Chen et al., 2010). In
contrast, the determinants of previous Experience with successful cyberattacks (H3) and
Confidence in cyberattack preparedness (H4) have no significant influence on the demand for
cyber insurance (p5 0.244 and p5 0.155 respectively). The rejection of H3 could be linked to
that of H2b. According to Tversky and Kahneman’s (1974) availability heuristic, prior
experience primarily influences probability and likelihood estimates, but not cost estimates.
Since the perceived probability of cyberattacks (H2b) was found to be insignificant, this might
explain why prior experience (H3) also lacks significance. The annual cyber study by HDI
(2023) supports this finding, showing that SMEs’ cost estimates for successful cyberattacks
vary only slightly between those with experience (84,202 euros) and those without (85,244
euros). A significant correlation is also only observed in the current paper for Experience and
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the Prob variable, but not for the Cost variable (see correlation analysis Table B8 in the
Supplementary material). Regarding H4, in line with the findings of Hoppe et al. (2017) on
SMEs’ demand for business interruption insurance, a positive relation between Confidence in
cyber risk management and insurance demand is identified which argues against an
overconfidence bias regarding cyber risk preparedness, suggesting that cyber insurance
appears to be part of an appropriate cyber risk management system. However, the relationship
was not statistically significant, as also evidenced by the non-significant correlation between
the two variables (see Table B8 in the Supplementary material).

The influence of internal cyber risk assessment (Intern) on the demand for cyber insurance
was found to be insignificant (p5 0.718), leading to the rejection of H6a. This finding aligns
with Krummaker (2019), who noted a decreasing professionalism in risk management
processes with decreasing enterprise size. Consequently, the cyber risk management processes
carried out in SMEs may not be sufficiently sophisticated to provide a realistic assessment of
their current cyber risk exposure. As a result, internal cyber risk assessment fails to increase the
awareness of cyber risks, thereby not motivating the demand for insurance. In contrast,
the assistance of external cybersecurity experts (Extern) has a significant positive influence on
the demand for cyber insurance, which confirms H6b. External and professional assistance in
cyber risk assessment and the corresponding insurance decision likely results in a more
accurate and alarming evaluation of an organization’s cyber risk exposure, which in turn
increases the likelihood of purchasing cyber insurance. Specifically, a one-unit increase in the
Extern variable (measured on a seven-point Likert scale) increases the likelihood of
purchasing cyber insurance by 16.5% (p < 0.001; exp[β] 5 1.165).

Contrary to H6c, independent Internet research on cyber insurance has a significant
negative effect on the demand for cyber insurance. A one-unit increase in the Internet variable
(measured on a seven-point Likert scale) decreases the likelihood of purchasing cyber
insurance by 38.2% (p < 0.001; exp[β] 5 0.618). This could be attributed to an information
overload that SMEs may encounter online. In line with this, Meier and Burda (2020) explain
the lack of concrete cybersecurity measures in SMEs by the overwhelming nature of the topic
of information security. This is also confirmed by the study of Renaud and Ophoff (2021), in
which 56% of the 361 UK SMEs surveyed stated that online cybersecurity information was
“beyond my needs” (p. 34). Hillebrand and Henseler-Unger (2018) report similar findings for
German SMEs in expert interviews back in 2018, suggesting that the SME-suitable
presentation of cyber products online is likely to be a long-term problem.

4.4 Robustness tests regarding the determinants of CyberIns
In accordance with Lechner and Gatzert (2018), and to assess the impact of potential outliers,
an additional analysis was conducted excluding 19 outlying observations with standardized
residuals greater than 2 in absolute value (Backhaus et al., 2021). The results of the logistic
regression with the adjusted sample are shown in Table B9 in the Supplementary material. The
additional analysis demonstrates an even higher level of goodness of fit (Nagelkerke’s pseudo
R2

5 0.412; AUC 5 0.826), and the relationships between CyberIns and the determinants of
Size, Cost, Anxiety, Extern and Internet remain highly significant (overall significance of the
model: χ2[11] 5 452.123; p5 0.000). Therefore, the logistic regression results from Section
4.3 should not be distorted by potential outliers.

Another common issue in empirical research is endogeneity caused by omitted variables,
where the independent variables correlate with the error term, potentially compromising the
robustness of statistical inference and the reliability of estimation results (Bendig and Hoke,
2024; Frank, 2000). To initially assess endogeneity, Pearson correlations between the analyzed
determinants and the residual of the logistic regression were calculated. The results indicate
significant correlations only for the determinants ofCost and Internet, although the correlation
values of 0.0672 and�0.0988 suggest a weak relationship between these determinants and the
residuals. To further address potential confounding variables and evaluate the robustness of the
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results, the robustness of inference to replacement was analyzed, as proposed by Bendig and
Hoke (2024) and Xu et al. (2019). This method calculates the percentage of bias necessary to
invalidate the inference for the determinants included in the logistic regression, based on the
average marginal effects in a nonlinear model. The analysis revealed that for Size 55.42% (692
out of N5 1,248), for Cost 66.35% (828 out of N5 1,248), for Anxiety 55.54% (693 out of
N5 1,248), for Extern 55.49% (693 out of N5 1,248) and for Internet 88.02% (1,098 out of
N 5 1,248) of cases would need to be replaced with cases for where the effect is zero to
invalidate the inference. Given that more than 50% of cases for each determinant would need
to be replaced, it is “unlikely that a confounding variable will significantly influence the
estimates” (Bendig and Hoke, 2024, p. 154).

Furthermore, various sensitivity analyses have been performed. Following Gatzert and
Schubert (2022),who conducted an additional logistic regressionwith robust standard errors, a
bootstrapping approach with 2,000 samples and bias-corrected and accelerated 95%
confidence intervals (Efron, 1987) was applied. This approach, using approximated robust
standard errors, confirms the significant influence of the variables of Size, Cost, Anxiety,
Extern and Internet on CyberIns demand.

In addition, a stepwise logistic regression approach was conducted, as in Hoppe et al.
(2017). This involved gradually including blocks of determinants related to cyber insurance
demand (e.g. first incorporating behavioral factors, followed by informational factors and
enterprise size). This allows for assessing the robustness of the results and the impact of each
block on the overall model. As can be seen in Table B10 in the Supplementary material, the
inclusion of behavioral factors (i.e.Cost,Prob,Experience,Confidence andAnxiety) results in
a Nagelkerke’s pseudo R2 value of 0.145. This value increases to 0.331 with the additional
informational factors analyzed (i.e. Intern, Extern, Internet). Incorporating Size as an
additional independent variable further increases theNagelkerke’s pseudoR2 slightly to 0.354.

Furthermore, while Gatzert and Schubert (2022) conduct robustness checks for different
industries (i.e. the banking and insurance industry), this study performs them across different
enterprise sizes. To examine the impact of behavioral and informational factors on cyber
insurance demand for different enterprise sizes, logistic regression analyses were conducted
separately for each of the four firm sizes. The results of these analyses are presented in
Table B11 in the Supplementary material. The results reveal that the influence of behavioral
factors on the cyber insurance decision diminishes as firm size increases. Specifically,
subjectively estimated Cost and the perceived level of Anxiety regarding future cyberattacks
significantly affect the decision only in micro-enterprises and small firms. Additionally, the
assistance of external cybersecurity experts (Extern) impacts the cyber insurance decision-
making only in micro-, small and large enterprises. The significant effect observed for large
firms may be attributed to the increasing complexity of cyber risk management in large
enterprises, whichmay require external assistance. Conversely, the negative impact of Internet
research on cyber insurance decision-making is significant across all firm sizes, indicating that
information overload from online cyber security information may be a common issue faced by
all firms.

As an additional sensitivity analysis, the logistic regression was extended to include
industry variables as further determinants of cyber insurance demand, although this is not the
focus of the current paper. Specifically, due to enhanced regulatory requirements relating to
cyber security, critical entities are expected to have greater cyber risk awareness and
consequently a higher demand for cyber insurance [e.g. the Critical Entities Resilience (CER)
Directive from the European Parliament, Council of the European Union, 2022]. Following
the definition of the CER Directive, organizations from the energy, transport, banking,
financial market infrastructure, health, drinking and wastewater, digital infrastructure, public
administration, space and food production, processing and distribution sectors are included in
the critical entities variable (CrEn). Two critical infrastructure sectors, the finance and
insurance industry (FinIns) and the information and communication industry (InfCom), are
considered separately. This is due to their high volume of sensitive data (Gatzert and Schubert,
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2022) and data-centric business model, which may further incentivize securing against
cyberattack losses through insurance. The results are provided in Table B12 in the
Supplementary material. Critical entities (CrEn) and organizations from the finance and
insurance industry (FinIns) show a significantly higher likelihood of demanding insurance
(significant at the 5% level). However, the determinants of Size, Cost, Anxiety, Extern and
Internet remain highly significant at the 1% level.

5. Conclusion
As discussed, various motives drive organizations to purchase insurance, with most literature
observing that smaller enterprises tend to obtain more insurance than large corporations. For
cyber risks in particular, SMEs should benefit from the various assistance services provided by
cyber insurers due to their significant challenges in cyber risk management. Considering the
increasing threat of cyberattacks, it seems counterintuitive that larger enterprises currently
demand more cyber insurance than SMEs. Given that the literature suggests SMEs to purchase
insurance for similar reasons as individuals, a significant gap has been recognized in analyzing
behavioral influences other than risk aversion on insurance demand. These aspects have
already been evaluated in the individual’s insurance context. Moreover, these behavioral
factors may help explain the discrepancy between the actual cyber threat landscape and the
cyber insurance demand among SMEs. Moreover, as EIOPA has recently emphasized the
importance of information about insurance access for SMEs (EIOPA, 2022), this study also
analyzed the influence of different information sources on SMEs’ insurance decisions.

The results confirm observations from current industry studies that the demand for cyber
insurance significantly increases with company size. Furthermore, the perception of the
financial impact of future cyberattacks significantly drives the demand for cyber insurance,
such that SMEs that anticipate a higher financial impact are more likely to purchase cyber
insurance. However, the probability estimation of potential cyberattacks has no significant
influence on SMEs’ cyber insurance decisions, probably due to the inherent difficulties in
accurately estimating the likelihood of such events. Additionally, SME executives with a
higher level of anxiety about future cyberattacks are more likely to seek cyber insurance, while
prior experience with cyber incidents and confidence in their organizational cyber risk
management do not have a significant impact on their cyber insurance decisions. Information
from internal cyber risk assessments does not considerably influence demand, whereas the
assistance of external cybersecurity experts in the decision-making process significantly
drives the likelihood of purchasing cyber insurance. These results may confirm the challenges
SMEs are facing within internal cyber risk assessment while emphasizing the positive
influence of external advice that SMEs may need in their cyber insurance decisions. In
addition, SMEs that rely on independent Internet research are less likely to purchase cyber
insurance, probably due to information overload regarding the cybersecurity topic on the
Internet.

These findings make significant contributions to the academic as well as the practical
literature. Academically, this study provides crucial insights into the cyber insurance decisions
of SMEs by exploring behavioral factors such as risk perception and anxiety as significant
influences. Additionally, it is one of the first to empirically assess the relevant information
sources used bySMEs in their cyber insurance decision-making process. In practical terms, the
findings offer valuable knowledge for cyber insurers. Considering the importance of perceived
financial impact and anxiety about future cyberattacks, as well as the high confidence in one’s
own cyber risk management measures, insurers should focus on making risks and potential
consequences more vivid and tangible while emphasizing the limitations of the internal cyber
risk management strategies implemented (de Smidt and Botzen, 2018). Furthermore, as many
SMEs are currently underinsured, focusing on the relevant influencing factors within the cyber
insurance decision and providing well-suited and customized cyber insurance solutions for the
highly heterogeneous SME segment could unlock substantial growth opportunities for
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insurers (Binder et al., 2022). Moreover, by finding effective ways to communicate the
benefits of cyber insurance to SMEs, insures could help these businesses avoid information
overload and gain access to comprehensive cyber risk management services (Talesh, 2018).
Given the critical economic role of SMEs (Sukumar et al., 2023), enhancing their protection
against cyber risk could also be of particular interest to the government, contributing to the
overall stability and prosperity of the SME sector in Germany (EIOPA, 2023).

Although the current analysis provides valuable insights, it also has some limitations. Since
the questionnaire was sent via email to the respective SMEs, a self-selection bias may exist
(Heidt et al., 2019). Furthermore, as only one executive from each SME participated in the
survey, it cannot be ruled out that individual attitudes or motivations influenced the responses
provided (von Skarczinski et al., 2022). However, since the top management typically makes
cyber risk management decisions in SMEs, the subjective assessments of executives are
relevant in explaining willingness to purchase cyber insurance (Meier and Burda, 2020).
Moreover, the response rate within the current analysis is relatively low compared to other
online surveys, although low response rates are common for surveys that focus on the
organizational context (de Smidt and Botzen, 2018). The study relies on cross-sectional data,
while longitudinal data could also provide meaningful insights into the determinants of cyber
insurance decision-making in SMEs. Although follow-up questionnaires often face limited
participation in the organizational context, as shown by Dreißigacker et al. (2021), future
research could benefit from this approach. Finally, while the paper focuses on behavioral
influences, other factors like budget constraints or insurance costs (de Smidt and Botzen,
2018) could be explored in subsequent works, as they were not the focus of this evaluation.

Notes
[1]. Micro-enterprises: up to nine employees and up to 2million euros in annual turnover or balance sheet

total, small enterprises: up to 49 employees and up to 10 million euros in annual turnover or balance
sheet total, and medium-sized enterprises: up to 249 employees and up to 50 million euros in annual
turnover or 43 million euros in balance sheet total (European Commission, 2003).

[2]. An increase in the demand for cyber insurance among SMEs is shown, for example, in the annual
SME study by the cyber insurer Gothaer (2024), which surveyed approximately 1,000 German
SMEs. In this study, 25% of the SMEs reported having purchased cyber insurance in 2024,
representing an increase of 5% compared to 2023 (20%) and 9% compared to 2021 (16%).

[3]. A study by Dreißigacker et al. (2021) has identified the most relevant types of cyberattacks affecting
German companies in 2020, including malware, phishing and ransomware attacks. Similarly,
research by Bitkom (2022) shows comparable trends for 2021 and 2022, although (D)DoS attacks
were more common than ransomware attacks in those years. Therefore, probability and cost
estimates were asked for malware, phishing, ransomware and (D)DoS attacks.

[4]. While de Smidt and Botzen (2018) ask about the probability that a successful cyberattack targets the
own organization as an open question, in this questionnaire the respondents could choose their
perceived probability by moving a slider between 0% and 100% to clearly define the uniformity of
the answers in terms of format and margins.

[5]. For estimating the financial impact of a successful cyberattack, the survey question of de Smidt and
Botzen (2018) was followed but amended by using a six-point Likert scale with adopted cost ranges
(1 5 less than V25,000, 2 5 between V25,000 and V50,000, 3 5 between V50,000 and V100,000,
4 5 between V100,000 and V250,000, 5 5 between V250,000 and V500,000 and 6 5 more than
V500,000) reflecting current market observations from the cyber insurer HDI regarding cyber losses
for SMEs in Germany at the time of the study (HDI, 2022). Adjustments were necessary as de Smidt
and Botzen (2018) focus on large enterprises, where the cost ranges correspond to higher expected
damages.

[6]. While de Smidt and Botzen (2018) asked about the managers’ degree of trust in their organization’s
ability to successfully prevent, mitigate and deal with successful cyberattacks within a single
question, SME executives were asked about their agreement regarding the installation of appropriate
prevention measures against cyberattacks and their preparedness to respond to cyberattacks in two
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separate questions. Furthermore, to enhance uniformity within the questionnaire, the degree of
confidencewasmeasured on a six-point Likert scale (1 5 do not agree at all to 6 5 completely agree),
rather than on a four-point scale as in de Smidt and Botzen (2018).

[7]. While de Smidt and Botzen (2018) only asked the surveyed managers to indicate their degree of
worry of a successful cyberattack against the own enterprise on a five-point Likert scale, a more
sophisticated approach was used in this paper. Following Elhai et al. (2017), who have analyzed the
degree of anxiety related to electronic data hacking by utilizing an adapted version of the Generalized
Anxiety Disorder-7 scale (GAD-7) from Spitzer et al. (2006), a modified GAD-7 version relating to
cyberattacks in an organizational context (and not only to data hacking in a personal context) was
employed. Furthermore, to increase consistency within the questionnaire, the four-point scale from
Elhai et al. (2017) was expanded to a seven-point Likert scale, where respondents had to rate their
agreement (1 5 do not agree at all to 7 5 completely agree) with the following items: when thinking
about the possibility of a successful cyberattack against the own enterprise, (1) I feel nervous and
anxious, (2) I feel like I can’t stop or control my worries, (3) I worry a lot about my enterprise’s
cybersecurity, (4) I am afraid that a cyberattack could also affect my enterprise, (5) I quickly feel
angry, annoyed or irritated, (6) I find it difficult to sit calmly and (7) I find it difficult to relax.

[8]. The question regarding cyber insurance demand was adopted from the questionnaire of de Smidt and
Botzen (2018). However, they did not provide an option for respondents to indicate that their
organization had not yet discussed whether cyber insurance should be purchased. Instead, they only
provided the option of not having cyber insurance. There might, however, be a difference between
actively deciding against cyber insurance and not having it because it has not yet arisen as a topic
within the organization.

[9]. Only for the Internet variable was a significant difference observed, such that the first third of
respondents rated their use of the Internet as a source of information for the cyber insurance decision
significantly higher than the last third. However, it is not surprising that the respondents who use the
Internet more frequently are also among the first third of those in the online survey.

[10]. The AUC can have a maximum value of 1. The closer the AUC value is to 1, the better the predictive
power (Backhaus et al., 2021).
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