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Electricity generation is decentralising quickly. Simultaneously, final energy use for residential customers electrifies in
order to reduce carbon dioxide emissions. Together with ubiquitous digitalisation, this decentralisation and flexibility at
the demand side paves the way towards local energy communities and – in its most distributed version – to peer-to-peer
energy trading, where customers buy and sell electricity among each other. Although peer-to-peer energy trading is not
yet legal everywhere, ‘citizen energy communities’ have been introduced as cornerstones of the energy transition by the
European Commission in their ‘Clean Energy for All Europeans’ programme. This paper firstly discusses this digitalisation
and decentralisation of the power infrastructure. These trends are supported by distributed information technologies,
including peer-to-peer control paradigms. Distributed ledger technologies, such as blockchains, might be one such piece of
the puzzle. The second part of the paper investigates whether blockchain technologies, and their associated smart
contracts, offer advantages for larger-scale peer-to-peer energy-trading applications over a classic, centralised approach.
Different blockchain implementations are investigated and qualitatively evaluated from a scalability, efficiency and trust
perspective. The conclusion indicates that in the current state of the art, a trade-off between decentralised and more
classical (hierarchically centralised) solutions suits larger-scale peer-to-peer energy-trading applications best.
1. Introduction
The electric power infrastructure and the information infrastructure
become more and more interwoven. Digitalisation and
decentralisation are key drivers both in the supply of energy
services and in the underlying communication and control
infrastructure. Such interdependent trends and technological
changes are driving the co-evolution of the infrastructure systems
associated with the supply of and demand for energy services to
meet societal needs and expectations. As an example, evolutions in
information technologies and trends towards local (decentralised)
electricity generation and storage motivate local energy
communities to trade excess electricity within their neighbourhood
(leading to peer-to-peer energy trading). In non-energy applications,
blockchain technology is often well positioned to manage and
record such peer-to-peer transactions. This paper investigates
whether blockchains are able to overcome the challenges related to
a larger-scale peer-to-peer energy-trading application as well.

The paper is structured as follows. Section 2 elaborates the trends
related to the digitalisation of the energy system, with its associated
opportunities and threats. Section 3 focuses on the decentralisation
of the energy system, where energy communities are highlighted as
a trend, but where the legislative framework is often lagging
behind. It also introduces peer-to-peer interaction as a relevant
decentralised smart energy application. Section 4 introduces the
blockchain technology in this application context. Section 5 tailors
possible blockchain implementations for the specific case of peer-
to-peer energy trading, and it evaluates these choices qualitatively
from a scalability, efficiency and trust perspective.

The major findings include the following.

■ Larger-scale peer-to-peer energy-trading applications benefit
from off-loading the proof of work from smart meter nodes
such that the less scalable consensus mechanism runs only on
full nodes (which could be run by the distribution system
operator (DSO)).

■ Because of their distributed nature and the ability to record
energy-trading transactions correctly, in case that a majority of
full nodes are honest, blockchain implementations are more
trustful than centralised approaches. Additionally, blockchains
are also immutable.

■ From a privacy perspective, the transparency of transactions
recorded on the blockchain conflicts with privacy
requirements, such as the right to be forgotten.

The conclusion indicates that in the current state of the art, a
trade-off between decentralised and more classical (hierarchically
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centralised) solutions suits larger-scale peer-to-peer energy-trading
applications best.
2. Digitalisation of the energy system

2.1 Trends
The energy system digitalises. In the past decades, information
and communication technologies have been inserted into many
infrastructures, including energy systems. They basically allow for
a better monitoring than in a purely analogue world and also for
remote control; they are turning the passive electric power system
into a smart grid.

A smart grid has been defined by the European Technology
Platform for Electricity Networks of the Future as ‘an electricity
network that intelligently integrates the actions of the users
connected to it, both classical generators as well as consumers, and
consumers that are producing themselves – so-called prosumers –,
in a way to efficiently integrate sustainable economic and secure
electricity supply’ (Scott, 2009: p. 14). In such a smart grid, two
infrastructures operate jointly, the information and communication
infrastructure for monitoring and control and the electrical
infrastructure for the power grid applications.

Such digitalisation is ongoing in many economic sectors: through the
digitisation of technical processes, business processes are digitalised.
It is driven by the increasing amount of communication bandwidth
available and the standardisation of communication technologies
towards Transmission Control Protocol/Internet Protocol as a
communication protocol for exchange of information. Data are
30
generated by sensors that can be embedded everywhere, resulting in
an Internet of things. Data can be processed by ever-smaller devices
(miniaturisation) and can be stored locally or in the cloud.

All these trends also diffuse into the electric power infrastructure,
from the digital substation in the grid backbone towards smart meters
at the grid edge and beyond into the home energy systems (Liu
et al., 2016). For instance, smart thermostats at home learn the
residents’ local comfort settings and the building characteristics in
order to control the electric heat pump optimally. It allows avoiding
power peaks, increasing comfort or savings on the energy bill
through efficient heating control. By way of different communication
technologies, one can remotely monitor appliances in real time and
can implement manual control actions or automated demand
response applications (Deconinck and Thoelen, 2019). Smart meters
(i.e. digital meters with communication abilities) are measuring
consumption data at fine granularity, connected to home energy
systems as well as external applications, allowing for data-driven
control. At the grid side, the DSO remotely monitors and controls the
grid elements in substations or on feeders. For grid operations, one is
able to forecast the electricity generation by photovoltaics and by
wind energy accurately. At the market level, automated market
clearing and automatic auctioning are implemented.

2.2 Opportunities
Such datafication and digitalisation create opportunities, particularly
if open data are used, which are freely available to many different
users, by way of a standardised interface, and under pre-agreed
conditions. Innovations occur if open data from different sources get
integrated. Figure 1 shows an example from electricityMap (2020),
Figure 1. Carbon intensity of electricity consumption (electricityMap, 2020)
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an app and website that collects data about the carbon dioxide (CO2)
intensity (‘carbon intensity’) of electricity production or consumption.
Power system data from all over the world are processed and
visualised. The dynamically updated information corresponds to the
amount of carbon dioxide equivalent emissions (in t/kWh) for the
electricity consumed in a country. The colour coding is from green,
climate-friendly countries to yellowish or brownish, high-fossil-
content electricity production or consumption.

Hence, thanks to such open data, community projects can collect
data from different sources; big data approaches can turn them
into usable information for informing policymakers and interested
citizens.

2.3 Threats
However, there is also a downside to these data applications, as they
might reveal personal or privacy-sensitive data. For instance, Figure 2
provides a time series of the electric power usage at a particular
home, captured with a high-resolution metering system. Analysing
the data based on individual appliance characteristics allows
identifying the time of use of a washing machine, an oven and a
coffee machine. Going further into detail, one can even derive the set
points of the washing machine (low or high temperature, cotton wash
against delicate programme) (Labeeuw and Deconinck, 2011).
According to Europe’s General Data Protection Regulation (GDPR)
(EC, 2016), many precautions need to be taken in order to process
such sensitive data, including prior consent of the data owner.

Fully integrating privacy in, for example, smart metering
applications puts severe restrictions: if the goal of metering is
only to be able to provide a monthly electricity bill, there is no
need to record data every 15 min, not even daily. Analogously, if
the DSO needs to make feeder load profiles, individual data are
not relevant but aggregated data are enough. Privacy-invading
habits are widely spread: if the consumer makes a supply contract
with their electricity retailer, why would the retailer need to know
the consumer’s gender, age or social security number? They only
need to know whether the consumer is a major who is able to
sign a contract legally (e.g. 18+ years). Thus, a lot of attention is
needed in order to make digitalised grid applications privacy-
friendly and to take into account all data protection requirements.

Digitalisation also creates other threats – for example, endangering
customer protection. If a customer is not paying an electricity bill, a
supplier or DSO is technically able to disconnect this customer from
the grid remotely by way of the smart meter. Customer protection
legislation – for example, in Flanders, Belgium – requires that
customers always remain connected to electricity even if they have
unpaid bills, albeit at a low power rating (10A at 230V), which
allows the customer to either cook something or heat up the building
a bit (Flemish Government, 2013). Such regulation is needed in
order to protect the customer. Additionally, customer protection
legislation implies that one is able to check locally on the smart
meter whether the bill from the supplier is correct. Therefore, the
metrological function of a smart meter – being able to collect data on
how much electricity one has been using – should be checkable by
the end consumer and has priority over the remotely collected data.
Often such legislative frameworks are running behind the actual
technological possibilities of the smart grid.

The digitalisation of the energy system, with interconnected
intelligent devices, also creates vulnerabilities. It makes the
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Figure 2. Appliance detection from high-resolution metering data. TRIAC, triode for alternating current (Labeeuw and Deconinck, 2011)
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infrastructure vulnerable to cyberattacks, and hence also the society,
because of its dependence on electricity as an energy carrier. Attack
examples include the BlackEnergy malware (Khan et al., 2016)
attack that has put part of Ukraine in the dark in December 2015 or
the Industroyer attack (Cherepanov and Lipovsky, 2017) in
December 2016 in Ukraine as well. Accessing such hacking tools is
not too difficult: websites such as SCADAhacker (2020) or the
European hacker organisation Chaos Computer Club e.V. (CCC,
2020) raise awareness or even include links to relevant hacking tools.

Hence, the digitalisation of the energy system is both a blessing and
a curse, and cybersecurity protection should be taken into account
from the design phase of smart grid applications. For better
resilience, more than one protection layer is needed. A defence in
depth requires multiple levels that enforce confidentiality, integrity
and availability properties. Beyond customer protection regulations
and GDPR compliance, privacy-by-design approaches are needed.

3. Decentralisation of the energy system
Besides digitalisation, decentralisation is an important trend for
the energy system, both for generation and for control.

Electricity generation decentralises by the widespread introduction
of photovoltaic installations; also, heat is often produced close to
where it is consumed.

3.1 Distributed control and energy communities
This decentralisation paves the way towards local energy
communities, where a group of households or consumers organise
32
themselves independently from a supplier or DSO or where they
share some energy assets (e.g. a battery storage system or some
electricity-generation devices). Such energy communities are
often organised in energy co-operatives as legal entities.

Approximately 1500 of these European energy co-operatives,
representing about 1 000 000 citizens, are gathered in the
Renewable Energy Cooperatives (REScoop) (REScoop.eu, 2019a)
(Figure 3). REScoop describes energy communities as ‘a way to
organise citizens that want to cooperate together in an energy-
sector related activity based on open and democratic participation
and governance, so that the activity can provide services or other
benefits to the members or the local community. […] The primary
purpose of energy communities is to create social innovation – to
engage in an economic activity with non-commercial aims’
(REScoop.eu, 2019a). As an example, some of the co-operatives
invest in photovoltaic or wind generation for their participants or
organise joint buying of insulation material to improve energy
efficiency. Others co-operate with social housing companies to
provide energy services or to renovate the building stock.

3.2 Legislative framework
Although some forms of fully decentralised interaction (e.g.
directly selling electricity to one’s neighbour over the public
domain) are not (yet) allowed from a regulatory perspective in
many countries, it is clearly the way forward. At the EU level,
this vision has been set out in 2018 by the European Commission
in its ‘Clean Energy for All Europeans’ package, which defines
‘citizen energy communities’ as one of the cornerstones in the
Figure 3. Diagram of energy co-operatives in the Belgium, Netherlands and Luxembourg area that are member of REScoop (REScoop.eu,
2019a) (20 GeoBasis-DE/BKG (©2009), Google)
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energy transition. Citizen energy communities are explicitly
mentioned in article 2(11) of the recast electricity directive (EU/
2019/944) (EC, 2019). They are defined as ‘a legal entity that:

■ is based on voluntary and open participation and is effectively
controlled by members or shareholders that are natural persons,
local authorities, including municipalities, or small enterprises;

■ has for its primary purpose to provide environmental,
economic or social community benefits to its members or
shareholders or to the local areas where it operates rather than
to generate financial profits; and

■ may engage in generation, including from renewable sources,
distribution, supply, consumption, aggregation, energy
storage, energy efficiency services or charging services for
electric vehicles or provide other energy services to its
members or shareholders’. (EC, 2019: p. L158/140)

As a side note, in that same regulatory package, also renewable
energy communities are defined in the recast renewable energy
directive (EU/2018/2001) (EC, 2018), in article 2(16). See the
briefing by REScoop.eu (2019b) for the subtle differences
between these ‘citizen energy communities’ and ‘renewable
energy communities’.

Much of the European policy needs to be translated into country-
specific legislation, and not all European member states are equally
front-running in the energy transition. Roberts and Gauthier (2019)
reviewed all national energy and climate plans (NECPs) of the
European member states for their view on energy communities, and
they conclude, as an understatement, that there is ‘much room for
improvement’ (Roberts and Gauthier, 2019: p. 11–12). Their key
takeaways are that awareness in EU member states on energy
communities is moderate but actual planning is very low. At the
positive end, a few member states (e.g. Greece) show strong
commitment and their NECPs have a comprehensive treatment of
energy communities, including defined targets and detailed policies
and measures. At the negative end, other member states (e.g. Estonia,
Germany, Malta and Sweden) completely ignore energy communities
in their NECPs. In between, many NECPs suffer from ambiguity
around energy communities and they fail to distinguish them from
distinct activities such as (individual) self-consumption. They
conclude by stating that in the NECPs, ‘renewable energy
communities and self-consumption overshadow other dimensions
where energy communities can contribute: energy efficiency, energy
poverty, ownership of distribution network, e-mobility, rural
development, district heating, etc.’ (Roberts and Gauthier, 2019: p. 2).

Often, energy co-operatives or local energy communities are actively
looking for a role in this emerging energy landscape. Often DSOs –
as regulated entities – take up a rather conservative role, and these
innovative communities have to find their place between existing
players (e.g. suppliers or retailers) and newcomers (energy service
providers, aggregators, flexibility service providers etc.). The
evolution towards local energy communities also pushes control
towards lower and more decentralised levels.

ded from http://ftp.nowpublishers.com/jsmic/article-pdf/173/2/29/268087
This trend towards decentralisation and distributed control is not
only a European trend. Many rural areas are electrified using
microgrids. Examples include the Project for Renewable Energy
in Rural Markets initiatives in Argentina (Argentina.gob.ar, 2019)
or the Mee Panyar project in Myanmar (community-based mini-
grid operation) (Mee Panyar, 2019) and many other projects in
remote areas or in developing countries. This way, it helps
contribute to UN Sustainable Development Goal 7, ‘affordable
and clean energy’ (UNDP, 2015).

3.3 Peer-to-peer interaction
In the most decentralised form of distributed control of electric power
systems, peer-to-peer approaches are found, where each unit is
autonomous and collaborates directly with its neighbours, without a
central actor. More than a decade ago, it has been shown – both in
simulations and in a practical implementation – that such completely
distributed approaches are possible by controlling a microgrid with
distributed energy resources as an autonomous electricity network
without any central master (Vanthournout et al., 2005). In that
microgrid, control was implemented as a combination of local droop
control at the inverters, with a decentralised secondary control (to
keep the voltage within its limits), and a decentralised tertiary control
application (that prioritises the more economic energy resources).
The communication infrastructure was based on a peer-to-peer
gossiping protocol that ran on top of a dynamic semantic overlay
network (Deconinck and Vanthournout, 2009). Later work shows that
peer-to-peer control, communication and trading can be efficiently
combined (Almasalma et al., 2019; Haapola et al., 2018).

A survey of peer-to-peer energy-trading approaches was recently
compiled by Abdella and Shuiab (2018). In a peer-to-peer energy-
trading system, customers buy and sell energy directly among each
other, without suppliers intervening, as shown in Figure 4. It has
several advantages: as electricity is balanced locally and on a real-
time basis, fewer grid assets are used, reducing losses. For final
customers, it is assumed to be cheaper to buy electricity from their
neighbour than from their supplier. Similarly, when selling excess
energy, they achieve a higher return from their neighbours than when
selling it back to the supplier or grid operator (Esat, 2019).

In order to evaluate better the value of peer-to-peer energy trading
and of energy communities, the Users Technology Cooperation
Programme of the International Energy Agency launched in 2019
‘Global Observatory on Peer-to-peer, Community Self-
consumption and Transactive Energy Models’ as an international
forum ‘to understand the policy, regulatory, social and
technological conditions necessary to support the wider
deployment of peer-to-peer, community self-consumption and
transactive energy models’ (UsersTCP, 2020).

Finally, with these energy communities also come new value chains
and actors (Montakhabi et al., 2020), as well as technological
challenges. The rest of this paper focuses on such technological
challenges, as elaborated by Deconinck et al. (2019) and
Vankrunkelsven (2019). The paper will specifically focus on peer-to-
33
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peer energy trading and on the role of blockchain in such applications,
because they allow decentralising the application management as well.

4. Blockchain in the context of peer-to-peer
energy trading

Centralised control schemes often rely on central actors, central data
processing and central data storage. Due to the decentralisation of the
power infrastructure, blockchain technology is considered an
alternative in many energy applications (Andoni et al., 2019).
Blockchains were introduced by Nakamoto (2008) together with
Bitcoin, the first cryptocurrency. The blockchain is a data structure
distributed among the participants in the network, called nodes. The
data structure is a ledger that may contain digital transactions, data
records and executables. The different steps of the process are as
follows (Andoni et al., 2019).

■ The nodes interact with the blockchain in a secure way by way
of a public/private key pair. The use of this asymmetric
encryption brings authentication and integrity into the network.
Every signed transaction is broadcast to the one-hop peers of a
node – that is, nodes one link further in the network.

■ The neighbouring nodes verify the validity of these incoming
transactions before retransmitting them any further.
Eventually, this transaction is spread across the entire
network.
34
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■ Transactions are then aggregated into blocks, which are
timestamped and cryptographically linked to previous blocks,
forming a chain of blocks, the blockchain. These blocks are
broadcast back to the network by the nodes that formed them,
the same way that the transactions are broadcast.

■ The last step is for the network to verify that the block
contains valid transactions and that the block is constructed
correctly. If that is the case, the block is added to the chain,
applying the transactions that it contains and updating the
state of the network, providing a single source of truth
available to all nodes in the network.

The steps described above are the basics of a blockchain network.
There are many different implementations possible, with different
performance and complexity trade-offs. The chosen consensus
mechanism determines which nodes are allowed to propose
blocks and how an agreement on which block to add to the chain
is achieved between the nodes. This and other factors such as
private against public networks lead to a taxonomy as introduced
by Yeow et al. (2018).

Such distributed ledger principle looks promising as a secure,
decentralised database for peer-to-peer energy transaction
management. However, this is only a part of the solution. Once the
data are stored and readily available, operations need to be applied to
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satisfy the needs of the different actors in the peer-to-peer market.
Matching offers and demands to produce nominations, billing and
charging grid tariffs are some examples. This is where smart
contracts come into play, a concept introduced by Szabo (1997),
where it was defined as ‘a computerized transaction protocol that
executes the terms of a contract’.

Contractual clauses are translated into code and are made self-
enforcing. This can be embedded into property, which can be
hardware or software, to eliminate the need for trusted
intermediaries between transacting parties (Christidis and
Devetsikiotis, 2016). An example in the peer-to-peer energy-
trading context would be a contract embedded in smart meters to
perform electricity trading between peers.

A smart contract can be used in a blockchain context; in this case,
the smart contract resides on the blockchain with a unique address
or account. The contract is triggered by addressing a transaction
to it. The content of the contract can then be executed by the
nodes in the network based on the data from the transaction
addressed to it. Combining smart contracts with blockchain
technology opens up interesting possibilities for renewable energy
trading (Mihaylov et al., 2018).

5. Evaluation of a blockchain approach for
peer-to-peer energy trading

The dynamics of peer-to-peer energy trading have consequences
for all market actors involved, from the system operator to the
grid users. To make the discussion on market actors concrete,
consider the existing market participants in Flanders (Belgium) as
defined in Utility Market Implementation Guide (UMIG) version
6.5, Market Model UMIG 6.5.1.26 (Atrias, 2019), and shown in
Figure 5. When introducing peer-to-peer energy trading, a
possible implementation of the actors and their activities is
described in Figure 6 (Vankrunkelsven, 2019).

For a more detailed analysis, the peer-to-peer energy trading is
split up into five phases, as indicated in Figure 7
(Vankrunkelsven, 2019). In the market phase, bids and offers are
continuously collected, resulting in one smart contract for each
bid and offer. After the market clearing (e.g. every 15 min), in the
nomination phase, a smart contract is created for a balancing
responsible party (e.g. a supplier), one for each customer that is
going to sell or buy energy. In the delivery phase, one
measurement for electricity injection and one for off-take is
created per customer, such that the pre-agreed conditions of the
smart contracts can be automatically checked during the allocation
phase. Afterwards (e.g. daily or monthly), the remuneration phase
translates the physical transactions into financial ones. This leads
to a certain amount of blockchain actions as in Table 1. Assuming
that all 3.4 million smart meters in Flanders would contribute in a
single peer-to-peer energy-trading application allows estimating
the performance and scalability in the following analysis.

The analysis consists of three main topics: scalability, costs, and
privacy and security. For every topic, the specific blockchain
implementation is discussed, in order to converge towards a specific
blockchain architecture, for which its performance can be assessed.
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5.1 Scalability
According to the taxonomy of Yeow et al. (2018), a private,
account-based blockchain model using smart contracts is chosen
for the peer-to-peer energy-trading application. To work further
towards a more detailed architecture, a first consideration is the
trade-off between light nodes and full nodes (that do all
blockchain calculations). A full node on the blockchain
participates in all steps mentioned in the beginning of Section 3,
while a light node participates in only some of these steps (e.g.
skipping the validation step). These full nodes should be trusted
by the light nodes and obtain permission to do the blockchain
management on their behalf. As a smart meter can be considered
a resource-constrained device, it can only act as a light node.
36
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Light nodes do not contribute to the maintenance of the
blockchain network but rely on the resources of full nodes for
this. Hence, full nodes are still necessary to maintain the
blockchain network. It would be a logical decision for the DSO to
operate the full nodes. As such, the reward for operating a full
node can easily be integrated in the grid tariff for the DSO.
Otherwise, an extra value flow is needed. Additionally, as a full
node operator, the DSO can set rules for the blockchain network,
ensuring that only approved smart meters join the blockchain
network as nodes, to set the correct distribution tariff (possibly
differentiated), to make sure that energy transactions do not
violate any grid constraints and so on. Such a permissioned
blockchain where full nodes are operated by a few or a single
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Figure 6. Market actors with their roles including blockchain and smart contracts, adapted from Figure 5. BRP, balance responsible party;
p2p, peer-to-peer; TSO, transmission system operator (Vankrunkelsven, 2019)
Market phase Nominations Delivery Allocation Remuneration

Figure 7. Schematic representation of the different phases of peer-to-peer energy trading (Vankrunkelsven, 2019)
Table 1. Overview of blockchain actions for different phases (Vankrunkelsven, 2019)
Time interval
 Phase
 Action
Every 15min
 Market phase
 One smart contract (SC) execution per bid or offer and possible price change of these

Nominations
 One SC execution per smart meter

Delivery
 One measurement per smart meter

Allocation
 One SC execution per smart meter
Daily, monthly and so on
 Remuneration
 One SC execution per smart meter, yielding multiple transactions
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trusted organisation(s) is called a consortium blockchain. It is
often combined with a byzantine fault-tolerant (BFT) consensus
mechanism that is able to deal with a more complex type of faults
in a distributed system. Consensus mechanisms allow a majority
of honest nodes to identify and overrule a minority of dishonest
nodes in the network (Lamport et al., 2008).

To consider the performance, Table 1 shows that each step puts a
certain burden on the system regarding transactions, smart
contract executions and storage. The first four phases need to
happen every 15 min; therefore, 15 min can be seen as the
maximum processing time. The remuneration step can be
aggregated over a longer period of time without compromising
the real-time benefits of peer-to-peer energy trading. The market
phase, nominations, allocation and remuneration all require an
interaction with a smart contract. The delivery step only needs to
log data to the database.

To obtain a rough estimate of the amount of transactions per
second, assume that the first four phases generate about five
transactions per smart meter, for every smart contract at least one
and some extra for price changes in the market phase. For 3.4
million meters and in 15 min intervals, this would result in about
19 000 transactions per second (tps). Compared with the
cryptocurrency Bitcoin (about 7 tps), Ethereum (another
cryptocurrency; about 20 tps) or the blockchain implementation of
the Energy Web Foundation (EWF, 2019) (which has been
designed particularly for smart energy applications; about
600 tps), this amount is at the high end of the performance
spectrum. Hence, it is worthwhile to look further into techniques
to improve scalability or to investigate how the performance
requirement can be lowered by splitting the energy-trading
application into smaller ones, based on the hierarchical voltage
structure of the electricity grid, with microgrids or local energy
communities as subsystems.

Indeed, in the peer-to-peer context, local energy communities often
have a limited scope where trading with neighbours or nearby family
and friends on the same electrical feeder is favoured. This tendency
is further amplified by local energy co-operatives, projects where
communities jointly invest in renewable energy in the
neighbourhood. By implementing, for example, side chains on such a
subsystem level, the performance of the blockchain is matched.
Distribution substations of the DSO at the edge of a low-voltage
feeder can harbour full nodes maintaining a side chain managing this
feeder as a subsystem. The side chain connects to the main chain
covering microgrids all over Flanders. Other solutions might be used
to unburden the blockchain even further, setting up transaction
channels between neighbours often trading with each other
(ConsenSys Media, 2018).

Regarding pure processing power, looking mainly at scalability, the
amount of transactions per second, this work argues that there is no
major benefit of using blockchain technology. In the paper by
Andoni et al. (2019), it is stated that at this stage, relational
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databases, as currently used in centralised systems, have a decisive
advantage when it comes to performance. However, a blockchain has
an advantage when it comes to providing a robust, fault-tolerant way
to store critical data and manage smart contracts.

5.2 Cost and power efficiency of the blockchain
implementation

Many blockchain implementations are power-hungry, particularly
due to the proof of work that has to be done by every full node
on the blockchain. By combining full nodes with light nodes,
which need less electrical energy per transaction, power
consumption can be reduced.

Following the analysis further, the decision for a permissioned
system with BFT consensus seems to be an efficient choice as
well if compared with other consensus mechanisms. According to
the EWF (2019), a consortium blockchain requires about 0.1 kWh
per transaction, which is, however, still about one order of
magnitude greater than a centralised transaction.

From a cost perspective, assessment is difficult (Vankrunkelsven,
2019): as the blockchain is a distributed database, there are no
central costs to operate and maintain this, but the database has to
be built in the different full nodes, which all have to bear
operation and maintenance costs.

Thus, from a power and cost perspective, there are few advantages
associated with blockchain technology.

5.3 Trust, privacy and security
The advantages of the blockchain can rather be found in the trust,
privacy and security aspects.

5.3.1 Trust
Blockchains and smart contracts allow users to trade without having
to trust neither each other nor a third party. In this regard, the proof-
of-work concept fully empowers the full nodes, reaching complete
decentralisation. Unfortunately, the poor computational performance
of such proof of work, combined with the more than linearly
increasing complexity of the consensus mechanism (in terms of
numbers of nodes), forces some concessions in terms of
decentralisation. Choosing the combination of full nodes and light
nodes is a trade-off made in favour of scalability and at the cost of
trust. However, by using the so-called Merkle tree root verification,
light nodes are still able to authenticate full nodes correctly (Curran,
2020). If the DSO can be considered a trusted party, a permissioned,
consortium type of blockchain with the DSO running the full nodes
makes sense. It is not as if the DSO is now operating the market (this
is done by smart contracts); the DSO is merely facilitating the
platform and controlling who has access to it. Hence, this is still
more trustable than a fully centralised approach.

5.3.2 Privacy
As every full node has a copy of the blockchain, all transactions
can be followed transparently. On the one hand, this transparency is
37
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one of the strong points of blockchain; on the other hand, this
presents challenges regarding privacy. Although blockchain nodes
have an address that does not immediately reveal a user’s identity
(pseudonyms), all transactions with this address are visible on the
blockchain. Studying the transactions of an address could hence
link it to a real user. In a proof-of-work blockchain, this can be
remedied to some extent by using different wallets to trade from. In
the architecture chosen here for peer-to-peer energy trading, this is
not possible as a smart meter has only one registered address.

Another challenge regarding privacy is compliance with the EU’s
GDPR (EC, 2016). On the one hand, users should be identifiable to
account for their liabilities, but at the same time sensitive
information needs to remain confidential. To give an idea of the
challenge that a blockchain is facing, consider the following articles
of legislation: article 16, right to rectification; article 17, right to
erasure; and article 18, right to restriction of processing. The fact
that a blockchain is, in principle, immutable makes it very difficult
to comply with articles 16 and 17. Further, knowing that all
participating nodes have access to the data, everybody is able to do
whatever they want with the data, violating article 18. A
permissioned blockchain where access is restricted to authorised
parties only is in this regard better than a permissionless one.

5.3.3 Dependability and security
Regarding dependability, a first line of defence is the redundancy
provided by the blockchain. The distributed nature has no single
point of failure; hence, it is more reliable than a centralised
approach. Regarding security, a blockchain protects well against
malicious intents, due to the immutable characteristics of the
blockchain – that is, data cannot be tampered with retroactively.
Therefore, new blocks need to be correct, which the consensus
mechanism takes care of. In the BFT consensus, integrity is
guaranteed as long as less than one-third of the nodes, full nodes
in the peer-to-peer energy-trading case, are faulty or behave
maliciously (Andoni et al., 2019). More centralised approaches
reduce the amount of nodes participating in the mechanisms and
thus reduce the absolute amount of nodes that are allowed to fail
or behave dishonestly before compromising integrity.

Finally, asymmetric encryption ensures authorised access of
registered meters only, as long as private keys are not compromised.

Hence, because of the distributed nature and cryptographic linking
of the blocks, blockchain technology is considered more resistant
to tampering than centralised systems. Additionally, the account-
based smart contract blockchain model provides a fully
transparent ecosystem where users, their transactions and their
data are verified in a secure yet accessible way. However, the
privacy issues are non-negligible.

6. Conclusion
In a changing energy system where digitalisation and decentralisation
are key drivers, peer-to-peer energy trading might be considered a
fully automated and decentralised application. The first part of this
38
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paper positioned peer-to-peer energy trading within challenges related
to the digitalisation and decentralisation of the energy system.

Within information technologies, many technological developments
support this decentralisation; blockchain technology might be one
piece of the puzzle. Peer-to-peer energy trading is considered one of
many potential use cases where this technology can be applied.

The blockchain offers a robust digital platform, maintained in a
distributed manner, suitable to organise a secure marketplace for
electricity trading. With smart contracts, processes that are more
complex can be automated in a fixed and unambiguous procedure.
Electricity trade and flows are monitored, and payments are
automatically processed in a secure and transparent way. This
creates a marketplace that is also accessible to smaller market
players, such as households and prosumers.

Moreover, the decentralised nature of the blockchain fits well with
the renewable distributed energy resources that drive the peer-to-
peer market. However, blockchain technology is evolving very
quickly. Many experimental projects and research are ongoing.
Besides the financial sector (with cryptocurrencies), the energy
sector has taken a big interest in the technology (EWF, 2019).

The second part of this paper investigated whether it is useful to
apply blockchain technology in a peer-to-peer energy-trading
context and what the benefits and drawbacks would be compared
with those of current, centralised technologies. With numerous
companies experimenting, the technology has passed its proof-of-
concept phase. However, large-scale projects are still lacking. It is
now up to projects such as the Energy Web Chain of the EWF
(2019), or similar ones, to make it happen on a commercial scale.
Currently, full decentralisation with the desired amount of
scalability and security seems hard to realise.

■ This work showed that in order to meet the desired
performance, more centralised types of the decentralised
blockchain technology are required, such as a consortium
blockchain where the third parties (e.g. the DSO) are still
present and act as trusted operators of the platform. At the
moment, the radical shift from centralised to decentralised
seems to be stuck somewhere in between.

■ The analysis regarding scalability shows that it is necessary to
limit the amount of nodes maintaining the blockchain
network, in order to achieve transaction speeds more practical
than that of the currently established cryptocurrency
blockchains. This can be realised by two main design choices.

■ First, computing power can be centralised to some extent
by choosing a system where full nodes do the heavy work
and light nodes still allow resource-constrained nodes to
participate.

■ A second design choice is to limit the amount of parties
operating these full nodes to a few authorised and trusted
parties. This leads to the so-called consortium blockchain.
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■ However, an estimation of the amount of transactions required
for peer-to-peer energy trading in a region such as Flanders
shows that the blockchain architecture is still
underperforming. Blockchain approaches such as side chains
and off-chain techniques could improve scalability, but they
are still in the research stage.

■ For the costs, there are too many cost elements that are hard to
quantify or that are too sensitive to assumptions in order to
compare the blockchain implementation with a centralised one.

■ The final part of the analysis covered trust, privacy and
security.

■ The design choices for the scalability result in a system
where still trust has to be put into third parties, such as
DSOs. This cancels to some extent the complete
trustlessness that other blockchains achieve, but it makes
sense from a grid operation point of view.

■ Regarding privacy, the transparent and immutable
characteristics of the blockchain pose some problems
when dealing with personal data according to the
European GDPR. The choice for a consortium blockchain
already helps control who has access. Further, zero-
knowledge proofs and other encryption techniques are
being developed to comply with privacy regulations.

■ Lastly, the system security that the blockchain offers
seems to be the major advantage. The way that the
integrity and trustworthiness of the data is maintained
automatically, through encryption and distributed
consensus for large amounts of devices, could become
very important in an increasingly interconnected energy
infrastructure.
■ Where possible, a comparison with a centralised system was
made. The literature often describes centralised approaches
introducing more hierarchical systems where the data, the
market or another application is handled on multiple levels.
Introducing agents or data-management devices at multiple
levels allows for more efficient processing. This also results in
a form of decentralisation.

It seems that centralised systems and completely distributed
blockchain systems are evolving towards each other for use in the
energy sector. Future research and developments will point out
where the two will meet. Performance, scalability, cost, privacy
and security are crucial factors in this comparison.
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