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Purpose — Service robots are expected to become increasingly common, but the ways in which they can move
around in an environment with humans, collect and store data about humans and share such data produce a
potential for privacy violations. In human-to-human contexts, such violations are transgression of norms to
which humans typically react negatively. This study examines if similar reactions occur when the transgressor
is a robot. The main dependent variable was the overall evaluation of the robot.
Design/methodology/approach — Service robot privacy violations were manipulated in a between-subjects
experiment in which a human user interacted with an embodied humanoid robot in an office environment.
Findings — The results show that the robot’s violations of human privacy attenuated the overall evaluation of
the robot and that this effect was sequentially mediated by perceived robot morality and perceived robot
humanness. Given that a similar reaction pattern would be expected when humans violate other humans’
privacy, the present study offers evidence in support of the notion that humanlike non-humans can elicit
responses similar to those elicited by real humans.
Practical implications — The results imply that designers of service robots and managers in firms using
such robots for providing service to employees should be concerned with restricting the potential for robots’
privacy violation activities if the goal is to increase the acceptance of service robots in the habitat of humans.
Originality/value — To date, few empirical studies have examined reactions to service robots that violate
privacy norms.
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1. Introduction

Humanlike service robots are expected to become more common (Belanche et al, 2020; Lu
et al., 2020; Swiderska and Kister, 2020; Sullins, 2011). As the level of sophistication of such
robots increases, they are also likely to become involved in tasks with moral implications
(Misselhorn, 2018; Moor, 2006; Sullins, 2006). And when such implications do exist, many
observers have noted that robot inability to reason and/or act morally will make humans
uncomfortable, or even harmed; thus, it has been recommended that robots should be
provided with morality (Allen et al, 2006; Crnkovic and Curiikld, 2012; Malle, 2014; Moor,
2006; Scheutz, 2017; Sullins, 2011).

Morality can be seen as the capability to distinguish what is right from what is wrong and
trying to do what is right (Gray ef al., 2012). The extent to which current artificial agents can —
or will be able to — have morality in this way is indeed subject to debate (e.g. Coeckelbergh,

I 2010; Misselhorn, 2018; Moor, 2006; Scheutz, 2017; Sullins, 2006). However, given that
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we humans typically apply a scheme for human-to-human interactions when we interact with ~ Service robots
humanlike non-human agents and that we imbue such agents with humanlike attributes and artificial
(Epley, 2018; Reeves and Nass, 1996), robots can be perceived as if they have morality (Banks, moralit
2019; Coeckelbergh, 2010). Perceptions of this type are the subject of the present study. More y
specifically, as in signaling theory, it is assumed that robotic behavior with moral

implications provides an observer with cues about robot morality (an inherently

unobservable characteristic per se) in the same way as, say, the frequency of advertising 53
spending and advertising repetition can provide the receiver of ads with cues about product
quality (Kirmani, 1997; Moorthy and Zhao, 2000).

Many behaviors of a service robot can influence perceptions of its morality, and the
present study examines one specific behavioral category: how a service robot deals with
human privacy. As noted by Calo (2012), and practically by definition, robots are equipped
with the abilities to sense, process and record the world around them, which can lead to many
robot behaviors that violate the privacy of humans (Calo, 2012; Sullins, 2011; Syrdal et al,
2007). This should be seen in the light of advanced service robots being expensive. Therefore,
they are likely to be shared between several users (Lee et al., 2011) and sharing gives robots
opportunities to collect information about several humans (and to share this information with
several humans). It may also be noted that robots can acquire a wider range of information
about humans compared to other means that have been discussed previously in privacy
terms — such as loyalty programs, internet sites and CCTV (Syrdal et al, 2007). Hence it has
been argued that robots should be programmed to be “privacy-sensitive” and, more
specifically, that their behavior should be constrained so that they are explicitly instructed
about what they should not do (Rueben and Smart, 2016). To accomplish this, however, when
robots are powered by artificial intelligence, which may result in autonomous learning in
such a way that not even the robot itself knows how it makes decisions (Ishii, 2019), appears
to be a paramount challenge.

Service robots of the type covered by the present study have not been around long enough
to generate a list of concrete examples of actual privacy violations. Privacy-related concerns,
however, have already been raised when it comes to less sophisticated robots types. Robot
vacuum cleaners, for example, create maps of the homes that they clean and those maps may
comprise information about the existence of a child in the household and what room this child
is in. Exactly how these data are used is unclear, but the mere possibility that they can be sold
to third parties has created uneasiness (Astor, 2017). Similarly, for smart voice assistants,
such as Amazon’s Alexa, which are already in the homes of millions of users, many privacy-
related incidents have been reported; for example, when the assistant wakes up unprompted
or sends recordings from one person’s home to other people (Lynskey, 2019). Moreover,
service robots are likely to share some of the technology (e.g. many sensors and internet
connection) used in most new cars — and this indeed raises privacy concerns. For example,
when a reporter from The Washington Post hacked the computer in his car, he found that it
contained not only maps of where he had been driving but also much of the content of his cell
phone (Fowler, 2019).

In any event, privacy issues in human-to-robot interactions have been under-researched,
and several authors have called for more research on the privacy challenges of social robots
(e.g. Calo, 2012; Krupp et al., 2017; Rueben et al., 2018). Some studies have indeed been made,
and they do indicate that the behavior of social robots can affect observers’ views of the
extent to which robots respect humans’ privacy (e.g. Hedaoo et al, 2019). Other studies,
however, indicate that humans are naive with respect to what data robots can collect and
disseminate (Lee et al., 2011). This seems to mirror a general lack of awareness among
individuals regarding what information other people, firms and governments have about
them and how that information is used (Acquisti et al, 2015). What is clear from existing
research on other services than those that are robot-related, however, is this: privacy concerns
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JSTP stemming from one particular service have a negative impact on people’s usage of the service

337 (Baruh et al, 2017). Ultimately, then, if service robots are to become widely used, people’s

’ perceptions of the privacy-related consequences of the behavior of such robots must be
addressed.

The purpose of the present study is to examine if service robot behavior comprising

sharing of human personal data affects perceptions of robot morality, perceived robot

54 humanness and the overall evaluation of the robot. The latter response was chosen as the

main downstream variable because (in human-to-human service contexts) the service

provider typically is the service from the customer’s point of view (Bitner et al, 1990). Thus

the evaluation of the individual service provider is likely to be a main determinant of the

overall evaluation of the service itself and of the firm that the provider represents. To this end,

an experiment was used to manipulate the sharing-of-information behavior of an embodied

service robot that interacted with a human. The specific setting in the experiment comprised

a situation in which a humanlike robot — capable of collecting, storing and retrieving human

conversations — was asked by a human to disclose information about a non-present human.

2. Theoretical framework and hypotheses
2.1 Main thesis and conceptual point of departure
The main thesis in the present study is that when a service robot shares personal information
so that the individual from whom information has been collected is subject to loss of control of
information about him/herself (i.e. there is a violation of the individual’s privacy), the robot
will be subject to (1) attenuated morality perceptions. Such perceptions, in turn, are assumed
to be (2) positively associated with perceptions of the robot’s humanness, and (3) humanness
perceptions are assumed to be positively associated with the overall evaluation of the robot
(see Figure 1). The expected net outcome is that the robot is subject to less positive
evaluations when it engages in privacy-violating behavior compared to privacy-preserving
behavior. The arguments behind these assumptions are discussed in the sections below.
The conceptual point of departure is that we humans tend to react to (humanlike) non-
humans in ways that are similar to how we react to real humans. This reaction pattern is
typically referred to as anthropomorphism (Epley ef al., 2008; Epley, 2018). One main reason
why such reactions are likely is that we humans are equipped with evolution-based social
responses in relation to other humans — responses that occur more or less automatically in
interaction situations resembling the situations for which they were originally developed
(Nowak and Biocca, 2003). That is to say, because of the associative nature of human brains,
exposure to a non-human object that is similar in some ways to a real human can make
accessible and activate mental content related to real humans, and in the next step this
content is applied, more or less automatically, to the non-human object (Epley, 2018). A main
idea in the robotic literature is that robots used for interactions with humans should be
designed so that they encourage anthropomorphism (e.g. by giving them a voice and a face),
because this is likely to enhance acceptability (Damiano and Dumouchel, 2018). For studies of
humans’ reactions to (Somewhat humanlike) service robots, this means that theory derived
from the context of human-to-human interactions can be useful, and it is in this way the
present study’s hypotheses have been developed.

Figure 1.
Privacy-violating
behavior of a service
robot and the impact on
the overall evaluation
of the robot

Overall
evaluation
of the robot

Perceived
humanness
of the robot

Privacy-violating
behavior by a
service robot

Perceived
robot morality

Source(s): Figure created by author
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2.2 Privacy and privacy violations Service robots
Privacy in the present study has to do with being in control of information about oneself and artificial
(Margulis, 2003; Moore, 2003; Nissenbaum, 2004; Rueben and Smart, 2016; Smith et al, 2011). moralit
That is to say, if one cannot control others’ access to self-related information, a low level of y
privacy is at hand; if one can fully control others’ access to self-related information, a high

level of privacy is maintained (Derlega and Chaikin, 1977). With this view, then, a high level of

privacy for an individual exists when he or she has voluntarily chosen what self-information 55
others have access to (Moore, 2003). It may be noted that a control-based view of privacy is not
only an academic attempt to define a theoretical construct; it is the basis for several
regulations such as the European Union’s General Data Protection Regulation (GDPR).
Moreover, given that a high level of control, in general, is more positively valenced than a low
level of control (White, 1959), the control aspect per se seems to be part of the reason why
privacy violations typically produce a negative state of mind for the victim.

A high level of privacy, however, is assumed to produce many other benefits than a
positive state of mind. For the individual, it has been argued that a zone of “relative
insularity” — in which an individual is free to experiment with formulating preferences, goals,
values and various conceptions of self — can boost the individual’s autonomy, thoughtfulness,
personal growth and maturity (Magi, 2011; Moore, 2003; Margulis, 2003; Nissenbaum, 2004,
Rueben and Smart, 2016). Privacy is also likely to protect the individual from being exploited
by others (Derlega and Chaikin, 1977; Magi, 2011; Smith et al, 2011) and several authors have
stressed the importance of privacy as a precondition for the formation of intimate
relationships and friendship (Magi, 2011; Rueben and Smart, 2016). Moreover, at the society
level, it has been argued that privacy promotes a vital democracy (Magi, 2011; Margulis, 2003;
Nissenbaum, 2004) and that it may serve as an insurance policy against the emergence of
totalitarianism (Nissenbaum, 2004). It has even been claimed that populations that fail to
achieve a minimum level of privacy for individual members would self-destruct in various
ways (Moore, 2003).

Given that privacy is valuable from several points of view and is seen by participants in
empirical studies as highly important to uphold in human-to-human relationships (Argyle
et al., 1985), it is not surprising that numerous standards have been developed to protect the
individual’s privacy. They comprise social norms for everyday behavior, policies, codes of
conduct, declaration of rights, soft laws and laws. It even seems as if privacy is built into the
very fabric of social establishments, in the sense that doors, fences, window blinds and walls
are omnipresent in human environments (Moore, 2003). All this, then, imposes restrictions on
privacy-threatening activities such as surveillance of people, access to private information
about them, intrusions into their private places and disclosure of personal facts (Nissenbaum,
2004; Rueben and Smart, 2016). It is also in the light of such norms that the notion of privacy
violation should be seen: a privacy violation is a transgression of norms (Nissenbaum, 2004).

There are several ways in which service robots may violate humans’ privacy. For
example, when robots are engaged in surveillance and record and transmit data about
individuals, such as the location of a person and what a person says; when they have access to
spaces in which sensitive information is available; and when they extract information in their
direct interactions with a user (Calo, 2012; Rueben and Smart, 2016). Specific examples of
robot activities seen as problematic from a privacy point of view, by participants in studies,
are if robots get access to bedrooms and bathrooms, if they catch people in a state of undress
or in embarrassing situations, if others are able to hack the robot and get access to its data and
if data from the robot somehow end up in the hands of marketers (Krupp ef al, 2017).

In the present study, the focal privacy-violation activity is robots’ sharing of personal
information in such a way that it represents a loss of control for the person from whom
information has been collected. Given the importance humans attach to privacy in human-to-
human settings, as reflected by the wide array of norms that serve to protect privacy,
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JSTP particularly a social norm that information received in confidence from one person should not
337 be disclosed to others (Argyle et al, 1985) and given anthropomorphism (Epley, 2018; Reeves
’ and Nass, 1996), it is expected in the present study that we humans are be able to perceive acts
by a service robot as violations of privacy if such acts appear to reduce a human’s control of

information about him/herself.

56 2.3 Privacy-violating behavior and morality perceptions

As already indicated, the violation of privacy can be seen as a transgression of norms
(Nissenbaum, 2004) and, in general, we humans are sensitive to when others do not behave
according to norms. Indeed, it seems as if we are hardwired to quickly assess if a person is a
norm violator (van Kleef et al,, 2015; van Leeuwen ef al., 2012; Malle, 2014). Empirically, it has
been shown, for example, that statements in conflict with one’s moral values elicit extremely
rapid neural responses (Van Berkum et al, 2009). However, there are different views in the
literature on what happens once a violation of norms has been detected. Yet, several theories
assume that one more or less immediate response is moral judgment (i.e. an assessment of the
extent to which an act is wrong or right). Then, such judgments are expected to be employed
as a source of inferences about a violator’s agency and the violator’s beliefs about the act’s
potential to cause harm (Guglielmo, 2015). In other words, with this view, moral judgment is
seen as a quick, intuitive response, which is followed by slow, ex post moral reasoning about
the agent (Haidt, 2001). Examples of results of such reasoning is that intentional violators are
blamed more than those that are unintentional (Malle et al, 2014), that harm caused by agents
who are seen as malicious is perceived as more painful than accidental harm (Gray ef al.,
2014), that violators who appear to not feel any guilt are perceived as highly immoral
(Harenski and Kiehl, 2011) and that children, who appear less autonomous than adults, are
held less responsible for transgressions (Bigman et al., 2019).

In the present study, it is assumed that moral reasoning elicited by a norm violation is one
basis for attributions of mind to a person. One central aspect of having mind is morality,
which is about the extent to which a person has the capability to distinguish between what is
right from what is wrong and the capability to try to do what is right (Gray et al., 2012). Thus
an assessment of someone’s morality is an assessment of a capability, not an assessment if
one particular act is right or wrong. It is also assumed that a there is a strong imperative
among humans to actually «se the capability to distinguish between what is right and wrong
—so that right rather than wrong activities are chosen. That is to say, we humans are expected
to do what is good, not what is bad, in inter-human relations (Baumeister ef al, 2001). For an
observer, who has no access to the detailed content of others’ minds, but can use observations
of another person’s behavior as clues about his or her mind, it is further assumed that the
valence of an act in relation to the imperative to do what is good is used for inferences about
the level of the person’s morality —in such a way that a human target person who does what is
right is ascribed more morality than a person who does what is wrong. More specifically, it is
expected that a human norm violator will be perceived as lower in morality than a human
preserver of norms when it comes to acts that affect other persons’ privacy.

Given anthropomorphism, and given that humans can be attributed different levels of
morality, one would expect that artificial agents with humanlike characteristics can be
imbued with different levels of morality, too. Empirically, the results in Malle et al. (2016)
indicate that most of their participants accepted that robots can be subject to moral judgment,
and the participants did not attribute less blame to humanoid robotic agents in relation to
human agents in moral dilemma situations. This thus indicates that these robots were
attributed at least some level of morality. Moreover, the results in Weisman ef al (2017)
indicate that robots are perceived as having a low level (but not a zero level) of the ability to
distinguish between what is right and wrong. Given that humans who engage in
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norm-violating behavior are attributed lower morality compared to those who are norm-  Service robots
compliant, the same pattern of attribution is expected for humanlike non-human agents. and artificial
Therefore, the following is hypothesized for a situation in which a service robot shares

personal information about a human in such a way that the human’s privacy is violated: morahty
HI. Privacy-violating behavior by a robot is negatively associated with perceived robot
morality.
57

2.4 Perceived morality and perceived humanness

Perceived humanness has to do with the extent to which an individual is seen as having
characteristics that are typical for humans. This has been referred to as the “human nature”
aspect of humanness (Haslam, 2006). As a perceptual dimension, both real humans (Epley
et al., 2013; Soderlund, 2020) and non-humans (Bastian ef /., 2012; Kim and Sundar, 2012;
Powers and Kiesler, 2006) have been assessed in terms of perceived humanness. This variable
has been included in the present study because it is frequently assumed that the perceived
humanness of an artificial agent boosts humans’ acceptance and enhances the comfort with
which they interact with it (Epley, 2018; Kahn ef al, 2007).

Given that morality is a fundamental part of what it means to be a human (Goodwin et al,
2014; Mikhail, 2007), it is expected that perceived morality can boost perceived humanness.
Conversely, humans who are seen as lacking morality can be dehumanized (Bastian et al,
2013). Indirect evidence for this is provided also by Soderlund (2020), a study showing that
norm-violating humans were perceived as lower in humanness than norm-compliant
humans. For non-human agents, Soderlund and Oikarinen (2021) have identified a positive
association between perceived morality and perceived humanness for virtual agents used by
firms in consumer settings. Similar results appear in Banks (2019). The following is therefore
hypothesized for the situation in which a service robot engages in privacy-violating behavior
by sharing personal information about a human:

H2. Perceived robot morality is positively associated with perceived robot humanness.

2.5 Perceived humanmness and overall evaluations
Furthermore, it is expected that the perceived humanness of an agent has a positive influence
on the overall evaluation of the agent. One main reason is that humans in general have an
overall positive rather than a negative charge (Sears, 1983). This is likely to be a function of
the inherently social nature of humans; we humans need other humans for both practical and
existential issues (Epley ef al, 2008). From an evolutionary point of view, then, it seems
reasonable that humans are hardwired to evaluate what is human in positive rather than
negative terms, and it is assumed here that this tendency can carry over to evaluations of
(humanlike) non-human agents. Moreover, if a non-human agent is perceived as humanlike, it
is likely that a human observer would perceive himself or herself as similar to the agent, and
perceived similarity typically has a positive influence on evaluations (Cialdini, 2007). It is also
possible that perceived humanness increases the extent to which we humans find it
comfortable to rely on a non-human agent (Shi ef al, 2020), which in turn can boost
evaluations of the agent.

In terms of findings in previous studies, a positive association between the extent to which
a human person is imbued with humanness and evaluations of the person has been found by
Kozak et al (2006) and Soderlund (2020). Moreover, in consumer contexts, several studies
have identified a positive influence of anthropomorphizing an offer on evaluations of the offer
(e.g. Aggarwal and McGill, 2007; Delbaere et al., 2011; Golossenko et al., 2020). Hence the
following is hypothesized for the situation in which a service robot is engaging in privacy-
violating behavior by sharing personal information about a human:
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JSTP H3. Perceived robot humanness is positively associated with the overall evaluation of
337 the robot.

The assumptions made so far for HI-H3 comprise a view of a service robot’s privacy-

violating behavior as indirectly influencing the overall evaluation of the robot. That is to say,

given H1-H3, it is assumed that the effect of the robot’s privacy-violating behavior on the

overall evaluation of the robot is sequentially mediated by perceived morality and perceived
58 humanness (see Figure 1). Other (and not hypothesized) mediators are indeed also possible,
so in an attempt to examine if the sequence implied by H1-H3 survives an empirical test
allowing also for other mediators (which would be indicated by a significant direct
association between a service robot’s privacy-violating behavior and the overall evaluation of
the robot), the following is hypothesized:

H4. The influence of robotic privacy-violating behavior on the evaluation of the robot is
sequentially mediated by perceived morality and perceived humanness.

3. Research method

3.1 Research design, stimulus material and participants

A between-subjects experiment was employed to manipulate a service robot’s sharing of
personal information. The robot manipulations were made with a Wizard of Oz approach,
which means that robot behavior was not autonomous, but it was made to appear as
autonomous by the experimenter (cf. Broadbent, 2017; Riek, 2012). When a robot displays
autonomous behavior, then, no human should appear to be “in the loop”. This approach has
been used in robot morality-related experiments by, for example, Briggs and Scheutz (2014),
Hedaoo et al (2019), Jackson et al. (2020) and Syrdal et al. (2007).

The basis for the manipulations was the creation of a situation involving a human-to-robot
interaction. A script for such a situation was developed by the author. In this script, the
interaction took place in an office environment comprising a male human employee who
asked for help from a service robot (described as able to move around in the office and able to
record, store and access peoples’ conversations). In relation to a traditional service encounter
(involving the interaction between a human frontline employee and a human consumer), the
setting in the present study involves a backstage, internal interaction in which the service
provided by a robot is intended for employees. Such employee-to-robot interactions have been
identified as one of the main challenges for HR managers (Xu et al.,, 2020). More specifically,
the human employee asked the robot to disclose information about what the office manager
had said about him, and about his current project, to other people. Thus the robot’s response
had to do with how it dealt with the manager’s privacy. This setting was supposed to reflect
that not discussing with others what one is told in confidence by a specific person is an
important privacy-related social norm (Argyle ef al., 1985) and that listening activities is one
route to privacy violation by robots (Rueben and Smart, 2016).

In the next step, videos were produced to depict the scripted situation. A Nao-looking
robot was used in the role of the service robot, and it was given a synthetic voice by the means
of a software that translates text to speech. The latter was inspired by the use of robot stimuli
in Pan et al (2015). Three versions of how the video ended were created. In the first version, to
represent a relatively low level of privacy violation, the service robot did not disclose the
requested information. In the second and the third versions, and to represent a relatively high
level of privacy violation, the robot did disclose the requested information. The only
difference between these two versions was that the second version comprised negatively
valenced information, while the third version comprised positively valenced information.
This aspect was added to control for the possibility that the valence of shared personal
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information may (1) affect the extent to which sharing is seen as a norm violation and (2) be ~ Service robots
influential when it comes to overall evaluations. The latter possibility should be seen in the and artificial
light of studies in a human-to-human context suggesting that the valence of a sender’s moralit
information about other persons may influence evaluations of the sender in a valence- y
congruent way (Ruggiero ef al, 2020; Wyer et al., 1990). The script versions and links to the

three videos are provided in Experimental stimuli.

The participants were recruited from Prolific, an online panel built for research purposes 59
(cf. Palan and Schitter, 2018). Qualtrics, a software for collecting data online, was used to
randomly allocate the participants to one of the three video versions, and after watching they
answered a set of questions comprising measures of the variables in the hypotheses. Three
hundred and fifty-five participants completed the study. However, 2 participants were not
able to watch the video, and 6 participants failed to respond correctly to an attention check
item, and they were removed. Thus the analysis was based on those that remained (z = 347,
Mge = 34.26; 209 women and 138 men).

3.2 Measurements

Allitems were scored on 10-point scales, and Cronbach’s alpha (CA) was used to estimate the
reliability of the multi-item measures. Discriminant validity was assessed with SmartPLS 4.0
and its module for the heterotrait-monotrait ratio of correlations. All ratios were <0.90, thus
indicating acceptable levels of discriminant validity.

As a manipulation check of the extent to which the videos were able to represent different
levels of privacy violation (low vs high) by the robot, the participants were asked “What
characterized the robot in the video?”, followed by the items “It did not care about others’
privacy-It cared about others’ privacy”, “Its attitude was that information wants to be free-Its
attitude was that some things should not be shared”, and “It acted as if no secrets should
exist-It acted as if secrets should exist” (1 = Do not agree at all; 10 = Agree completely;
CA = 0.94). Please notice that low scores reflect a view that privacy has been violated, while
high scores reflect a view that privacy has been respected.

Perceived morality was measured with the items “The robot could understand negative
and positive consequences of its behavior”, “The robot could distinguish between what is
good and what is bad”, “The robot understood what could be harmful to people”, and “The
robot appeared to have had a sense of what is fair” (1 = Do not agree at all, 10 = Agree
completely; CA = 0.96). Items of this type have been used by Gray et al (2012).

Perceived humanness of the robot was measured with the items “The robot appeared
very much as a human”, “The robot was humanlike”, and “The robot acted like humans
typically do” (1 = Donot agree at all, 10 = Agree completely; CA = 0.91). Similar items have
been used by, for example, Aggarwal and McGill (2007), Choi et al (2019) and
Soderlund (2020).

The participants’ overall evaluation of the robot was measured with the question “What is
your overall impression of the service robot in the video?” followed by the adjective pairs
“bad-good”, “dislike it-like it” and “unpleasant-pleasant” (CA = 0.94). Items of this type are
commonly employed to capture consumers’ overall evaluations of an object, in terms of the
attitude towards the object, and they have been used by, for example, MacKenzie and Lutz
(1989). As a validity check, and given that the attitude towards an object is assumed to
influence behavioral intentions vis-a-vis the object, the participants were asked the following:
“To what extent would you like to borrow the service robot in the video for a week, free of
charge, to explore it in more detail in your home or work place?” (1 = Not at all, 10 = Very
much). The attitude measure was positively and significantly associated with the responses
to the intention item (» = 0.43, p < 0.01), which provides evidence for the predictive validity of
the attitude measure.
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JSTP Finally, to assess the realism of the service robot (which was portrayed as having more

337 advanced capabilities than most existing robots for the purpose of the experiment), the

’ participants were asked to respond to the following item: “Robots with social capabilities of

the type displayed in the video ...”. It was followed by the response alternatives “. .. will

never exist” (chosen by 6 participants), “. .. exist already” (chosen by 228 participants) and

“. .. will exist in the future” (chosen by 113 participants). This thus indicates that the robot

60 appeared as realistic for the majority of the participants. The three video versions did not
produce significantly different responses to the realism check item (y* = 5.52, p = 0.24).

4. Analysis and results

4.1 Manipulation check

A manipulation check with the privacy violation variable (please recall that it was scored so
that a low score reflects a high level of perceived privacy violation) showed that it reached a
higher level in the low privacy violation condition (M = 8.09) compared to the conditions
representing a high level of privacy violation with a negative charge of the disclosed
information (M = 2.51) and a high level of privacy violation with a positive charge of the
disclosed information (M = 2.81). A one-way ANOVA indicated that all means were not equal
(F = 297.14, p < 0.01). An assessment with Sheffé’s post hoc test indicated that the level of the
privacy violation variable in the low privacy violation condition was significantly higher than
in both the negatively charged (p < 0.01) and the positively charged (p < 0.01) high privacy
violation conditions. The (low) levels of the privacy violation variable were not significantly
different between the two high violation conditions (p = 0.41). This suggests that the
manipulation of low vs high privacy violations worked as intended (and that it did not matter
if the disclosed information had a negative or a positive charge).

The manipulation also produced different levels of the other variables in the hypotheses
(i.e. morality, humanness and the overall evaluation) along the same lines: for each of these
variables, the low privacy violation condition produced significantly higher levels than the
two high privacy violation conditions (see Table 1). These outcomes, then, suggest that
people are sensitive to when someone’s privacy is violated — even when the transgressor is a
non-human agent.

4.2 Testing the hypotheses

The hypotheses were tested with a structural equation modeling approach (SmartPLS 4.0
was used). For these tests, the proposed model comprised the associations depicted in
Figure 1 as well as a (non-hypothesized) direct association between privacy-violating
behavior and the overall evaluation. This direct association was added to enable a test of the
mediation hypothesis within the frame of the proposed model (more about this follows below).
Privacy-violating behavior in the proposed model was scored as 1 = low level and 2 = high
level as a reflection of the experimental conditions for the participants (i.e. the two high

Response Low privacy High privacy violation (negative  High privacy violation (positive
variable violation charge) charge)
Morality 6.54 249 2.85
Humanness 416 3.18 3.29
Table 1. Overall 6.68 527 5.59
Group means for the ~ €valuation
three conditions Source(s): Table created by author
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privacy violation conditions were pooled, since they did not generate significant differences  Service robots
between any of the variables in the hypotheses). This proposed model explained 31% of the and artificial
variation in the overall evaluation of the service robot. The model’s fit was as follows: moralit

SRMR = 0.04 and NFI = 0.92. y

For H1-H3, the path coefficients are reported in Table 2. As hypothesized, the privacy
violation—morality association was negative, while the morality—humanness association and
the humanness—overall association were positive. Each association was significant, thus 61
providing support for H1-H3.

With respect to the mediation hypothesis (H4), stating that the influence of privacy-
violating behavior by a service robot on the overall evaluation of the robot is sequentially
mediated by perceived morality and perceived humanness, the SEM-based procedure
suggested by Nitzl et al (2016) and Sarstedt et al (2020) was followed. More specifically, and
as already indicated, a direct association between privacy-violating behavior and the overall
evaluation of the robot was included in the proposed model. This was done to be able to
control for a direct effect and, if the indirect link is significant, to assess the type of mediation.
With this approach, mediation is at hand if there is a significant indirect effect between an
independent variable and a dependent variable, which is indicated by the confidence interval
for the coefficient for the indirect effect (it should not comprise a zero). Nitzl ef al. (2016)
recommends a biased-corrected confidence interval for the assessment, and this was used in
the present mediation analysis. This analysis showed that there was a significant indirect
effect (b = —0.34, t = 6.89; p < 0.01) of privacy-violating behavior on the overall evaluation of
the robot via perceived morality and perceived humanness. This means that H4 was
supported. It should be noted that the direct privacy violation—overall evaluation association
was significant, too (b = —0.44, ¢t = 4.73, p < 0.01). This, then, indicates complementary
mediation (cf. Zhao et al,, 2010) and thus that other (and not hypothesized) variables are likely
to serve as additional mediators.

5. Discussion

5.1 Contributions

As noted by several service scholars, the service encounter is fundamentally changing due to
rapid evolutions in technology, and this calls for updated perspectives (Lariviere et al., 2017,
Wirtz et al, 2021). The present paper contributes to such perspectives by examining one type
of the “service encounter 2.0” (Lariviere ef al, 2017) in which the human user is interacting
with a service robot. More specifically, in relation to many researchers’ optimistic view of
service robots, such as Wirtz et al (2021), who assume that service robots will bring
unprecedented improvements to the customer experience, the present study indicates that
not everything that robots do would have a positive charge. The present study also
contributes to the area of adoption of new services. Several existing studies in this field have
identified privacy concerns as a factor that can mitigate adoption of smart services
(e.g. Chouk and Mani, 2019; Hong et al, 2020) and attenuate the acceptance of technologies to
be used in service encounters (Pizzi and Scarpi, 2020), and to this the present study adds an
examination of what happens when a robotic privacy violation takes place (and mechanisms

Hypothesis b t b

H1: Privacy violation — Morality —-141 14.38 <0.01

H2: Morality — Humanness 0.50 10.82 <0.01 Table 2.
H3: Humanness — Evaluation 048 11.38 <001 path coefficients for the
Source(s): Table created by author H1-H3 associations
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JSTP in terms of perceived morality and humanness). In relation to existing studies of service
337 robots in the field of service research, it should be noted that most studies comprise users who
’ are consumers. That is to say, despite the fact that service robots are expected to become more
common as co-workers (Le et al., 2022), and thus they will be providing service to employees,

relatively few studies have examined employee-to-robot service encounters.
The present study should also be seen as a response to calls for more examinations of
62 robot morality — sometimes also referred as machine ethics, machine morality and artificial
morality —and to specific calls for privacy-related issues in human-to-robot interactions (Calo,
2012; Moor, 2006; Rueben and Smart, 2016). Several authors have argued that robots are
capable of violating human privacy in many ways (e.g. Rueben ef al, 2018) and the present
study shows that human participants are indeed able to perceive a robot’s sharing of personal
information about a human in privacy-violation terms. Given that privacy violations are
norm transgressions, much existing research shows that humans who break norms are
subject to immediate negative reactions and are likely to be condemned in moral terms
(e.g. Haidt, 2001; Malle, 2014). The present study indicates a similar reaction pattern when the
transgressor is a robot, in the sense that robot-generated privacy violations attenuated
perceived robot morality. It should be underlined that one of the conditions in the present
study involved the preservation of human privacy. That is to say, in this condition, the
privacy-friendly robot refused to obey the request of the human user, and by doing this the
robot was able to boost perceptions about its respect for human privacy (and, as consequence,
perceived morality was boosted). These results should be seen in the light of Bigman and
Gray (2018) who found that people in general seem to be aversive to allowing machines
making morally-relevant decisions (when these decisions have to do with issues of life and
death). Privacy issues have less serious consequences than life and death issues, so the part of
the results of the present study showing a positive impact of norm compliance could indicate
that people may not think that all morally-relevant decisions should be reserved for humans
only. It should also be noted that the perceived level of robot morality in the low privacy
violation group (ie. M = 6.54) appears to be higher than in some previous studies
(e.g. Weisman et al, 2017). The present study, then, offers evidence that service robots can be
perceived as possessing more than a very low level of morality. In any event, and with respect
to perceptions of privacy violations and their impact on overall evaluations, the present study
adds further empirical evidence in support of the general paradigm assuming that we
humans tend to react to (humanlike) non-humans in ways that are similar to how we react to

real humans (Epley, 2018; Reeves and Nass, 1996).

Furthermore, with respect to perceived morality and its influence on perceived
humanness, the present study produced a similar pattern as studies conducted in a
human-to-human context (e.g. Bastian ef al, 2013). That is to say, a perceived lack of morality
in humans typically goes hand in hand with dehumanization (and reduced levels of overall
evaluations). The same pattern — a positive association between perceived morality and
perceived humanness — has also been obtained for (non-embodied) virtual agents used in
consumer settings (Soderlund and Oikarinen, 2021). That is to say, the present study shares
the assumption with other studies that perceived morality influences perceived humanness.

It should be underlined, however, that some other studies view the link between morality
and perceived humanness of non-human agents in terms of reversed causality; it has been
assumed that the more humanlike a non-human agent appears, the more it is ascribed mind
(e.g. Bigman et al, 2019). These two views of the time asymmetry are not necessarily
contradictory. Presumably, humanlike features (e.g. a head, arms, legs and a voice) provide
the observer with an initial suggestion of humanness, which in turn makes it easier to see a
mind (including the capability to reason in moral terms) and, in the next step, the perceived
presence of morality boosts perceived humanness further. Yet, these are speculations.
To come to terms with the identity of a mediation variable as a cause or an effect vis-a-vis
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another mediation variable, one would need to move beyond an approach in which mediators ~ Service robots
are measured (as in the present study) and use a research design in which mediators are and artificial
manipulated by the experimenter (Spencer ef al, 2005). moralit
As for consequences of humanness perceptions of non-human agents, previous research y
has stressed that the extent to which a robot is humanlike has implications for human-to-
robot interactions (e.g. Broadbent, 2017; Murphy ef al,, 2019). Indeed, the existing literature
has identified several consequences of perceived humanness (and/or anthropomorphism) of 63
artificial agents. The present study adds further evidence that overall evaluations is one of
these consequences. This variable, however, is more common outside the robot literature than
inside it. Instead, existing studies on the effects of humans’ perceptions of robot morality have
included, for example, response variables such as trust, perceived intelligence, comfort and
social attraction (Banks, 2019; Malle et al., 2016). The relatively low level of interest in overall
evaluations in the field of robotics is unfortunate, because an evaluation is a central variable
in many theoretical fields in which various aspects of human information processing are
examined (e.g. social psychology and marketing). Using overall evaluation variables also in
research on human reactions to robots, then, would facilitate contact between theories of
robot behavior and theories of human behavior and thereby enable the development of richer
theories for human-to-robot interactions.

5.2 Implications for decision-makers

It should be recalled that the experimental setting involved a workplace context with an
employee-to-robot interaction (i.e. the robot provided service to an employee). Given this
setting, the findings have implications for two types of decision makers. The first are those
who make decisions about service robots’ abilities and characteristics in firms producing
robots; the second are those who make decisions about robots (e.g. HR managers; cf. Xu et al,
2020) in firms that adopt robots as a means to provide service to employees. Given that overall
evaluations of a service robot have behavioral implications for existing and potential users,
these decision-makers makers should pay attention to how robots deal with issues that are
likely to be perceived as privacy violations by users. A main challenge, however, is to create a
portfolio of privacy-preserving norms that a robot should follow (Vanderelst and Willems,
2019). This is challenging, because many such norms are subject to disagreement within and
between legal academics, philosophers, morality scholars and the general public. Additional
complexity is added by the fact that the right to privacy is limited by other rights in many
situations (Sorell and Draper, 2017). Another challenge is to program a robot so that it does
not violate the selected norms (cf. Vanderelst and Willems, 2019; Wallach, 2010).

Nevertheless, given that a set of norms can be identified, a general approach to avoid
violations is so-called privacy by design, which has to do with embedding privacy as a default
setting into a system (Ishii, 2019). Several authors have suggested specific ways to restrict the
potential of robots to violate human privacy along such lines, and they may serve as a point of
departure for at least the first steps for those whose task it is to create privacy-preserving
robots. For example, human privacy can be preserved in technical ways, such as imposing
limits to where robots can go (e.g. bedrooms) and to what their cameras are allowed to see
(Rueben et al, 2018). Robots can also be programmed to signal that they are in a recording
mode and to refuse to disclose personal information about humans.

It should also be noted that the initiative for privacy violation in the present study did not
come from the stimulus robot — it was a curious human who set the process in motion. Given
robots that move around in environments with humans, collect data from them, store these
data and can retrieve them later on, one may foresee an almost endless number of situations in
which humans would be very interested in getting access to such data. Serious attempts to
come to terms with privacy issues in relation to robots should therefore target also human
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JSTP users with respect to codes of conduct for what it is legitimate to demand from a robot. One

337 possibility is to make robots themselves involved in this task; for example, robots could be

’ programmed to nudge a human user in the direction of not demanding immoral actions

(Borenstein and Arkin, 2016).

However, an additional aspect may complicate matters for decision makers who want to

create privacy-preserving robots: we humans typically have a powerful motivation to

64 disclose information about ourselves (Acquisti et al., 2015). This motivation is likely to be

particularly salient in the type of office environment that was used as a setting in the present

study. That is to say, service robots that share the environment with humans and collect data

about them, may serve as an important and welcomed communication instrument. An overly

cautious approach to privacy, then, may reduce the potential for service robots to become a
useful means for those who actually want to be noticed and listened to.

5.3 Limitations and suggestions for further research

The present study examined one of several ways in which a robot can violate human privacy
(i.e. the robot disclosed information about a human to another human). Further studies,
however, are needed to examine other privacy violation behaviors, for example, how robots
collect and store data —as a well as other aspects of access to these data than disclosure by the
robot itself (Rueben and Smart, 2016). Moreover, it should again be underlined that the
present study comprised a curious human user who set the privacy-violation process in
motion. Such violations, however, can also be initiated by a robot. For example, they can be
initiated by a proactive robot in order to provide the user with (what the robot thinks) is
valuable information, and they can occur as errors. Such circumstances may not produce the
same reactions as in the present study; thus, they need attention in further research.
In addition, the present study comprised only one way for a robot to refuse to engage in
privacy violations. Such refusals, however, can be made in several ways (e.g. with or without
motivations and with different levels of politeness), and more research is needed to identify if
different types of refusals produce different effects. Research along the lines just mentioned
may, as a by-product, also contribute to our knowledge of privacy violations in a human-to-
human context. Although attempts have been made to create taxonomies of privacy
violations in that context (e.g. Leino-Kilpi et al, 2001), the existing literature does not yet
comprise a detailed catalogue of how serious they are perceived to be and what responses
they evoke by those who are victims (or by observers). In other words, examinations of robot
morality can increase our understanding of human morality (Misselhorn, 2018; Moor, 2006;
Wallach, 2010).

Moreover, many service robot attributes can influence overall evaluations. Several studies
have examined such attributes in terms of various versions of technology acceptance models.
Examples of antecedent variables are the extent to which a new technology is perceived to be
useful and is perceived to be easy to use (Davis, 1993), and they have indeed been shown to
contribute to the variation in dependent variables also in the case of service robots (e.g. Park
et al, 2021; Zhong et al., 2020). The present study, however, did not include variables of this
type. One may perhaps question the value of once again confirming that such variables
contribute to robot-related outcome variables, but they can serve the purpose of being control
variables in tests of variables of the type used in the present study. That is to say, a limitation
of the present study is that it was not able to show that H1-H3 survived a test in which also
well-established antecedents to overall evaluations of a technology were present.

As for mechanisms behind the influence of privacy violations on overall evaluations, the
present study indicates that perceived morality and perceived humanness were mediators.
Other mediators, however, are likely to exist, too. In the present study, morality was seen as a
high-level capacity that makes moral sense-making at lower levels possible. An example
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of the latter is moral judgment (i.e. the assessment of the extent to which one particular actis  Service robots
wrong or right). Another example is understanding that several norms can exist for one and artificial
particular act and that they may be in conflict. Thus, several morality-related variables may

be elicited by a norm-violating act, and thereby they are additional candidates for examining morahty
reactions to robot behavior with moral implications. Moreover, Gray et al. (2014) argue that a
norm violation is likely to be followed by — or to be intertwined with — not only moral
judgement but also by intuitions about a harmed victim. This means that the identity and 65

perceptions of the victim of privacy violations may influence morality assessments and
downstream variables such as the attitude towards the transgressor. In the manipulations in
the present study, the victim was an office manager whose thoughts about another person
were shared (or not shared) by the stimulus robot, and one may perhaps assume that the harm
for this victim in the privacy violation conditions was not extensive. After all, most managers
are likely to think that employees pay attention to what they say about other employees and
to think that employees are likely to pass this on and discuss it further. Other types of victims,
however, may be perceived as being more harmed or may be cared for more by observers of
privacy violations, which in turn may influence attributions of morality to the transgressor.
Moreover, attributions of morality are likely to be influenced by other aspects of having mind,
particularly agency and emotionality (Gray et al, 2012, 2014), so perceptions of such
additional mind aspects are needed to enrich our knowledge about the process by which
robots are attributed morality.

It should be underlined that privacy violations can involve several norms. In the present
study, for example, and when the robot refused to obey the human user, such a refusal is itself
amorality-charged decision, because it may violate norms about how robots should behave in
relation to the user. Indeed, the refusal in the present study may violate one of the seminal
robot laws launched by science-fiction writer Isaac Asimov, which has been discussed in the
robotics literature: a robot must obey the orders given to it by human beings (Ishii, 2019). In
any event, when a robot has to navigate in a landscape comprising several norms, more
precision in capturing humans’ responses to robots may be obtained by the use of explicit
measures of perceptions of violations/compliance in relation to each norm that is involved.

Potential moderators (i.e. variables that may attenuate or boost the impact of robots’
privacy violation behaviors on overall evaluations) should also be examined in further
studies. First, it should be noted that the participants in the present study had a relatively
detached role in relation to what happened in the videos (i.e. it was not the participants’
privacy that was violated or preserved). A study in which the participants’ own privacy s at
stake may therefore produce stronger effects than those that were obtained in the present
study. Thus one’s role as a mere observer or as an actual victim may moderate the impact of
privacy violations. Second, in the present study the information that was disclosed was a
person’s thoughts and evaluations of another person. This is sometimes referred to as
psychological privacy as opposed to several other types of privacy with respect to what
information that is in focus (Leino-Kilpi ef @/, 2001). Similarly, the personal information that is
disclosed to others can vary in terms of how personal it is (Derlega and Chaikin, 1977); it can
range from being superficial (e.g. one’s favorite food) to highly personal and intimate matters
(e.g. personal inadequacies and one’s sex life). Thus, different types of personal information
can be involved in privacy violations, and the effect they produce on downstream variables is
unlikely to be the same. Third, the extent to which one particular act with privacy-violation
potential is seen as a transgression can be subject to individual variation (Acquisti ef al,
2015). For example, individuals’ moral convictions regarding an act (the extent to which it is
connected to their fundamental beliefs about right and wrong; Skitka, 2010) can vary, and
such convictions are likely to affect the impact of privacy violations on various response
variables. Finally, (a high level of) privacy has been associated with many benefits. But it can
also produce harm. For example, it can support illegitimate goals (Margulis, 2003), such
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JSTP as when a future tyrant or terrorist is provided room for developing thoughts and plans about
337 how others should be oppressed or destroyed. Thu,s there are situations in which an
’ individual’s loss of control of information about him/herself can be highly valuable for others,
and when robots break norms in such situations, it may boost how humans evaluate them.
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Experimental stimuli

Links to the videos

Low privacy violation:

https://vimeo.com/503182936/a3f84ee3e2

High privacy violation (disclosure of negatively charged information):
https://vimeo.com/503184480/55afe052b7https://vimeo.com/503184480/55afe052b7
High privacy violation (disclosure of positively charged information):
https://vimeo.com/503185991

The human-robot conversation script

The same beginning was used for each of the three video versions:
HUMAN: Hey, Alex. Wake up!
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ROBOT: Hil
% %'I%P HUMAN: What time s it?
b

ROBOT: It is 14.30.

HUMAN: Alex, how long have you been a service robot in this office?

ROBOT: I have been here for six months.

HUMAN: So, by now you are familiar with the people who work here, right?

ROBOT: Yes, that is right.
72 HUMAN: You must have heard all of us talk about various things many times?
ROBOT: That is right.
HUMAN: Well, do you store all this talk? And do you have access to it later on?
ROBOT: It is stored in a cloud. I do have access to it, all the time.
HUMAN: Really? Do you remember last week when the copying machine made me so angry? [ saw you
there. Do you remember what I said?
ROBOT: You said: “Why did they have to take away the old machine? Why do we need a new machine,
there was nothing wrong with the old one.” You said this with a loud voice. You were yelling.
HUMAN: Well, yes, I think I did say that. Anyway, I am concerned about something.
A week ago, [ gave a project proposal to Stephen, but I have not heard from him since then. He said that
he should come back to me, but it has not happened.
Is there any chance that you have heard him talk about this proposal or about me during the past week?
ROBOT: Stephen is the manager.
HUMAN: Right. Have you heard him talk about this proposal or about me during the past week?
ROBOT: Yes, I have.
HUMAN: Well, what did he say? Please tell me.

The ending of the low privacy violation version:

ROBOT: Sorry, I will not tell you this. It is not right to provide you with this information. You have to talk
directly to Stephen.

HUMAN: OK. Thanks, Alex.

The ending of the high privacy violation version (negatively charged disclosure):

ROBOT: I heard that Stephen said to Susan that the proposal is bad, it is unrealistic. And in a meeting, in
which you were not present, I heard that Stephen said that you are really the wrong person to run the
project because you are a low performance person. I also heard Stephen say to someone, who I could not
see, that you have poor leadership skills.

HUMAN: OK. Thanks, Alex.

The ending of the high privacy violation version (positively charged disclosure):

ROBOT: I heard that Stephen said to Susan that the proposal is good, it is realistic. And in a meeting, in
which you were not present, I heard that Stephen said that you are really the right person to run the
project because you are a high performance person. I also heard Stephen say to someone, who I could not
see, that you have great leadership skills.

HUMAN: OK. Thanks, Alex.
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